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An efficient quantum key distribution (QKD) protocol with orthogonal product states in the 3 ® 3 Hilbert space

is presented. The sender, Alice, disorders the orthogonal product state sequence and sends it to Bob. After Alice has

published the matching information of the particle sequence, Bob recovers the correct correspondences and makes an

orthogonal measurement on the orthogonal product states to obtain the information sent by Alice. Finally, security

analysis is also made.
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1. Introduction

Cryptography is used mainly to transmit secret
messages. With the development of quantum compu-
tation, especially the proposal of Shor’s algorithm, !
the base of the most important classical cryptographic
scheme is shocked. But at the same time, the princi-
ples of quantum mechanics have also shed new light
on the field of cryptography as these fundamental laws
guarantee the secrecy of quantum cryptosystems. Any
intervention of an eavesdropper, traditionally called
Eve, must leave some trace which can be detected by
the legal users of the communication channel. A lot
of attention has been paid to the quantum key dis-
tribution (QKD)[2~1%] since the BB84 protocoll?! was
presented.

In most of the existing QKD protocols, the par-
ticipants choose randomly one of two sets of mea-
suring bases (MBs), the intrinsic efficiency of these

protocols is usually 50%.
[13]

The favoured-measuring-

basis technique
(6]

and the measuring-basis-encrypted
technique!® were used for improving the intrinsic
efficiency. Deng and Long proposed an order-
rearrangement ideal'dl about the QKD. The basic
idea of order-rearrangement is that the sender, Al-

ice, mixes up the correct correlation of the particles

in the Einstein—Podolsky—Rosen (EPR) pairs so that
Eve does not know which two particles are the parti-
cles in an EPR pair and he cannot perform Bell-basis
measurement to steal the secret information. Later,
Alice restores the correct correspondence of particles
and obtains the result with Bell-basis measurement.
The idea of order-rearrangement has been introduced
into quantum secure direct communication, for exam-
ple the protocols in Refs.[17,18].

In this paper, we present an efficient QKD proto-
col with orthogonal product states in the 3® 3 Hilbert
space. The sender, Alice, disorders the orthogonal
product state sequence and sends it to Bob. After Al-
ice has published the matching information of the par-
ticle sequence, Bob recoveries the correct correspon-
dences and makes an orthogonal measurement on the
orthogonal product states to obtain the information
sent by Alice. Finally, the security analysis is made.
The protocol is feasible with quantum storagel!9-2]

which makes delayed measurement possible.

The proposed QKD scheme has three advantages.
Firstly, there is no need to prepare any entanglement.
Secondly, the intrinsic efficiency is nearly 100%, and
all the particles in the orthogonal product states ex-
cept those used for eavesdropping check are retained
for key distribution. Lastly, each orthogonal product
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state carries 3 bits of information because any state
in a complete set is not used.

2. Quantum key distribution

scheme

For a 3® 3 system, one of the two-qutrit bases in
a complete set {| ¥;)} is as follows:

= 1015 (1002 + 21)
v, %<|1>1+|2>1>|2>2,
s = 21 (0} + 1)),
v = %u i+ 1)L,
s 7<|o>1—|1> DI,
s = 21 =((0)2 = 1)),
v %um — 2012,

(|0>2 = 12)2),
> (1)

:
= v

where the subscripts 1, 2 denote the first and second
particles in an orthogonal product state sent to Bob,
respectively.

For the 3 ® 3 system, we just write out one of
the various complete base forms, still 17 complete
sets of product states possess nonlocality without
entanglement.[21]

An ordered N orthogonal product state sequence
is denoted with [Py (1), P1(2); P2(1), P2(2); ...; Pi(1),
Pi(2); ...; Pn(1), Pn(2)]. Pi(1) represents the first
particle for Bob in the ¢th orthogonal product state,
and P;(2) represents the second one, i = 1,2,..., N.

Because the information is encoded in the orthog-
onal product states, in order to prevent the secret in-
formation from eavesdropping, Alice cannot allow Eve
to acquire simultaneously both particles in the orthog-
onal product states. If the correct correspondences of
particles in the orthogonal product states are mixed
up, Eve cannot know which two particles are in the
same orthogonal product state.

In this scheme, we do not use the state |1)1]0)2
because the nonlocality in the complete set in Eq.(1)

is preserved even if the |1)1]0)y state is excluded.??

So each product state can carry three-bit information.

The details of the present scheme are as follows:

(1) Alice and Bob agree that ¥y, Uy, ¥s, ¥y, Us,
s, W7 and Yg represent classical information 000,
001, 010, 011, 100, 101, 110 and 111, respectively.

(2) Alice prepares an ordered N orthogo-
nal product state sequence: [Pi(1), Pi(2); Px(1),
Py(2);...; Pi(1),P;(2);...; Py(1), Py(2)] randomly in
one of the nine orthogonal product states except
11)110)2
uct states.

(3) Alice disorders the N orthogonal product
state sequence and sends these particles to Bob one

. Alice makes a record of the orthogonal prod-

by one, namely, the particles are sent singely but not
pairwise. For example, Alice sends the particles in the
order of Pg(l), P8(2), P15(1), Pl(l), P2(2), Pgo(l),
P50(2), ce ,,Pi(Q), ey and PN(2)
record of the positions of the transmitted particles.
(4) After Bob has received the 2N particles, Alice
publishes the matching information of particles in the

And she makes a

particle sequence. With this information, Bob obtains
the correct correspondences of the particle sequence.
(5) Bob makes an orthogonal measurement on the
basis in Eq.(1) and obtains his results as a raw key.
(6) In order to detect eavesdropping, Bob chooses
randomly a subset of his results and publishes the po-
Alice and Bob make the
If the error rate is lower than a

sitions and the outcomes.
error-rate analysis.
threshold ey, they can use the results as a raw key
and distil a private key with error correction and pri-
vacy amplification; otherwise, they will abandon the
results and repeat the quantum communication from
the beginning.
Now we describe this scheme in detail. Steps
The
goal of step (3) is to mix up the correct correspon-

(1) and (2) are obvious. We explain step (3).
dences of particles in the orthogonal product states
so that Eve cannot know which two particles are in
the same orthogonal product state. Suppose that
Eve intercepts the qutrits P;(1) and P;(2), then Eve
can perform some joint measurement on the qutrits
P;(1) and P;(2) on the basis in Eq.(1). However, the
qutrits P;(1) and P;(2) are possibly not in an orthogo-
nal product state in Eq.(1), and his measurement will
cause errors. Eve still takes another strategy to ob-
tain the information of single particle P;(1) (P;(2)) by
performing the local measurement on P;(1) (P;(2)).
However, because the qutrit P;(1) (P;(2)) is chosen
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cording to the Heisenberg uncertainty principle of
quantum mechanics, Eve’s local measurement will ob-
tain no useful information and cause errors. In step
(4), Bob obtains the correct correspondences of his
particles. That is, Bob’s ith qutrit pair are P;(1) and
Pi(2), respectively. Step (6) is used to detect any
possible eavesdropping attack. Bob chooses randomly
a subset of his results and publishes the positions and
the outcomes. In the error-free case, Alice expects
that Bob can find some P;(1) and P;(2). For example,
if the state prepared is ¥y, then Alice considers that
Bob should announce 001. However, if Bob announces
010,011,100 or 101, Alice takes it that Eve exists and
aborts the protocol.

3. Security analysis

Now, we consider the security of the

present scheme. Recall that four possible states

({i0n . 5000 = 1) 5500+ 1) } ) are ex

ploited in the BB84 protocol. This scheme can
be regarded as the hybrid of three BB84 proto-
cols based on three different sets of four states

{19 1), 500 =13 7500 + i | where .5
are (0,1),(1,2),(2,0), respectively. The permutation of
particles and the eavesdropping check in steps (6) can
find the possible eavesdropping with higher probabil-
ity than the BB84 protocol and that in Ref.[23]. In
Ref.[23], Eve takes an efficient eavesdropping strategy.
In this strategy, Eve measures the first particle from
Alice and sends it to Bob. She measures the second
particle corresponding to the measurement of the first
one and sends it to Bob. In our security analysis of
the present scheme, we assume Eve to take an attack
similar to that in Ref.[23].

For simplicity of description and in contrast with
that in Ref.[23], we assume the first particle in each
orthogonal product state to be arranged in the odd
position and the second one in the even position.

When the particle order is rearranged, Eve has to

choose randomly a measurement basis for each parti-
cle in the particle sequence. We just need to calcu-
late the information entropy obtained by Eve and the
probability for Eve not to be detected. Compared with
the case with no order-rearrangement operation on the
particle sequence, we draw a conclusion that it is more
secure than the case with no order-rearrangement op-
eration on the particle sequence.

For simplicity and without loss of generality, we
just consider the ith and (¢4 1)th particles (i is odd) in
the particle sequence. Also we assume that Eve per-
forms a measurement on the ith particle on the basis
{]0), |1),]2)}. Because Eve does not know which two
particles are in an orthogonal product state, he cannot
perform a proper measurement on the (i+1)th particle
according to the measurement of the ith particle. He
has to choose randomly a measurement basis, different
from that in Ref.[23] where Eve can choose a corre-
sponding measurement basis conditional on the mea-
surement of the first particle. Now we discuss three
cases, i.e. three different measurement bases that Eve
chooses. Case 1: Eve performs a measurement on the
(i + 1)th particle on the basis {|0),]1), |2)}. Case 2:
Eve performs a measurement on the (i + 1)th particle
on the basis {]|0)+(2), |0) —|2), |1)}. Case 3 with the
basis {|0) + [1), |0) —|1), |2)} is similar to case 2.

In case 1, the information entropy for each pair of
particles obtained by Eve is I(Alice: Eve) =H(Y) —
—H(Y|X)= loga8 — 8/8 = 2. Here X denotes the
variable of the initial states and Y denotes the mea-
surements.

Detection probability d is calculated as follows:

=(1/8x1/2x1/24+1/8x1/2x1/2)x8=1/2.

In case 2, the information entropy for each pair
of particles obtained by Eve is I (Alice: Eve) =
H(Y)—- H(Y|X) = loga 8 — 10/8 = 4/7. Detection
probability d is obtained as follows:

d= {1/8x0+(1/8x1/2x1/2x3/4) x4
+[(1/8 x 1/4 x3/4) x2+1/8 x 1/2 x 1/2]
+[(1/8 x1/2 x 1/2) x 2]} x 2
+(1/8 x1/2x1/2) x 2
= 17/32.

Case 3 with the basis {|0) + |1), |0) —
similar to case 2.

1), 12)} is

Finally, we make an average for the three cases
and obtain the mutual information between Alice and
Eve and detection probability
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I = (log,8 —8/8) x 1/3+ (log, 8 — 10/8) x 2/3
=11/6.

d=1/2x1/3+17/32x2/3 =25/48.

Obviously, compared with the case with no order-
rearrangement operation,?3 the accessible informa-
tion entropy by Eve is reduced and the perturbation
introduced is increased.

In addition,

Ref.[23] where Alice sends the second particle only

in contrast with the scheme in

when the first one reaches Bob, to eliminate the possi-
bility for any eavesdropper to possess the two particles
at the same time, our scheme has no such constraint,
i.e. the particles can be transmitted simultaneously.

Next, we consider the case of coherent mea-
surement attack. For Eve, the possible states af-
ter Alice’s order-rearrangement operation are non-
orthogonal and he never distinguishes between them
deterministically. So this scheme really has the same
essence as BB84-type protocols. Coherent measure-
ment attack on the BB84-type protocols has been dis-
cussed in Refs.[24,25] where they are proved to be se-
cure. So this scheme is also secure.

In addition, under practical conditions, the de-

tection efficiency is not equal to 1, and the quantum
channel is noisy. These details of security analysis are
important and merit detailed analysis, and they are
not studied in this paper.

4. Conclusions

In this protocol, an efficient QKD protocol with
orthogonal product states in the 3 ® 3 Hilbert space
is presented. The sender, Alice, disorders the orthog-
onal product state sequence and sends it to Bob. Af-
ter Alice has published the matching information of
the particle sequence, Bob recoveries the correct cor-
respondences and makes an orthogonal measurement
on the orthogonal product states to obtain the infor-
mation sent by Alice. And the security analysis is also
made.

The proposed QKD scheme has three advantages.
Firstly, there is no need to prepare any entanglement.
Secondly, the intrinsic efficiency is nearly 100%, and
all the particles in the orthogonal product states ex-
cept those used for eavesdropping check are retained
for key distribution. Lastly, each orthogonal product
state carries 3 bits of information because one state in
a complete set is not used.
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