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In this paper an efficient quantum secure direct communication (QSDC) scheme with authentication is presented,

which is based on quantum entanglement and polarized single photons. The present protocol uses Einstein–Podolsky–

Rosen (EPR) pairs and polarized single photons in batches. A particle of the EPR pairs is retained in the sender’s

station, and the other is transmitted forth and back between the sender and the receiver, similar to the ‘ping–pong’

QSDC protocol. According to the shared information beforehand, these two kinds of quantum states are mixed and

then transmitted via a quantum channel. The EPR pairs are used to transmit secret messages and the polarized

single photons used for authentication and eavesdropping check. Consequently, because of the dual contributions of the

polarized single photons, no classical information is needed. The intrinsic efficiency and total efficiency are both 1 in

this scheme as almost all of the instances are useful and each EPR pair can be used to carry two bits of information.
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1. Introduction

Quantum key distribution (QKD) provides a

novel way for two legitimate parties to establish a

common secret key over a long distance. QKD has

progressed quickly[1−12] since Bennett and Brassard

designed the original QKD protocol.[1]

Recently, a novel branch of quantum com-

munication, quantum secure direct communication

(QSDC), was proposed and actively pursued by some

groups.[13−26] With QSDC, Bob and Carol can ex-

change the secret message directly without generating

a private key in advance and then encrypting the mes-

sage, which is different from QKD. In 2002, Beige[26]

presented a QSDC protocol in which the message can

be read out after the transmission of an additional

classical information for each qubit,[13,14] similar to

a QKD scheme as each bit of key can represent one

bit of secret message with an additional classical in-

formation, i.e., retaining or flipping the bit value in

the key according to the secret message.[13] The same

case takes place in Refs.[17–19]. In 2002, Boström

and Felbinger proposed a ping–pong QSDC follow-

ing some ideas in quantum dense coding[27] with an

EPR pair. The authors have claimed that it is se-

cure for generating a private key and quasi-secure for

direct communication as it will leak some of the se-

cret message in a noisy channel.[20] Wójcik[28] and

Zhang et al
[29] pointed out that the ping–pong pro-

tocol is insecure for direct communication if there

are losses in a practical quantum channel. Also,

the ping–pong protocol[20] can be attacked without

eavesdropping.[30,31] Cai and Li[21] modified the ping–

pong protocol for transmitting the secret message di-

rectly by replacing the entangled photons with non-

orthogonal particles in mixed state, similar to the

Bennett 1992 QKD,[4] and inherited its nature of

insecurity[14] as it is vulnerable to the opaque attack

which is discussed in Ref.[4]. Meanwhile, Deng et al

put forward a two-step QSDC protocol[13] with EPR

pairs transmitted in block and another one based on

a sequence of polarized non-orthogonal particles.[14]
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Wang et al introduced a QSDC protocol with high-

dimension quantum superdense coding.[15] The good

nature of the QSDC schemes[13−16] with quantum

data block is that the parties can perform quan-

tum privacy amplification[32,33] on the unknown states

for improving their security in a noisy channel. In

Ref.[24], Cai and Li designed a protocol for improv-

ing the capacity of the ping–pong QSDC protocol[20]

with the same way for eavesdropping check as that in

Ref.[13]. However, it is not unconditionally secure as

the analysis of eavesdropping check depends on the

feature of statistics for which a lot of samples should

be chosen randomly and measured. Recently, Luca-

marini and Mancini[25] introduced a QSDC protocol

for both direct communication and created a private

key with some ideas in the Refs.[9, 14]. It is secure for

QKD, same as Ref.[9], but it is just quasi-secure for

direct communication, similar to the QSDC protocol

in Ref.[24].

The previous QSDC schemes are presented under

the condition that the parties of communication are

legitimate. However, in practical conditions, it is pos-

sible that an impersonator exists. In this paper, based

on the ideas from the QSDC with entanglement,[13]

ping–pong protocol,[20] the QSDC[14,21,34] with non-

orthogonal particles and quantum dense coding,[27]

an efficient QSDC scheme with authentication is pre-

sented, which is based on quantum entanglement and

non-orthogonal particles. The present protocol uses

EPR pairs and non-orthogonal particles in batches.

According to the shared information beforehand, these

two kinds of quantum states are mixed and then trans-

mitted via a quantum channel. A particle of EPR

pairs is retained in the sender’s station, and the other

is transmitted to and forth between the sender and

the receiver, similar to ‘ping–pong’ QSDC protocol.

The EPR pairs are used to transmit secret messages

and the non-orthogonal particles used for authentica-

tion and eavesdropping check. Consequently, because

of the dual contributions of non-orthogonal particles,

no classical information is needed. And the intrinsic

efficiency and total efficiency are both 1 in this scheme

as almost all of the instances are useful and each EPR

pair can be used to carry two bits of information.

2. The QSDC scheme

An EPR pair is in one of the four Bell states

shown as follows:

|ψ−〉 =
1√
2
(|0〉A|1〉B − |1〉A|0〉B), (1)

|ψ+〉 =
1√
2
(|0〉A|1〉B + |1〉A|0〉B), (2)

|φ−〉 =
1√
2
(|0〉A|0〉B − |1〉A|1〉B), (3)

|φ+〉 =
1√
2
(|0〉A|0〉B + |1〉A|1〉B). (4)

Here |0〉 and |1〉 are the up and down eigenstate of σz ,

the photon polarization operator. If we measure the

state of a non-orthogonal particle, the Bell-state will

collapse and the state of the other particle will be com-

pletely determined if we know the measurement result

of the first photon. For example, if we measure the

state of photon A in the Bell state |ψ−〉 and obtain |0〉,
then the state of photon B will collapse to quantum

state |1〉. Four unitary operations {U0, U1, U2, U3} can

transform the state |ψ−〉 into |ψ−〉, |ψ+〉, |φ−〉, |φ+〉,
respectively:

U0 = I = |0〉〈0| + |1〉〈1|, (5)

U1 = σz = |0〉〈0| − |1〉〈1|, (6)

U2 = σx = |1〉〈0| + |0〉〈1|, (7)

U3 = iσy = |0〉〈1| − |1〉〈0|, (8)

where I is 2×2 identity matrix. σi(i = x, y, z) is Pauli

matrix, that is

I ⊗ U0|ψ±〉 = |ψ±〉, I ⊗ U0|φ±〉 = |φ±〉, (9)

I ⊗ U1|ψ±〉 = |ψ∓〉, I ⊗ U1|φ±〉 = −|φ∓〉, (10)

I ⊗ U2|ψ±〉 = |φ±〉, I ⊗ U2|φ±〉 = |ψ±〉, (11)

I ⊗ U3|ψ±〉 = −|φ∓〉, I ⊗ U3|φ±〉 = |ψ∓〉. (12)

Similar to the BB84 QKD protocol,[1] Alice and

Bob use two measuring bases (MBs), namely the rec-

tilinear basis, i.e. {|H〉 = |0〉, |V 〉 = |1〉} and the

diagonal basis, i.e.

{|u〉 =
1√
2
(|0〉 + |1〉),

|d〉 =
1√
2
(|0〉 − |1〉)},

where |H〉 and |V 〉 are the horizontal and vertical po-

larization states respectively. As in the BB84 QKD

protocol, the |0〉 and |u〉 states represent the binary

value 0, and the |1〉 and |d〉 states represent binary
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value 1. For simplicity we call them as the ⊕ basis and

⊗ basis respectively. B represents basis and V repre-

sents value. 0 in B represents ⊕ basis and 1 represents

⊗ basis. 0 in ⊕ basis represents |0〉 state and 1 repre-

sents |1〉 state. 0 in ⊗ basis represents |u〉 state and

1 represents |d〉 state. For example, B = 01100101,

V = 10110100, then these non-orthogonal states are

|1〉|u〉|d〉|1〉|0〉|d〉|0〉|u〉 respectively.

The details of the present QSDC are as follows:

(1) Alice and Bob agree on that these four unitary

operations correspond to 00, 01, 10, 11, respectively.

(2) Alice and Bob share a seed key S in advance,

and then extend S to S′ with a length enough to check

eavesdropping in the quantum line by using an exten-

sion function G. The selection of G should make the

obtained S′ satisfy the randomness condition, for ex-

ample, the number of 0 and 1 is equal.

(3) Alice and Bob divide S′ into S′
1 and S′

2

equally. S′
1 and S′

2 are used for the authentica-

tion of the identity of Alice and Bob respectively.

S′
1(S

′
2) is subdivided into S′

11, S
′
12, S

′
13 (S′

21, S
′
22, S

′
23)

equally. S′
11(S

′
21) represents the information of basis

B, and S′
12(S

′
22) represents the information of value

V . S′
13(S

′
23) is used to designate the positions of the

inserted non-orthogonal particles. According to S′
11

and S′
12, Alice prepares the non-orthogonal particles

in batch and inserts them into the positions desig-

nated by S′
13. Then in the other positions the entan-

gled particles are in randomly one of the four states in

Eqs.(1)–(4). Alice transmits in order all the particles

to Bob. The remaining particles of all the EPR pairs

are retained in Alice’s station.

(4) To verify the identity of Alice and check eaves-

dropping. According to S′
1, Bob makes the corre-

sponding measurement on the non-orthogonal parti-

cles in the corresponding positions in the batch. If

the difference between the outcomes of measurement

and S′
12 is tolerable, then it shows that Alice is au-

thentic. And they continue to step (5); otherwise,

Alice is fake or eavesdropper exists. Bob terminates

the communication.

(5) According to the secret message he wants to

transmit to Alice, Bob makes the corresponding uni-

tary operation on the entangled particles in the other

positions. Based on the values of S′
21 and S′

22, Bob also

prepares a non-orthogonal particle sequence and in-

serts them into the entangled particle sequence based

on the value of S′
23. And then Bob sends the entan-

gled particles and the newly prepared particles back

to Alice.

(6) To verify the identity of Bob and check eaves-

dropping. According to S′
2, Alice makes the corre-

sponding measurement on the non-orthogonal parti-

cles in the corresponding positions in the batch. If

the difference between the outcomes of measurement

and S′
22 is tolerable, then it shows that Bob is authen-

tic. And they continue to step (7); otherwise, Bob is

fake or eavesdropper exists. Alice terminates the com-

munication.

(7) Alice makes Bell measurement on the received

entangled particles and the retained entangled parti-

cles, obtains the secret message of Bob. And then

Alice and Bob continue to correct the errors in the se-

cret message by using error correction method. This

procedure is exactly the same as that in QKD.

As discussed above, Alice and Bob can ensure the

security of the quantum channel before the secret mes-

sage is transmitted. The impersonator or Eve will be

found out if she eavesdrops the quantum line. It is

of interest that Eve cannot read out the information

encoded in the EPR pairs even if she captures one of

the EPR pair, because no one can read the informa-

tion from one particle of an EPR pair alone. In this

way, no secret message will be leaked to Eve. It is se-

cure. Moreover, the capacity is high in this protocol,

because each of EPR pair carries two bits of classical

information.

3. Security analysis

The QSDC protocol is secure, the reasons are as

follows:

(1) The protocol uses two quantum channels. One

is from Alice to Bob, the other from Bob to Alice. Be-

fore Bob makes the unitary operation, security of the

quantum channel from Alice to Bob must be ensured.

The procedure of eavesdropping check in the quantum

channel from Alice to Bob is similar to BB84 proto-

col. The difference between the present QSDC pro-

tocol and BB84 protocol is that the non-orthogonal

particles used in the present QSDC protocol is stored

in batch, while the non-orthogonal particles are mea-

sured one by one in the BB84 protocol. The security

of BB84 QKD is assured by means of the fact that Al-

ice and Bob choose randomly sufficient instances for

checking eavesdropping. The process of the QSDC

scheme before Bob encodes his message by using the

unitary operation is in fact identical to the variant of

BB84 QKD process. The BB84 QKD has been proven

to be unconditionally secure by several groups.[35] The
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BB84 QKD protocol is secure even when the channel

is noisy. In this way, the process for establishing a se-

cure quantum channel in this QSDC scheme is proven

to be unconditionally secure by this observation.

(2) The shared information S is only known by Al-

ice and Bob. If Eve does not know S, it is impossible

for her to insert the non-orthogonal particles into the

correct positions. If Eve impersonates Alice, she can

only transmit entangled particles. So her probability

of successful impersonation is less than (1/2)n (if the

length of the non-orthogonal particles designated by

S′
13 is n). The larger n is, the smaller the probability

is.

(3) The properties of physics such as Heisenberg

uncertainty principle and quantum no-cloning theo-

rem ensure that the quantum information can not

be eavesdropped without detection by legitimate par-

ties. Eve has only one chance to measure these par-

ticles. According to Heisenberg uncertainty princi-

ple and quantum no-cloning principle, she cannot dis-

tinguish the non-orthogonal states and the entangled

states. And her measurement inevitably introduces

errors.

(4) No classical information is transmitted during

the process of communication.

(5) The shared information S is used only once.

After each successful communication, Alice and Bob

change the seed key.

(6) The authentication and security of direct com-

munication are done concurrently which prevents Eve

to do a man-in-the-middle attack.

(7) Similar to Refs.[13,14], the essential difference

between this protocol and the ping–pong protocol[20]

and its variant[21] is that the security of the quantum

channel is analysed first in a batch after batch man-

ner and the encoding of the message is done only after

the confirmation of the security of the quantum chan-

nel, while in the ping–pong protocol the security check

and the encoding of messages are done concurrently.

Since the security of the channel is assured first in this

QSDC protocol, Eve can get nothing even though she

monitors the rest of the process of communication.

One difference between the present QSDC and

that in Ref.[14] is that the encoded particles are entan-

gled particles, while in Ref.[14] the encoded particles

are non-orthogonal particles. This does not reduce its

security. Furthermore, its capacity of the QSDC is

twice than that in Ref.[14].

In a practical channel, the robustness of two-

way quantum communication protocols against Tro-

jan horse attack is discussed in Ref.[36].

4. Conclusions

An efficient QSDC scheme with authentication is

presented, which is based on quantum entanglement

and non-orthogonal particles. According to the shared

information beforehand, these two kinds of quantum

states are mixed and then transmitted via a quantum

channel. The EPR pairs are used to transmit secret

messages and the non-orthogonal particles used for au-

thentication and eavesdropping check. Consequently,

because of the dual contributions of non-orthogonal

particles, no classical information is needed. The in-

trinsic efficiency and total efficiency are both 1 in this

scheme as almost all of the instances are useful and

each EPR pair can be used to carry two bits of infor-

mation.

Compared with the QSDC in Refs.[13,14], the

present scheme has its shortcoming. That is, it uses

two kinds of particles, so two kinds of devices have to

be used to prepare the entangled particles and non-

orthogonal particle.
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