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We present in this paper a quantum secure direct communication (QSDC) protocol by using partially entangled

states. In the scheme a third party (Trent) is introduced to authenticate the participants. After authentication, Alice

can directly, deterministically and successfully send a secret message to Bob. The security of the scheme is also discussed

and confirmed.
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Quantum secure communication along a physi-
cal channel’ =9 is doubtless one of the most attrac-
tive perspectives related to the recent developments
of quantum physics. Based on physical laws instead
of mathematical complexities, communication with
perfect secrecy could be guaranteed over an insecure
channel in Vernam’s sense of one-time pad, which
is known as quantum cryptography. The pioneering
work of Bennett-Brassard (BB84)!! shows how to ex-
ploit quantum resources for cryptographic purposes.
Conventionally, the problem is referred to as quan-
tum key distribution (QKD) which allows for a se-
cret generation of a random key through which le-
gitimate users can accomplish a thoroughly private
communication (for a review see Refs.[2,7-9]). Re-
cently, a new concept in quantum cryptography, quan-
tum secure direct communication (QSDC) has been
proposed,'9=23] which permits messages to be com-
municated directly without establishing a random key
to encrypt them first. In Ref.[11], Bostrom and Fel-
binger proposed a Ping-Pong QSDC protocol, but it
failed completely for QSDC and even for quantum
key distribution.[?425 Subsequently, Deng et al put
forward a two-step QSDC protocol'?! with Einstein-
Podolsky—Rosen (EPR) pairs transmitted in quan-
tum data block by generalizing the two-step QKD

protocol.[26]

Very recently, two QSDC protocols with authen-
tication have been proposed by Lee et all?” using
the Greenberg—Horne—Zeilinger (GHZ) states, which
are composed of two parts: one is for an authenti-

cation process and the other is for a direct commu-
nication. In Lee-Lim—Yang’s schemes, the transmis-
sion of the qubits in the quantum channel is of two-
way. The qubits are first distributed to the legiti-
mate users in the quantum channel, and after encod-
ing, these qubits are transmitted again to a partic-
ipant for decoding. Thus an eavesdropper has two
chances to attack the quantum channel and also these
qubits would be confronted with more threats from
environmental disturbances. In addition, it is gener-
ally admitted that, to the present-day technique, the
preparation of bipartite entangled states is much eas-
ier than that of GHZ states.
to design a communication scheme with bipartite en-
tangled states. To our best knowledge, most QSDC
protocols to date have been based on maximally bi-

Hence, it is desirable

partite or multipartite entangled states. However, in a
realistic situation, decoherence and noise degrade the
channel, and we do not have a maximally entangled
state anymore. One possible way is to employ quan-
tum distillation protocols,?®! through which one can
obtain a maximally entangled state from a large en-
semble of nonmaximally entangled states. But quan-
tum distillation would be useless if we do not have
the sufficient number of partially entangled states and
it only achieves a maximally entangled state asymp-
totically. With these considerations and enlightened
by Lee-Lim—Yang’s QSDC schemes, we present a new
QSDC scheme by using partially entangled bipartite
stats and the one-way transmission of the qubits in
the quantum channel.
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The same as Lee-Lim-Yang’s QSDC schemes[?7],
our QSDC protocol is also composed of two parts: one
is for an authentication process and the other is for a
direct communication. A third party, Trent, is intro-
duced to authenticate the users Alice and Bob. He is
assumed to be cooperative and honest. Here, we use
the authentication method proposed in Ref.[29]. Al-
ice’s and Bob’s secret identity sequences and one-way
hash functions are known to Trent in advance, which
must be kept secret. We assume Alice’s (Bob’s) iden-
tity sequence is IDA (IDp) and the one-way function
is ha (hp). If Alice wants to send N secret messages
to Bob, she notifies them to Bob and Trent as well.
On receiving this request, Trent produces 2(N + 9)
bipartite entangled states |¢;) (i = 1,2,---,2(N +9))
in the following form:

[i) = a|00)uT + B]11)HT, (1)

where o and [ are complex coefficients satisfying
|a|? + B> = 1 and H (T) denotes the home (travel)
qubit. Trent divides equally the 2(N + §) states into
two groups, say, A group and B group. In the A (B)
group, the qubits T correspond to Alice (Bob) and the
qubits H will be always in Trent’s hands. The user’s
authentication key shared with Trent can be calcu-
lated as huser(IDysers Cuser ), Where cyger is the counter
of calls on the user’s hash function. Before distribut-
ing the qubits T in A and B groups to Alice and Bob,
Trent encodes them with Alice’s and Bob’s authentica-
tion keys ha(IDa,ca) and hg(IDg, cp), respectively.
The encoding method can be described as follows. If
the ith value of the authentication key is ‘0’, then
Trent makes an identity operation I on the ¢th state.
If it is ‘1’, a Hadamard operation H is applied. After
making all the operations, Trent distributes the en-
coded qubits T of A and B groups to Alice and Bob

1
(&% |Habg V) HATA ® [V)HTE = E(QQ|OO>TATB + A1), 1s)

<!pi|HAHB|"/J>HATA ® |"/J>HBTB =

1
—=(100)m, 15 + [11)H,15) and

V2

(101)s1, 115 £ [10)114515)- The prob-

where |¢i>HAHB =
1
V2

ability of obtaining the

| lpi>HAHB =

less entangled states

g

respectively, and keeps qubits H for himself.

After receiving the qubits, Alice and Bob notify
their confirmation to Trent and decode the qubits
with the same unitary transformations as Trent’s. Ac-
cording to the unitary properties of the operators H
and I, after Alice’s and Bob’s operations the encoded
states by Trent would be transformed into their initial
states, i.e. |1;) = @|00)gT+5|11)gr. Next, determine
whether the current receivers are the legitimate ones
or not. Trent may select a subset § out of the de-
coded qubits and make von Neumann measurements
on them. Then he requires Alice and Bob to make
the same measurements on their corresponding qubits
and compare the results through a public channel. If
the error rate is higher than the expected, then Trent
aborts the protocol. Otherwise Trent can confirm that
the present receivers are legitimate ones and the chan-

nel is secure.

After the authentication process, Alice can com-
municate with Bob directly with the help of Trent
as follows. Firstly, for the remaining 2N qubits in
A and B groups after authentication, Trent makes
Bell-basis measurements in sequence on every two H
qubits: one qubit is taken from A group and the other
from B group. Then he publishes the Bell-basis mea-
surements publicly. As an example, we consider two
states |¥) i, Ty ® |¥) s Ty, Where the subscripts A and
B refer to the qubits belonging to A and B groups, re-
spectively. After Trent’s Bell-basis measurement on
qubits Hy and Hgp, Alice’s and Bob’s corresponding
qubits Tx and Ty without interacting previously will
be entangled in the sense of quantum entanglement
swapping. The possible states into which Trent’s Bell-
basis measurements are projected can be expressed as
follows:

1

500y |10>TATB>} ,

[\)

1 ) Oé4+ 4

E(a2|OO>TATB + B211) 7,1y ) is 76, and the

probability of achieving the maximally entangled
1

states af [EUODTATB + |10y, 7y ) | is @?B%. With

Trent’s Bell-basis measurements published, one can
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conclude the projected state of Alice’s and Bob’s
shared qubits.

Next, Alice can encode the secret messages by
using a classical error correction code (ECC) such
as the Hamming code, the Reed-Solomon code, or
the Bose-Chaudhuri-Hochquenghem (BCH) code, so
that Bob will be able to correct errors in the de-
coded message.?” Then Alice can encode her secret
messages as follows. If the message is “0”, Alice
makes an identity operation I on her qubit. Other-
wise if it is “1”7, Alice performs a bit-flip operation
U = |1){(0] 4+ |0)(1| on her qubit. After making all
operations, Alice performs a measurement in the ba-
sis B, = {|0),|1)} on each of her encoded qubits and
notifies the measurement outcomes to Bob. Having
received Alice’s measurements, Bob also implements
a measurement in the [, basis on his corresponding
qubits. Bob can then recover Alice’s messages using
Table 1. In the following we make an explicit analysis
for the communication process described above. For
example, if Trent reveals |®T )y, n, and Alice’s pub-
lication is |1)T, while Bob measures |0)T,, then Bob
can infer that Alice has performed a bit-flip operation
U and the secret message she sent is “1”.

Table 1. Corresponding relations among Trent’s announce-
ment, Alice’s announcement, Bob’s measurement, and Alice’s

operation.
Trent’s Alice’s Bob’s Alice’s
publication publication measurement  operation
195 uams  10)1, (1D1,)  0)rg(11)Ts) 1(0)
0)r, (11)1,)  [Drg(10)mg) u()
) g [0)r, (1D)7y) (D7 (10)T) 1(0)
[0)r, (D)14)  10rg(Drg) u)

Now we analyse the security of the communica-
tion process described above. In the scheme we adopt
the properties of entanglement swapping, i.e. Al-
ice’s and Bob’s qubits without interacting previously
can be entangled after the Bell-basis measurements
of Trent.
the encoded qubits by Alice need not to be transmit-

Hence, after user authentication process,

ted to Bob in the quantum channel, which leads to a
distinct advantage that Eve has not a chance to at-
Actually, there
exists only one chance for Eve to attack the quan-

tack the message qubits any more.

tum channel when Trent distributes the qubits to the
receivers. Therefore the security of the communica-
tion process between the legitimate users reduces to
the security of the user authentication process, which

has been discussed and confirmed in Ref.[27]. As
one can see that Eve has no access to Trent’s home
qubits, all of her operations are limited to the travel
qubits. In addition, Trent performs a Hadamard op-
eration on a subset of the travel qubits conditioned
on his secret authentication keys, thus the state of
the qubit is (to Eve) indistinguishable from the four
states of two conjugate bases {|0),|1)} and {|+),|—)}

(with |+) = ﬁ(|0> =+ [1))), which is much like BB84
protocol.l In the following, we will compare the au-
thentication process of our scheme with that of BB84
protocol. In the BB84 protocol, the preparation of the
states is completely random. However, in our scheme,
the sender first produces a bipartite entangled state
and then transforms the travel qubit into a deter-
mined base {|+),|—)} or {|0), |1)} with an identity or
a Hadamard operation based on his secret authentica-
tion keys. Therefore, different from the random prepa-
ration of the state in the BB84 protocol, the prepa-
ration base of the qubit is determined in our scheme.
In the BB84 protocol, on receiving the sending qubits
the receiver measures the qubits in a randomly chosen
base while they will disregard the cases in which they
have used incompatible bases in a later error correc-
tion scheme. In the present scheme, the previously
shared secret authentication keys actually determine
the preparation base of Trent and the measurement
base of the receivers. Hence, Alice and Bob know the
preparation base of the travel qubits and will measure
the qubits always in the compatible base. In fact, if a
qubit is prepared in the base {|+), |—)}, i.e. Trent has
performed a Hadamard operation on it, the receiver
will transform it into the base {|0),]|1)} also with a
Hadamard operation. As a consequence, the authen-
tication process of our scheme is essentially a deter-
mined BB84 protocol in the sense that the preparation
base and measurement base have been determined in
advance. To discuss the security of our scheme we can
follow the discussion on security of the BB84 protocol.

Subsequently, we will introduce a class of attacks
that Eve commonly adopts. Firstly, we consider that
Eve intercepts the qubits passed to Alice or Bob and
impersonates the sender Trent. Then, Eve can either
measure each qubit in one of the two bases and resend
to the receivers another qubit in the state correspond-
ing to her measurements, or prepare directly another

qubit and send it to the receivers. For the former

1
case, Eve can be detected with a probability of 1 per
check qubit as indicated in the BB84 protocol. In this



1200 Man Zhong-Xiao et al

Vol. 16

case, Eve cannot acquire any useful information but
For the lat-
ter case, Eve can intercept all the travel qubits and

makes the scheme be denial-of-service.

substitute them with her own prepared qubits. Eve

can be detected with a probability of 3 for this case.
On the other hand, Eve may steal some information
by entangling her ancilla (prepared, say, in the state
Ix)e) with a travel qubit T (assumed to be in the
state |7) with i € {0,1}) before this qubit reaches the
receiver: |X)E®[i) — v|xi)eli)+d|xip1)E|iD 1), where
|72 4+ |8]* = 1 and (xi|xi@1) = 0. Then she resends
this qubit to the receiver. However, she is detected
with a probability of |§|? if the security is checked by
Trent and the receiver is performed on this state.

In this paper, by using partially entangled bi-
partite states as the quantum channels, we propose
a controlled direct communication scheme. To pre-
vent man-in-the-middle attacks, an additional user au-
thentication process has been introduced.?”2% Com-
paring with the previously presented QDC schemes,

the present version has some advantages. Firstly, we
adopt partially entangled states instead of maximally
entangled states from the beginning of our scheme,
thus it is more useful in a realistic situation where the
channel would be degraded by decoherence and noise.
Secondly, by using the properties of quantum entan-
glement swapping, the transmission of the message
qubits in the quantum channel is of one-way. Hence
Eve has only one chance to attack the quantum chan-
nel when Trent distributes the travel qubits to Alice
and Bob. It has been shown above (and also in the
Ref.[27]) that the authentication process can detect
any attack from Eve. Therefore, if no eavesdropping
is found in the detecting procedure it is deterministi-
cally successful to transmit the secret messages in the
message transmission procedure in our protocol, but
it cannot do so in the two-way transmission protocol.
Lastly, in the scheme we use bipartite entangled states
instead of GHZ state, which can reduce the difficulties

in experiment.
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