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An efficient two-step quantum key distribution (QKD) protocol with orthogonal product states in the n®n(n > 3)

Hilbert space is presented. In this protocol, the particles in the orthogonal product states form two particle sequences.

The sender, Alice, first sends one sequence to the receiver, Bob. After Bob receives the first particle sequence, Alice

and Bob check eavesdropping by measuring a fraction of particles randomly chosen. After ensuring the security of the

quantum channel, Alice sends the other particle sequence to Bob. By making an orthogonal measurement on the two

particle sequences, Bob can obtain the information of the orthogonal product states sent by Alice. This protocol has

many distinct features such as great capacity, high efficiency in that it uses all orthogonal product states in distributing

the key except those chosen for checking eavesdroppers.
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1. Introduction

Cryptography aims to transmit secret messages.
With the development of quantum computation, es-
pecially the proposal of Shor’s algorithm,!”) the basis
of the most important classic cryptographic scheme
was shocked. But at the same time, the principles of
quantum mechanics have also shed new light on the
field of cryptography as these fundamental laws guar-
antee the secrecy of quantum cryptosystems. Any in-
tervention of an eavesdropper, Eve, must leave some
trace which can be detected by the legal users of the
communication channel. A lot of attention has been
focused on QKD since the BB84 QKD protocol
was reported.[?

In most of the existing QKD protocols, the par-
ticipants choose randomly one of two sets of mea-
suring bases (MBs), the intrinsic efficiency of these
protocols is usually 50%. The favoured-measuring-
basis technique!’® and the measuring-basis-encrypted
techniquel® are used for improving intrinsic efficiency.
Deng and Long proposed an order-rearrangement
idealt]

for quantum key distribution. Long and

Liu proposed a theoretical quantum key distribu-

tion scheme using blocks of Einstein—Podolsky-Rosen
(EPR) pairs.[17]

In Ref.[7], Goldenberg and Vaidman first pre-
sented a quantum cryptographic scheme based on
orthogonal states. Thereafter a quantum crypto-
graphic scheme involving truly two orthogonal states
was proposed.['% The basic technique is to split the
transfer of one-bit information into two steps, ensur-
ing that only a fraction of the bit information is trans-
mitted at a time. Guo et al proposed a novel quan-
tum key distribution scheme with orthogonal product
states.['8] In their scheme, the one particle in an or-
thogonal product state is transmitted only after the
other particle has arrived the receiver. Then the no-
cloning theorem of orthogonal states!'? guarantees its
security.

In this paper, we present an efficient two-step
quantum key distribution protocol with orthogonal
product states in the n ® n(n > 3) Hilbert space. In
this protocol, the particles in the orthogonal prod-
uct states are transmitted in a quantum data block.
They form two particle sequences. The sender, Alice,
first sends one sequence to the receiver, Bob. After
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Bob receives the first particle sequence, Alice and Bob
check eavesdropping by measuring a fraction of par-
ticles randomly chosen. After ensuring the security
of the quantum channel, Alice sends the other parti-
cle sequence to Bob. By making an orthogonal mea-
surement on the two particle sequences, Bob can ob-
tain the information of the orthogonal product states
sent by Alice. Its intrinsic efficiency is improved to be
100%. Moreover, the classical information exchanged
is reduced since the parties of communication need not
to announce the information about the MBs in most
instances. This protocol has many distinct features
such as great capacity, and high efficiency.

2. Quantum key distribution pro-

tocol

For a 2 ® 2 system, there are obviously no such
orthogonal product states that satisfy the no-cloning
theorem of orthogonal states. For simplicity and with-
out loss of generality, we consider a 3 ® 3 system.

For a 3 ® 3 system, a general set of orthogonal
product states in a Hilbert space are as follows:

¥y =[1)p(all)c +b|0)c),

¥y = [1)p(b"[1)c — a™[0)c),

U3 = (c|l)p — d|0)B)[2)c,

¥y = (d*|1)s — c*[0)B)[2)c,

U5 = |2)p(el0)c + fI2)c),

Vs = 2)B(f*|0)c — €"[2)c),

V7 = (9]0)5 + h[2)B)|1)c,

Ug = (h*|0)s — g"12)B)[1)c,

¥y = |0)5/0)c, (1)

where a, b, ¢, d, e, f, g, h are complex numbers and sat-
isfy the normalization condition

lal? + [b* = [e* + [d* = [e]* + | f1* = |g|* + [h|* = 1.

Because the information is encoded in the orthog-
onal product states, to guard the secret information
against eavesdropping, Alice cannot allow Eve to ac-
quire simultaneously both particles in the orthogonal
product states.

An ordered N orthogonal product state sequence
is denoted by [(Py(1); PL(2)): (Pa(1); Pa(2)); .. (Pi(1);
Pi(2));...;(Pn(1); Pn(2))]. We use P;(1) to denote
one particle in the 7th orthogonal product state, and
P;(2) the other one, i = 1;2;...; N. We say that P;(1)

is the partner particle of P;(2) and vice versa. The
order of these N orthogonal product states is main-
tained through out the QKD process. We can also
take one partner particle P;(1) from each orthogonal
product state (P;(1); P;(2)) to form an partner par-
ticle sequence [Pi(1), P2(1), P3(1),...,Pyx(1)]. The
details of the protocol are as follows:

(i) Alice produces an ordered N orthogonal prod-
uct state sequence: [(P1(1); P1(2)); (P2(1); P2(2));...;
(P5(1); P3(2)); -5 (P (1); Pn(2))]-
product state is randomly one of the nine orthogonal

Each orthogonal

product states in Eq.(1).

(ii) Then Alice takes one particle from each or-
thogonal product state to form an ordered part-
ner particle sequence: [Py(2), P2(2), P3(2),..., Pn(2)].
The rest of the partner particles form another or-
dered partner particle sequence: [P;(1), P2(1), P5(1),
..., Py(1)]. Alice sends to Bob one ordered partner
particle sequence: [P;(2), P2(2), P5(2), ..., Pn(2)].

(iii) After Bob receives the ordered partner parti-
cle sequence, he chooses randomly a sufficiently large
subset of the positions of particles and publishes the
positions randomly chosen to Alice. Alice publishes
the orthogonal product state which the two particles
are in at each position. Then according to the an-
nouncement of Alice, Bob makes a corresponding or-
thogonal measurement and publishes his results. Ac-
cording to Bob’s results, Alice makes the error rate
analysis.

After that, if the error rate is less than 1, Alice
and Bob can conclude that there are no eavesdroppers
in the line. They should proceed to step (iv); other-
wise they have to discard their transmission and abort
the communication.

(iv) Alice sends to Bob the other ordered partner
particle sequence: [P;(1), P»(1), P5(1),..., Pn(1)].

(v)After receiving the two particle sequences, Bob
makes orthogonal measurement on the two particle
sequences on the basis in Eq.(1) simultaneously. Bob
chooses randomly a subset of his results and compares
them with Alice’s. If the error rate is less than 4, Al-
ice and Bob can consider no eavesdropper exists and
continue to correct the errors in the results using error
correction method. Otherwise, Alice and Bob aban-
don the transmission and repeat the procedures from
the beginning.

As discussed above, Alice and Bob can ensure the
security of the protocol and Eve will be found out if
he eavesdrops the quantum channel.
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3. Security of the QKD protocol

The proof of the security of our QKD protocol
is based on the security for the transmission of the
two particle sequences. The transmission and the se-
curity check of each of the two particle sequences in
our QKD protocol are similar to the procedures in the
extended BB84 QKD protocol based on encoding in
a finite high-dimensional Hilbert space. Each parti-

2l from

cle sequence is an extension of BB84 protocol
two bases, two-state encoding to multi bases, multi-
state encoding. Our two-step QKD protocol is equal
to the two extended BB84 QKD protocols where the
two particles at the same position are in one of the
nine orthogonal product states in Eq.(1).

Now, we evaluate the error rate and the corre-
spondent maximal amount of information obtainable
from an eventual eavesdropper as functions of the di-
mension of the Hilbert space while considering opti-
mal incoherent eavesdropping attacks. We obtain the
upper limit for the error rate to ensure unconditional
security when the eavesdropper uses incoherent eaves-
dropping strategies.

In our QKD scheme, each particle in the first se-
quence is randomly in one of the seven states {a|l) +
bl0), bI1) —al0), [2), €[0)+£[2), £[0) —e[2), 1), 0)}, with

. 1121 . .
a probability of —, 9'9'9°9°9°9’ respectively. It is
equal to an extension of ]é)B84 protocol to three bases,
three-state encoding. The three states in each of the
three bases are {a|l) 4+ b|0),b|1) — al0),|2)},{e]0) +
f12), £10) — €l2),[1)},{0), [1), [2)}, respectively.

Since the basis is unknown to the eavesdropper
(by convention called Eve), she cannot simply clone
the states sent by Alice because of the no-cloning the-
orem. The use of random complementary bases fur-
thermore implies that if the sender Alice prepares a
state in one basis, the outcome of measurement by
Eve in a complementary basis will yield a totally ran-
dom measurement outcome. These features guarantee
that any eavesdropping attempt will invariably intro-
duce errors in the transmission, which can be detected
by the legitimate communicating parties.

Here we discuss an optimal individual eavesdrop-
ping strategy based on the use of an asymmetric ver-
sion of the N-dimensional symmetric universal quan-
tum cloning machine (UQCM) introduced by Buzek
and Hillery.l?) This asymmetric cloning machinel?!22]
can be used to obtain two copies of Alice’s quantum
state that are not of the same fidelity. Eve then keeps

one of the copies (typically, the bad one) for herself,
and passes the other copy (typically, the good one) to
Bob. Then, after Alice has announced the orthogo-
nal product states, Eve does the same measurement
as Bob does, i.e., she measures her copy in the same
basis as Bob. It should be stressed that, if Eve makes
use of such an asymmetric UQCM for eavesdropping,
she should exploit not only the state of her copy but
also that of the cloning machine in order to extract a
maximum of information on Alice’s quantum state. In
particular, she can make a coherent measurement on
the state of the cloning machine and her copy in order
to infer whether she introduces an error at Bob’s sta-
tion (and precisely what error).[?3l Note that the quan-
tum circuit that implements this asymmetric cloning
machine is exhibited in Ref.[24].

Let us analyse the situation that Eve uses
an N-dimensional cloning machine as described in
Refs.[21,22]. If Alice sends the state |¢y) of the par-
ticle in the first particle sequence, the output state is

given by
N—-1
|90k>A - Z am,nUm,n|(pk>B|¢m,N7n>EM7 (2)
m,n=0

where the amplitudes ap, n(m,n = 0,1,...,N — 1)
characterize the cloning machine and A, B, E and M
stand for Alice, Bob, Eve and the cloning machine
respectively. Here, the states |@, n)Epa are the gen-
eralization of the Bell states, that is, a set of N?
ortho-normal maximally-entangled states of two N-
dimensional systems,

N-1
1 ,
| Prnn) EM = —= 2™ MM o)) Bl orrm)ar, (3)
Nz
where the indices m and n(m,n=0,1,...,N —1) la-

bel the N2 states. Note that, here and below, the ket
labels take modulo N. The operators Uy, ,),defined
as

N-1

[Unn) = Z ezm(kn/N)|‘Pk+m><<Pk|v (4)
k=0

form a group of error operators on N-dimensional
states, generalizing the Pauli matrices for qubits; m
labels the ‘shift’ errors (generalizing the bit flip o)
while n labels the phase errors (generalizing the phase
flip 0,). Using the definition of the states | &, ) and
the operators |Up, n), Eq.(2) can be rewritten as
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1 = S0+ 2 (7)
Am,n = A0m,00n,0 N7
|<Pk \/N ZO |</7k+m N
N— with the normalization relation
x Cm,k7l|<ﬂl>E|‘Pl+m>M7 (5) 9
1=0 o+ —af+ =1, (8)
N
where
where a and [ parameterize the asymmetry of the
cloning machine. ¢, ; can be re-written as
Cmj = Z am 27r1 gn/N) (6) g m,J

Cm,j = Q0m.0 + Bj,0, (9)
Now, we suppose that the cloning machine described

gl21,22]

above is universal, that i so that we obtain for the cloning transformation

N— N-1
lor)a — Z lPktm)B <a5mo > leneledn +5|90k>E|<Pk+m>>

=0

N—-1
@
= lox)B NI ; o) e lor)ar + \/——|‘Pk Eler) ) + Z |Prktm) B <\/%|<Pk>E|%0k+m>M> - (10)
|
Eve’s strategy is as follows. After Alice announces the If the error rate e; is less than 1 — ps(n, N, 3) =

orthogonal product states, Eve makes the same mea- | _ <1 _N- 162)717 then Alice and Bob can con-

surement on both her copy E and the ‘cloning ma-

chine’ M as Bob does. The probability of not being sider that no eavesdropper exists in the transmission

detected when Eve eavesdrops a particle is of the first particle sequence.

The eavesdropping check of the second particle

ps(1,N,3) = pm—o(k) _|_me:0([) sequence is similar to that of the first particle se-
Ik quence. After the transmission of the two parti-
(a+ B)? N1 o? cle sequences, the probability of not being detected
o N +(N - )N when Eve eavesdrops an orthogonal product state is
N-1 N-1,\"
=1- 752- (11) (1 — TﬁQ . For n particle states used for eaves-

dropping check, the probability of Eve not being de-

If n particles are used for eavesdropping check, the N — 2n
probability of Eve not being detected is tected is (1 - 752) -
N_1 n To ensure the second particle sequence secure, €2
_ _ — 5 N _ 1 2n
ps(n, N, B) (1 N A ) ' (12) should be less than 1 — <1 — TBQ> .
To ensure the first particle sequence secure, €1 should
be less than 4. Conclusion
N—-1_,\"
L—ps(n,N,8)=1—(1- Tﬁ . (13) In this paper, we have presented an efficient two-

step quantum key distribution protocol with orthogo-
As shown in Ref.[20], the maximal fidelity of copying  nal product states in an n ® n(n > 3) Hilbert space.
a quNit is obtained using the UQCM. This maximal  In this protocol, the particles in the orthogonal prod-

value of the fidelity corresponds precisely to the fi- uct states are transmitted in a quantum data block.
delity of optimal incoherent eavesdropping strategy, They form two particle sequences. The sender, Alice,
as Bechmann-Pasquinucci and Gisin have shown ex-  first sends one sequence to the receiver, Bob. After

plicitly for the (N = 2; M = 3) case. 2] Bob receives the first particle sequence, Alice and Bob
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check eavesdropping by measuring a fraction of parti-
cles randomly chosen. After ensuring the security of
the quantum channel, Alice sends the other particle
sequence to Bob. Making an orthogonal measurement
on the two particle sequences, Bob can obtain the in-
formation of the orthogonal product states sent by
Alice. The intrinsic efficiency of the present protocol
is improved to 100% as compared with others. More-
over, the classical information exchanged is reduced

since the parties of communication need not to an-
nounce the information about the MB. This protocol
has many distinct features such as great capacity, high
efficiency, etc.

In our scheme, we need to store the checking se-
quence of photons for a while, to make eavesdropping
check and wait for the second sequence of photons to
come. This is the expense we have to pay to improve
the intrinsic efficiency.
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