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We introduce an attack scheme for eavesdropping freely the ping-pong quantum communication protocol proposed
by Bostrom and Felbinger [Phys. Rev. Lett. 89, 187902 (2002)] in a noise channel. The vicious eavesdropper, Eve,

intercepts and measures the travel photon transmitted between the sender and the receiver.

Then she replaces the

quantum signal with a multi-photon signal in the same state, and measures the returned photons with the measuring

basis, with which Eve prepares the fake signal except for one photon.

This attack increases neither the quantum

channel losses nor the error rate in the sampling instances for eavesdropping check. It works for eavesdropping the

secret message transmitted with the ping-pong protocol. Finally, we propose a way for improving the security of the

ping-pong protocol.
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Quantum mechanics offers some unique capabili-
ties for the processing of information, such as quantum
computation and quantum communication.!] Quan-
tum cryptography, one of the most mature quantum
techniques, provides a novel way of transmitting the
message securely. Since Bennett and Brassard pro-
posed the original quantum key distribution (QKD)
protocol in 1984, many works have been focused on
this topic, such as Refs.[2-12]. In QKD, the two par-
ties, say the sender, Alice and the receiver, Bob, can
create a random binary string with quantum channel
unconditionally secure.[!l The no-cloning theorem/!
forbids any eavesdropper to eavesdrop an unknown
quantum state without disturbing it. In fact, QKD is
secure as the authorized users can find out the eaves-
dropping done by Eve if she wants to steal the quan-
tum information, and then they discard the string
which does not reveal the secret message.

Recently, a novel concept, quantum secure direct
communication (QSDC), has been proposed and ac-
tively pursued.['4=28] Also, it is extended to the con-

trolled teleportation.??) With QSDC, the secret mes-

sage is transmitted directly without first creating a
random key to encrypt it, which is different from QKD
whose object is just to establish a common random
key between two remote parties. As the secret mes-
sage cannot be altered by the two authorized users
when it has been transmitted in the quantum chan-
nel, the security of QSDC depends on the fact that
Eve can only have a random outcome if she monitors
the line.'>=17] Moreover, Alice and Bob can detect
the eavesdropping if Eve monitors the quantum line
before they code the message in the quantum states.
So far, almost all the existing QSDC protocols can
be attributed to one of the two types. The first one
includes the QSDC protocols in which the secret mes-
sage can be read out directly without exchanging an
additional classical information for each qubit except
for the sampling qubits for eavesdropping check, such
as those in Refs.[14-20]. The other one includes those
protocols in which each qubit can be read out by the
legitimate user after at least a bit of classical infor-
mation is exchanged.?'=2% An interesting feature of
the QSDC protocols in Refs.[15-17] is that the quan-
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tum states are transmitted in a quantum data block
and the two legitimate users can maintain its security
with error correction and quantum privacy in a noise
channel.

The well-known ping-pong QSDC protocol pro-
posed by Bostrém and Felbinger!' has been claimed
to be secure for establishing a random key and qua-
sisecure for transmitting a plain text message (a se-
cret message) as Eve is able to gain a small amount
of message information before being detected. Re-
cently, the ping-pong protocol has proven insecure if
the quantum channel losses are high enough,30—32]
even for distributing a common random key. Also it
can be attacked without eavesdropping.®334 In this
paper, we will show that the ping-pong protocol can be
eavesdropped freely if the error rate introduced by the
quantum channel noise is not zero, without requiring
that the loss of the quantum channel is high. More-
over, we introduce a way of improving its security in

a noise channel.
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Fig.1. Schematic diagram of the ping-pong QSDC proto-
col, similar to Fig.1 in Ref.[17]. Alice is the sender of the
message, and Bob is the receiver.

In the ping-pong QSDC protocol™ as shown in
Fig.1, the message receiver Bob prepares the quantum
source, an Einstein—Podolsky—Rosen (EPR) pair. An
EPR pair is in one of the four Bell states shown as

follows:!1!
) = %<|o>|1> - [1)[0)),
6%) = ——(j0)]0) + [1)]1}), (1)

V2

where |0) and |1) are the horizontally and vertically
polarized states of a single photon, respectively. The
two photons in each EPR pair prepared by Bob are in

1
the maximal entangled state |[¢p+) = ﬁ(|O>H|1>T +

[1)1|0)1). Here H and T represent the home qubit and
the travel qubit,!' respectively. Using the quantum
dense coding,!*®! Bob keeps the qubit H and sends the
qubit T to Alice. Alice chooses two modes, the con-
trol mode and the message mode, in dealing with the

T qubit at a probability ¢ for picking up the control
mode for the photon and 1— ¢ for coding the message.
When she chooses the control mode, Alice performs
a single-photon measurement on the T qubit with the
horizontal—vertical measuring basis (MB), say o, oth-
erwise she codes the photon with I = [0){(0] + |1)(1]
and Z = |0)(0] — |1)(1] when the messages are 0 and
1, respectively,

(Z®DYT) =v7). (2)

Cail'® introduced an attack way without eaves-
dropping. In Cai’s eavesdropping scheme, Eve mea-
sures the T photon with the MB ¢,. This attack
cannot be detected if Alice and Bob only take the
MB o, in their sampling photons. In an ideal chan-
nel without noise and loss, this attack cannot obtain
the information about the secret message. However,
we have to confess that there are noises in a practi-
cal quantum channel, which will introduce an error
rate €. in the outcomes.l":2 With the improvement of
technology, . can be small, but not zero. Moreover, a
single-photon detector has a special recovery time (i.e.
the dead time)®! in which the N photons attained are
recorded as just one. Eve can exploit the error rate
€. and the recovery time to hide her eavesdropping on
the ping-pong protocol and gain almost all the infor-
mation about the secret message with a multi-photon
fake signal even though the quantum channel loss is
low. We introduce it in detail as follows, similar to
the Trojan horse attack in Refs.[2,36].

For the eavesdropping, Eve first intercepts and
measures the T photon with MB ¢, and then she pre-
pares an N-photon fake signal with the MB oy whose
two eigenstates can be written as

| +6) = cosf|0) +sind|1),
| — 0) = —sinf|0) + cosb|1), (3)

where 6 € [O, g) and
sin? 0 < .. 4)

When the outcome of the measurement is |0)t, Eve
prepares the N-photon fake signal in the same state
|+ 0) = cos0|0) +sin A1) shown in Fig.2, and resends
it to Alice in a time slot, shorter than the recovery
time of the single-photon detector. In its dead time,
Alice’s detector only records a single photon when Al-
ice measures the signal by choosing the control mode
with the MB o,. In this way, Eve’s eavesdropping will
introduce the error rate eg = sin?# in the sampling
instances between Alice and Bob. Eve can use a better
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quantum channel with which the error rate is by far
lower than the original one to hide her eavesdropping
freely.

| —0)11)

| +6)

|0)
107)

Fig.2. The state of the multi-photon fake signal. | + )
and | — 0) are the two eigenstates of the measuring basis
agg.

As an example for demonstrating the principle of
this attack, we assume that e, = 10% and Eve uses an
ideal quantum channel to steal the message. Owing
to the symmetry, we assume that there are N = 2™
photons in the fake signal.

ep =sin?f =¢. = 0.1. (5)

After the coding done by Bob with one of the two
local unitary operations I and Z, Eve intercepts the
fake signal again. She splits the multi-photon signal
with some photon number splitters (PNS: 50/50), and
sends one photon to Bob and measures the other pho-
tons (see in Fig.3).

PNS PNS

y
l ,detector 1
PNS > )detector 2

\ 4
l detector 3

Fig.3. The attack with the photon number splitters (PNS:
50/50) in the case that there are four photons in each fake
signal.

If Alice performs the I operation on the fake sig-
nal, the photons in the fake signal are in the state
[Ty = | 4+ 0) = cosB|0) + sinf|1); otherwise |T') =
|0") = cosB|0) —sinf|1). The attack for obtaining the
information about the local unitary operations done
by Alice is simplified into distinguishing those two
states. It is impossible for Eve to gain almost all the
information about Alice’s operation if she has only one
photon coded by Alice as (| + 6)|> = cos? 20 = 0.64.
But the story is changed if there are many photons in
each fake signal. Eve can distinguish those two states
with a large probability and then steal almost all of
the message freely.

Figure 3 gives an example for Eve to eavesdrop
the message with four photons in each fake signal.
Eve splits the fake signal with three PNS when the
signal returns from Alice to Bob. She sends one of
the four photons to Bob and measures the other three
photons with the MB oy (see Fig.2). If the three
photons are all in state | + 0) = cos6|0) + sin6|1),
i.e. Alice performs the identity operation I on the
fake signal, Eve has the outcome | + ) with the
probability 100%; otherwise Eve has the probability
(cos? 20)"~1 = (0.64)% = 0.262144 to obtain the state
| + 0) for her measurements on all the three photons.
That is, Eve has the probability Pr = 0.262144 at
which she will fail to distinguish the two operations
If there are N
photons with which Eve distinguishes the two states
| + 6) and |#'), the probability at which Eve will fail
is reduced to Pr = (cos?260)"~1 = (0.64)"~!. When
n = 64, Pr = 6.16 x 10713, It means that Eve can
obtain the message fully if there are a large number

done by Alice on the fake signal.

of photons in each fake signal because this attack in-
creases neither the signal losses nor the error rate in
the sampling instances.

In essence, the security issue in ping-pong QSDC
protocoll™! arises from the fact that the two autho-
rized users transmit the qubits one by one and check
the eavesdropping only with the same MB o,. The
secret message transmitted cannot be discarded, dif-
ferent from the outcomes in QKD.! For improv-
ing its security, it is necessary for Alice and Bob to
transmit the qubits in a quantum data block, simi-
lar to what is done in Refs.[15-17], and measure the
sampling instances with two MBs o, and o,. Here

1 1
O = {E(m) + [1)), %QO) — |1))} As the eaves-

dropping check depends on the public statistical anal-
ysis of the sampling instances, the transmission of the
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quantum data block ensures that the message is coded
after the verification process is accomplished. More-
over, the two parties can perform quantum privacy
amplification on the quantum datal'®~17 before Alice
codes her message in the quantum states. These two
interesting characters play an important role in the
security of QSDC protocols.

With the two MBs for the sampling instances,
the action done by the eavesdropper, Eve, will leave
a trace in the results and will be detected. More-
over, this modification can improve the capacity in the
ping-pong QSDC protocol as discussed in Ref.[37]. For
most of the existing QSDC protocols, there is a prob-
ability at which Eve can obtain a part of the message
if she eavesdrops the quantum channel with a Tro-
jan horse attack strategy(® and replaces the original
In the QSDC
the parties can reduce the informa-

quantum channel with an ideal one.
protocols,[15—17]
tion leaked to Eve to a negligible value with quantum
privacy amplification.1%:16] Also, Alice and Bob can
prevent Eve from eavesdropping with this attack if
they use some PNS to monitor the sampling instances.
That is, they split the signal with some PNS and mea-
sure them individually by choosing the MB ¢, and o,

randomly, similar to what is done in Ref.[36]. This

strategy for eavesdropping check can also be used to
improve the security in the QKD protocol® and the
secure deterministic communication protocol®® pro-
posed by Lucamarini and Mancini following the ideas
in Refs.[5,16]. In a practical application, the users
can also use some photon beam splitters to replace
the PNSs.

In conclusion we have presented an attack strat-
egy on the ping-pong QSDC protocol freely in a noise
quantum channel. This attack works for obtaining
the secret message transmitted with the ping-pong

[14] The eavesdropper, Eve can intercept the

protocol.
signal transmitted between Alice and Bob and mea-
sures it first, and then she replaces it with a multi-
photon fake signal. Eve’s eavesdropping can be hid-
den by the error rate introduced by the noise in the
practical quantum channel and the dead time of a
detector. She can obtain almost all the information
about the message with some photon number split-
ters and measurements along some direction. We have
also suggested the way of improving the security of the
ping-pong protocol and introduce a way to prevent the
eavesdropper from stealing the information with the

Trojan horse attack strategy.
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