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In recent years, the chaos based cryptographic algorithms have suggested some new and efficient ways to develop

secure image encryption techniques.

This paper proposes a new approach for image encryption based on a high-

dimensional chaotic map. The new scheme employs the Cat map to shuffle the positions, then to confuse the relationship

between the cipher-image and the plain-image using the high-dimensional Lorenz chaotic map preprocessed. The results

of experimental, statistical analysis and key space analysis show that the proposed image encryption scheme provides

an efficient and secure way for real-time image encryption and transmission.
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1. Introduction

During the last decades, owing to the frequent
flow of digital images across the world over transmis-
sion media, it has become essential to secure them
from leakages. Many applications like military image
databases, confidential video, cable TV, etc. require
a reliable, fast and robust security system to store
and transmit images. The traditional image encryp-
tion technique regards plain-text as the original data
stream, and due to some intrinsic features of images,
such as bulk size data and high correlation among
pixels, traditional encryption algorithms such as Data
Encryption Standard (DES), International Data En-
cryption Algorithm (IDEA) and Advanced Encryption
Standard (AES) are not suitable for practical image
encryption. Many encryption schemes have been pro-
posed based on different principles in order to improve
the degree of privacy.! ="/ Among them, chaos based
encryption techniques have shown their superior per-
formance, and it has been proved that in many as-
pects chaotic maps have important characteristics re-
lated to the fundamental requirements of conventional

[8=14] for instance, aperiodicity

encryption algorithms:
(useful for one time pad cipher), sensitive dependence
on initial conditions and system parameters (useful
for confusion and diffusion processes), ergodicity and
random-like behaviours (useful for producing output

with satisfactory statistics). Therefore, some elabo-

rated constructions are needed to successfully employ
chaos in encryption. A number of chaos based im-
age encryption schemes have been developed in recent
years which we discuss briefly in this paragraph. In
Ref.[7], an encryption method called CKBA (chaotic
key-based algorithm) was presented. The algorithm
changed the pixel values of the plain-image. However,
Li and Zhang[® pointed out that CKBA is very weak
to the chosen or known plain-text attack, and its secu-
rity to brute-force cipher text-only attack is overesti-
mated by the authors. In Ref.[3], an encryption algo-
rithm using chaotic Kolmogorov flows was designed.
In this scheme, diffusing the value of pixels and per-
muting were applied, which significantly increase the
resistance against statistical and dynamical attacks.
In order to improve the security of the image en-
cryption algorithm, two-dimensional (2D) Cap/Baker
maps, etc., have been used for encryption schemes.
Recently, in order to de-correlate relations among pix-
els rapidly, a new scheme employs a three-dimensional
(3D) map to shuffle the positions of image pixels and
uses another chaotic map to confuse the relationship
between the cipher-image and plain-image, for exam-
ple, 3D Cat/Baker map.['12] But Wang et al pointed
out!'5:16] that the lack of security discourages the use
of these cryptosystems for practical applications.

A new approach is suggested in this paper for
fast and secure image encryption. A high-dimensional
chaotic map is used to shuffle the positions of pix-
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els in the image, and to confuse the relationship be-
tween cipher-image and plain-image. It is found that
there are exceptionally good properties of mixing and
sensitivity to initial conditions and parameters in the
Arnold Cat map,!'6=18 thus it is used for permuta-
tion. The rest of this paper is organized as follows.
Section 2 describes the proposed method. Section 3
presents the experiments, and the security of the new
scheme is evaluated. Section 4 concludes the paper.

2. The proposed cryptosystem

The image encryption algorithm includes two
steps. Firstly, the positions of the pixels of the origi-
nal image are shuffled by the Arnold cat map. Then
the pixel values of the shuffled image are encrypted by
the Lorenz chaotic system.

2.1. Encryption by Arnold cat map

The classical Arnold cat map is a two-dimensional
invertible chaotic map!'®l described by

Tpn41 4 Ty _ 11 T

Yn+1 Yn 12 Yn

mod 1, (1)

The above 2D cat map is now generalized by in-
troducing two control parameters, p and ¢, then dis-

cretized as follows:

Tp 1 Ty
= P mod N, (2)

Ynt1 qpg+1 Yn

Here, the
parameters p, ¢ and the number of iterations M all

where p and ¢ are two positive integers.

can be used as the secret keys. Since there only ex-
ists a linear transformation and mod function, it is
very efficient to shuffle the pixel positions by using
the Arnold cat map. After several iterations, the cor-
relation among the adjacent pixels can be disturbed
completely. Some experiments are given in Section 3
to demonstrate the efficiency of Arnold cat map. It
must be emphasized that not all choices of the pa-
rameters will produce a correct generalization of the
cat map. In particular, to make sure that the map
is one-to-one, the determinant of A must equal 1. In
addition, not all useful features of chaos can be pre-
served by discretization. For example, after discretiza-
tion, an aperiodic chaotic map may become periodic,
which will degrade the security of chaotic encryption.
For example, when p = 25 and ¢ = 5, after six rounds
of iterations, an image of size 256 x 256 will turn back
to its original. Figure 1 shows this phenomenon. As a
remedy, we adopt the high-dimension Lorenz map to
change the pixel values to improve the security. The
following will further discuss the process.
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Fig.1. Periodic phenomenon in discretizing the cat map.
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2.2. Encryption by Lorenz chaotic sys-
tem

There are two reasons for adopting diffusion in
an encryption algorithm. On one hand, the diffu-
sion process is very efficient to render the discretized
chaotic map non-invertible, on the other hand, it can
change the statistical properties of the plain-image,
and makes the histogram of the cipher-image fairly
uniform. Therefore, for a secure encryption scheme,
the diffusion processing is necessary. For the purpose
of diffusion, in order to realize diffusion, the ‘XOR’
and ‘MOD’ operations will be applied in the new
scheme, to each pixel in between every two adjacent
rounds of the cat map.

The Lorenz system is a classical high-dimensional
chaotic system and has been studied widely.['9~22 The
encrypting sequences produced by this system have
three excellences. One is that the structure of this sys-
tem is more complex than the low-dimensional chaotic
systems. It is more difficult to forecast such chaotic
sequences. The second is that the real value sequences
of three system variables can be used singly or put to-
gether to use. The design of encrypting sequence is
more convenient. The third is that three initial condi-
tions and three control parameters of this system all
can be made as the secret-keys. Therefore, the Lorenz
chaotic system is more advantageous than the low-
dimensional chaotic system if some control variables
are rejoined in the designing process. The dynamic
equation of the Lorenz system is

dz/dt = o(y — ),
dy/dt = yx — zx — y,
dz/dt = zy — bz, (3)

where 0,7 and b are the control parameter of the sys-
tem, and the system exhibits chaos when the em-
If ¢ and
b are constant, then the chaos period of the Lorenz
The chaotic behaviour of the
Lorenz system is studied by using the fourth order
It is
based on these qualifications: the control parame-
ters 0 = 10,y = 28,b = 8/3; the initial conditions
xo = 1.8552,y9 = 1.2254,z9 = 1.2545; integer step
size h = 0.001; iteration steps 60000. The autocor-
relation and mutual correlation characteristics of the

piric value is 0 = 10,7 = 28,b = 8/3.
system is infinite.

Runge-Kutta method to the above equation.

x;,y; and z; real value chaotic sequences are shown in
Fig.2 and Fig.3 respectively.
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Fig.2. (a) Autocorrelation characteristics of z;. (b) Autocor-
relation characteristics of y;. (¢) Autocorrelation characteris-
tics of z;.

According to Golomb’s three postulates for a
pseudo-random sequence, the ideal chaotic sequence
should have such statistical characteristics as the fol-
lowing: its average value is zero, the autocorrelation is
the delta function, and the mutual correlation is zero.
It is easy to see that their correlation characteristics
are not ideal from Fig.2 and Fig.3. So we have made



No. 12

Image encryption using high-dimension chaotic system 3619

the pretreatment for the sequences as follows:
2 (1) = 10"z (i) — round (10" 2 (4)). (4)

Taking the value n = 4, the x;,y;, and z; real value
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Fig.3. (a) Mutual correlation characteristics of z;. (b) Mu-
tual correlation characteristics of y;. (¢) Mutual correlation
characteristics of z;.

The encryption process consists of four steps of
operations.

chaotic sequences after the pretreatment show good
performance. Their autocorrelation and mutual cor-
relation characteristics are shown respectively in Fig.4
and Fig.5.
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Fig.4. (a) The sequence pretreatment x; autocorrelation char-
acteristics. (b) The sequence y; autocorrelation characteris-
tics after pretreatment. (c) The sequence z; autocorrelation
characteristics after pretreatment.

Step 1 The pixels of the shuffled image are ar-
ranged and transformed into one-dimensional vector
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denoted by I, I = {I1,I5,....,Inxn}, let the dimen-
sion of the vector I be N.
is the decimal grey value of the pixel. Convert deci-

In which each element

mal pixel values to binary numbers and get a new set
d= {dl, dg, ceny d/N><N}-

Step 2 Choose an arbitrary initial condition xq
and three specific values for the external parameter
0,7, and b for which the map is chaotic. Iterate the
Lorenz chaotic map for Ny times. The pretreatment
is carried for Lorenz chaotic real value sequences.
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Fig.5. (a) The sequence z; mutual correlation characteristics
after pretreatment. (b) The sequence y; mutual correlation
characteristics after pretreatment. (c) The sequence z; mu-
tual correlation characteristics after pretreatment.

Step 3 The Lorenz chaotic system is iterated
continuously; for each iteration, we can get three val-
ues x;,y; and z;, and preprocess these decimal values,
then convert decimal values to get binary numbers
bz, by, , b, as follows

by, = de2bi(mod(Abs(10"x(4)
—round(10™z(7))) x 10%5,256))  (5)

where Abs(x) returns the absolute value of x. The
function de2bi(z) converts decimal number z to bi-
nary value. In the same way, by,,b., can be obtained.

Step 4 Using an invertible geometrical rule, we
encrypt the shuffled image as

3x(i—1)+1 = (d3x(i—1)+1 + by, )mod2 @ by, (6)
e3x (i—1)+2 = (d3x(i—1)42 + bz, )mod2 @ by,, (7)
C3x(i—1)+3 = (d3><(i—1)+3 + bz, )mod2 © b,,. (8)

where i = 1,2, ..., represents the ith iteration of the
Lorenz chaotic system. The Lorenz system is iterated
until all the elements in the set d = {dy, da, ...,dNxn}
encrypted. In order to improve the security, we can en-
crypt the image several times by taking the last value
of z;, y; and z; from step 3 as an initial condition.

3. Experimental results and se-

curity analysis

In this paper, experimental analysis of the pro-
posed encryption scheme has been done with several
images. Figure 6 is the 256 grey-scale plain-image
and shuffled image of size 256 x 256. The histograms
of the plain-image and the corresponding shuffled im-
age are shown in Fig.7. The secret keys are chosen
as p = 25,¢q = 5, M = 7. As can be seen, cat map
only shuffles the pixel positions of the image, and does
not change the statistical characteristic of the image.
Figure 8 is its cipher-image and the corresponding his-
togram obtained by use of Lorenz chaotic system. The
parameters are selected as ¢ = 10,7 = 28,b = 8/3,
the secret keys to change the pixel values of the shuf-
fled image are x¢g = 1.8552,y9 = 1.2254, zp = 1.2545,
as can be seen, the histogram is fairly uniform. Fig-
ure 9 is the decrypted image using the right keys and
wrong keys respectively. It is easy to see that the de-
crypted image is clear and correct with any distortion
if the keys are right. But if we use the wrong keys
(xo = 1.855200000000001, yo = 1.2254, zp = 1.2545),
an unexpected image will be got. Figure 10 shows the
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correlation distribution of two horizontally adjacent
pixels in the plain-image and that in the cipher-image.

original image

These correlation analysis proves that the chaotic en-
cryption algorithm satisfies zero co-correlation.

shuffled image

Fig.6. Plain-image

and shuffled image.
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Fig.7. Histograms of the plain-image

Fig.8. Cipher-image and histogram after the Lorenz chaotic
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Decrypted image: correct key

Decrypted image: wrong key

Fig.9. Decrypted images using the right keys and using the keys (zg = 1.855200000000001, yo = 1.2254, z9 = 1.2545).
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Fig.10. (a) Correlations of two horizontally adjacent pixels in the plain-image. (b) Correlations of two horizontally adjacent

pixels in the cipher-image.

A good encryption scheme should be sensitive to
the secret keys, and the key space should be large
enough to make brute-force attacks infeasible. If the
precision is 107, the key space size is 10%°. More-
over, the parameters p, g, and the number of iterations
M all can be used as the secret keys, the key space is
large enough to resist the attacks.

Compared with traditional block ciphers such as
DES, IDEA and AES, the proposed chaos-based cryp-
Firstly, the
proposed cryptosystem is suitable for large volume

tosystem has some distinct properties.

data encryption such as image, audio and perhaps also
video data. Secondly, the proposed cryptosystem has
high key sensitivity. This means that a slight change
in the key will cause great changes in the cipher-
text. This property makes various sensitivity-based
attacks difficult to break the cryptosystem. Thirdly,
from Fig.10 one can see that the encryption process

permutes the plaintext so greatly that the correlation
between two adjacent pixels is very small. Thus, it is
difficult for a statistical attack to break it by analysing
the pixels’ correlations. Moreover, the encryption al-
gorithm is simple and easy to realize.

4. Conclusions

This paper presents a new encryption algorithm:
it shuffles image positions by using a cat map and
changes pixel values by using a high-dimensional
Lorenz chaotic system. The proposed algorithm over-
comes the drawbacks of small key space and weak se-
curity in the widely used one-dimensional Logistic sys-
tem. The experimental results demonstrate that the
encryption algorithm shows advantages of large key
space and high security.
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