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A scheme of synchronized injection multi-quantum-well (MQW) laser system using optical coupling-feedback is

presented for performing chaotic dual-directional secure communication. The performance characterization of chaos

masking is investigated theoretically, the equation of synchronization demodulation is deduced and its root is also

given. Chaos masking encoding with a rate of 5 Gbit/s and a modulation frequency of 1 GHz, chaos modulation with a

rate of 0.2 Gbit/s and a modulation frequency of 0.2 GHz and chaos shifting key with a rate of 0.2 Gbit/s are numerically

simulated, separately. The ratio of the signal to the absolute synchronous error and the time for achieving synchronous

demodulation are analysed in detail. The results illustrate that the system has stronger privacy and good performances

so that it can be applied in chaotic dual-directional high rate secure communications.
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1. Introduction

Chaotic communication is a promising tech-
nique which is wused to improve security in
communication.! =4 All optical chaotic approaches
have been used in high-speed and long-haul secure
communications because all optical systems have
a large bandwidth and low attenuation.*=¢ Many
semiconductor laser systems have been proposed for
chaotic optical secure communications.”~] These
systems can be classified into three encoding types:
chaos modulation (CMA), chaos shift keying (CSK)
and chaos masking (CM).["?=14 Due to the random
and complexity of chaotic waveform, such chaotic
communication systems are very difficult to be at-
tacked. Now, a lot of chaotic laser systems can be
used only in single-directional communication.”—12]
Therefore, it is an important issue to investigate theo-
retically dual-directional chaotic communication. For
better security, new chaotic communication systems
will be further studied.

In this paper, a synchronized chaotic coupling-

feedback system with graded-index separate con-

a5, 1
dt 2

finement heterostructure (SCH) multi-quantum-well
(MQW) lasers from the external injection light beams
is presented for performing dual-directional secure
communications. Because chaotic MQW laser has a
high oscillation frequency and complex dynamics, the
system will be of high bit-rate and of good security in

secure communications.!10~14]

2. Theoretical model

2.1. Model

Figure 1 illustrates a synchronization model block
of chaotic MQW lasers from external injection light
beams.l 14 The transmitter and the receiver each
consist of master (M) laser and slave (S) MQW laser
diodes (LDs). The M-LD output Ey, exp(—jwmt) in-
jecting S-LD, S-LD output E4(t) exp{—j[wmt + ¢+ (t)]}
can become chaotic state.®' Synchronization can
be achieved between the transmitter and the receiver
by optical coupling-feedback. We can use the Lang—
Kobayashi equations to describe the dynamics of S-
LDs due to M-LDs light injection.[? =14l

k k
= 5 (Gy —7) By + — Em cos(—¢y) + — f[Ey cos(pr — p1) — Eil,
L L
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d¢, 1 k By . Ey .
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dNg, I
=Ti— — rN T Nr7
dt n p YBQriVBr + YQB
dN,
dr = "YBQNBr - ('Ycr + FYQB)Nr - GerEfv (2)

where the subscripts ¢t and r indicate the transmitter
and the receiver, respectively. E and ¢ are the ampli-
tude and phase of the field. Both N and Np are the
carrier numbers in the barrier region and the active
region, respectively. El, is the amplitude of the injec-
tion light and k is the injection coefficient, where we
take Ey, = 0.2529 Fj in this paper. f is the coupling-
feedback coefficient. G = [(I'govg)/(1 + E*/E?)] x
lg{(N + Ng)/(Ngn + Ng)} is the nonlinear mode gain
where vg is the group speed of photon in laser cavity,
go is the gain constant, I' = V/V}, is the mode confine-
ment coefficient with the laser cavity volume V and
the laser mode volume V},, Ny = ngV is the parameter
of logarithmic gain with its density ns, Ny = ng,V
is the carrier number at transparency with its density
ntn. P is the optical field amplitude at saturation
with saturation photon number P;. FE and Fj are
normalized by E = (P/V,,)'/? and Es = (P./V,)"/2.
Vo = Vg(am + aint) is the total photon loss with the
group speed vg, o is the cavity loss, iyt is the in-
ternal loss. Awp, can be regarded as frequency de-
tuning between external injection light and output
light. 77, = 2ngL/c is the round-trip time in the cav-
ity with a length L, ¢ is the speed of light in vacuum,
ng = ¢/v, is the group refractive index. #; is the in-
ternal quantum efficiency. I is the drive current. ¢ is
the unit charge. f. is the optical linewidth gain fac-
tor. ypq is the loss of carriers from the SCH region
to the quantum wells, and yqp is the loss of carri-
ers escaping from the active region to the SCH layer.

Ye = A+ B(N/V)+C(N/V)? is the total carrier loss
in the active layer, A, is the nonradiative recombina-
tion rate, B is the radiative recombination coefficient,
and C is the Auger recombination coefficient. With
suitable parameters, if absolute value |Ey — E;| — 0,
|t —@r] — 0 — 0, |[Ny— N,| — 0 and | Ny — Ng,| — 0,
the receiver will be synchronized with the transmitter.

transmitter

e
. A

M-LD

Emn %‘(E t l

M-LD

E m

receiver

Fig.1. Schematic synchronization model block. The upper is
the transmitter and the lower is the receiver. M-LD denotes
the master laser, S-LD represents the slave laser with an feed-
back pith, denotes the optical isolator, [J represents the
coupler.

2.2. Synchronization equation

Subtracting Eq.(2) from Eq.(1), a synchronization
equation is obtained as
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(Et_Er> Fl(Et;@tvNBtthth(Pr;NBrer)
i (@t_@r) . F2(EtuSptaNBtaNtaEra(pruNBraNr) (3)
dt | (Vg — Na,) Fy(Ex, ¢t Now, Ni, By or, Nogy Np) |
(Nt_Nr) F4(Et;@tvNBtthth(Pr;NBrer)

where the functions of Fy, Fy, F3 and Fj can be found in Egs.(1) and (2).
chaotic secure communication that the transmitter and the receiver have the identical parameters.
Egs.(1) and (2) have the same unmoving points, and ensures Ey = Ey9, 09 =

It is an essential condition for
Hence,
¢ros INBo = NBro, No = Nypo,

Go = Gyo and Yep = Yero- For the receiver or the transmitter, let E,(t) = Fro + 0E:(t), ©r(t) = ©ro + dr(t),
Np;(t) = Npro + 0NB:(t), and Ny (t) = Nyo + IN,(t), then we will obtain

Gr(NrO + 5Nr7 ErO + 5Er) ~ GrO(Nr07 ErO) + GrNr(SNr + GrEr5Er7

and
Ver(NrO + 5Nr) ~ VerO(NrO) + 'VerNréNru
where
0G, —2E0/E2 No + Ny
Grg. = —|Nn= —g, = (I 5 = GE,
E. 8Er |Nr No, Ex=Eqg ( go’Ug) (1 + Eg/E3)2 Ny + N E
oG 1 1
Gin. = — | N = —g, = (I = Gn,
N = o |N=No, BE=Ey = (I'govg) AT BB N+ N, N
6’71? B NO
YerN, = 8W|Nr:N0 = v + 2CW = 7VeN-
Equation 3 yields the first-order approximate synchronization equation
d(Ey — E,) Bii Az Az Ay d(Ey — Ey)
d | (e — ) | Azr B2z Az Ap 6(pr — ¢pr) )
dt | §(Ng, — Ng,) Asgy Aszy Aszz Az d(Np¢ — Nar) ,
(N — Ny) An A Az Ap §(Ny — Ny)
where
1 gt = 20.Gr — 22 sin(— o)
A = 5(Go — 7+ EoGE) — pr, 2; E2 ’
A1z = pm sin(—¢o), Az = —frz cos(—o) — pr,
A13 = 0; A23 = O,
1 1
Aia = S EoGN, Azs = 5 PG,
Asz1 =0, An = -2GoVpEp — VpEgGE,
Azx =0, Ay =0,
Azz = —7BqQ, Au3=1BqQ,
Asy = vqB, Ags = =0 — YqB — NoYen — Vo EZGN,
By = A —pr, Boa=Asw —pt, px=f/T0, pm=kEn/TL.
Equation (4) should have an eigenvalue x, and thus an eigenvalue equation is obtained as
B —x A 0 Ay
A Boy — 0 A
21 22 — X 24 -0 (5)
0 0 Az —x Az
A 0 Agz Ay — X
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or

X"+ XPbs1 + xPbs2 + Xbss + bea = 0, (6)
where

b1 = —(Bi1 + Baa + Asz + Aua),

bso = (B11A44 — A12A21 — AsgAys + Boo Ass + AssAgg + B11Baos + BogsAgy

+B11As3 — Ag1A1a),

bss = (A1 A12A33 + A1 A12A4s — B11BogAgy — B11A33Aus + B11A3aAss — Boo Az Ay
+BaoAgaAuz + As1 A14Asz — As A1o Aun + Aa1 Bas A1y — B11Bag Ass),
bsa = (B11B22As3A44 — B11BogAzqAug — As1 A2 As3Aus + A1 A12A34As3

_A41A12A24A33 - A41B22A14A33)-

If the real parts of all eigenvalues of Eq.(5) or Eq.(6) are negative, zero points of Eq.(3) will be stable, which

implies that the transmitter synchronizes with the receiver. Using the parameters listed in Table 1 and 0.1 <

f < 2 in numerical calculation, the real parts of all eigenvalues of Eq.(5) are found to be negative. We conclude

that synchronization between the transmitter and the receiver may be achieved by optical coupling-feedback.

Table 1. Laser parameters.

symbol value units symbol value units
L 1200 pum Anr 2.5x108 s~ 1
w 1.5 pm B 1.0x10710 cm? /s
d 0.028 pm C 5.0x10~29 cmb /s
r 0.045 Be 3
ng 3.6 I 50 mA
Om 11.5 cm™! i 0.8
Qint 20 cm~! P 2.2x107
9o 2700 cm ™1 YBQ 2.5x1010 s~ 1
ns 1x1017 cm™3 YQB 5.0x10° s~1
Nen 2.1x1018 cm—3 Awm 2x10° Rad/s
k 0.185 f 0.925

2.3. CM characterization where

It is an important issue to theoretically investi-
gate features of the chaos masking and demodulation
of a message signal. Owing to small signal modula-
tion in CM, we can suppose that the signal is much
smaller than the chaotic carrier for better security.
Owing to the message signal, synchronization can be
lost to a certain extent. In order to evaluate the level
of synchronization loss, the error between the trans-
mitter and the receiver can be introduced and written
as By —FE, ~ 0Ey—0E, = §(Ey— E,) = de(t). An error
equation to the first order approximation is written as

d* d3 d2 d
@66 + blS@(Se + bQS@(Se + ng&(SQ + b455€
d2

— AoS() + A1%S(t) + 4y S50, (7)

Ao = Bao(AsqAsg — AssAsg),
Ay = (A33Baa + A4aBog + AsqAsg — AszAaa),
Ay = (By1 — Bag — Azz — 1).

An analogue message signal may always be a
complex function of s = Aylexp(—jwt)] with the
modulation depth A,, and the modulation frequency
fm = w/2m. We assume that the error must be sim-
ilar to the modulation signal in form and taken as
de(t) = alexp(—jwt)] because of the error resulting
from the perturbation of the message signal. One ob-
tains a formula of chaotic synchronization error as fol-
lows:

—w?Ay — jwA; + Ay

a(w) = wh — jw3bis — w2bag — jwbss + b

PkAm (8)
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or
la| = A VI(Ao — w?)z — wAiy]? + (Ao — w?Az)y]?
= Ampi R
= VAm, (9)
where © = w* —w?bas + bas, y = —w?(whis + bas), and
_ V(Ao —w?)r — wAy]? + (A — w2 Az)y)?
7= px e

and the phase is

1 [wArz + (Ag — w?Ad)y
wAyy — (Ag —w2Ag)x |’

Obviously, the error increases with increasing the mes-

9 =tg~

(10)

sage signal. The demodulated signal sq(t) is deduced
as follows:
sa(t) = Ee(t) + s(t) — Ex(t)
de(t) + s(t)
= aexp[—j(wt + V)] + Am exp(—jwt)
— rexp(=i0) + Ay exp(—jt). (1)

Q

So the demodulation may be achieved from Eq.(11),
where the demodulated signal quality is also related
to the coefficient and phase of the error.

3. Numerical results

Figure 2 illustrates a process of synchronization
between the transmitter and the receiver with the pa-
rameters in Table 1, where the insert shows the chaotic
attractor of the transmitter S-LD. It can be found that

2x1073
0
—2x1073}
o -3t
& 4x10
=
K —6x1073f
|
H _gx10-3}
_ —3f
10x10 N
—12x103 , ,
0 10 20 30
t/ns

Fig.2. Synchronization. The insert shows the chaotic at-
tractor.

the transmitter S-LD is synchronized with the receiver
S-LD after a few oscillations. The receiver and trans-
mitter of the system based on Fig.1 have the same

configuration, so the receiver can be used as a trans-
mitter for realizing dual-directional communication.

3.1. CM encoding

In CM encoding method, chaotic wave is used to
mask a message signal for performing secure communi-
cation. In order to analyse the performance character-
istic of the system, we define an absolute synchronous
error and an instantaneous synchronous error, respec-
tively, as

A=< |E(t) — E:(t)|/Es >, (12)
e(t) = [Eu(t) — Ex(D)]/Es, (13)

where the bracket denotes average of time.

The analogue CM numerical result is illustrated
in Fig.3 where we suppose that a white noise should
exist in channel, whose mean is zero and the square
root is 1.3 x 1076 E,. This white noise is supposed
to be present in all the following numerical simu-
lations. The parameters of the message signal are
fm = 1GHz and A,, = 0.65 x 1073 E;. From Fig.3(a),
we can find that the chaotic wave successfully masks
the message signal. Figure 3(b) shows the result of
the synchronous demodulation of the message based
on [Ey(t)+s(t)— Ex(t)] = s(t)+0e(t), where e(t) varies
between —0.5 x 10~% and 0.5 x 1074, A ~ 0.4 x 1074,
and (Am/Fs)/A ~ 16 where (A, /Es)/ A is the ratio of
the signal to the absolute synchronous error when 2000
mean values are taken in numerical calculation, which
also implies that the demodulated message signal is
dominant. Owing to the message signal and noise
effects, the demodulated message signal is distorted.
However, Fig.3(c) shows the well filtering result. Fig-
ure 4 illustrates the numerical results of another high
rate of digital CM, where the message signal has a
rate of 5Gbit/s and an amplitude of 1.3 x 1073Ej.
g(t) varies between —0.45 x 10~% and 0.45 x 1074,
A~0.44x10"* and (A, /Es)/ A ~ 17, which also im-
plies that the demodulation of the message signal can
be achieved. Table 2 gives the relationship between
absolute synchronous errors and bit rates, and the ab-
solute synchronous error at high modulation rates is
smaller than that at low modulation rates.

Table 2. Absolute synchronous errors versus bit rates.

Rate/(Gbit/s) 8.0 4.0 2.0 1.0
A/107° 3.5 6.7 9.1 10.2

0.8 04 02
7.8 6.7 5.2
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Fig.3. Analogue CM encoding: (a) chaotic wave masking the message signal, (b) synchronous demodulation,

(c) filtering where dashed line is the message signal.
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Fig.4. Digital CM encoding: (a) chaotic wave masking the message signal, (b) synchronous demodulation, (c)

filtering where dashed line is the message signal.

3.2. CMA encoding

In CMA encoding method, chaotic wave may usu-
ally be used as a basic carrier to carry a message sig-
nal by modulating the transmitter. Figure 5 shows an
analogue CMA result, where the current of the trans-
mitter S-LD is modulated by a sinusoidal signal with
a frequency of 0.2 GHz and an amplitude of 1%I. Fig-
ure 5(a) shows the chaotic carrier, Fig.5(b) shows the
synchronous demodulation and Fig.5(c) shows the fil-
tering result. Figure 6 illustrates another digital CMA
result where the current of the transmitter S-LD is

modulated by a digital signal with a rate of 0.2 Gbit/s
and an amplitude of 1%I. We can find that the CMA
results show the good secret and demodulation char-
acteristics.

3.3. On/Off encoding

One parameter of chaotic transmitter is shifted
to encoding chaos in CSK to realize chaotic secure
communication. Here, chaotic On/Off encoding is in-
troduced, we can shift the current of the transmitter
S-LD continuously between I and (1 + 10%) I. When
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the key turns on I, code ‘0’ can be supposed to be en-
coded while the key turns off I or on (1+10%)I, code
‘1’ is encoded. We can suppose a demodulation of code
‘0’ if synchronization is achieved on I or a demodula-
tion of code ‘1’ if synchronization is lost on (1410%)I.
Figure 7 shows the result of On/Off encoding, where
(a) illustrates the chaotic carrier and (b) illustrates
the chaotic demodulation with a modulation rate of

0.2 Gbit/s. We find that it takes about 0.4ns~0.8ns
to achieve synchronization on code bit ‘0’, which im-
plies that the bit rate of the MQW laser system is
lower than 1 Gbit/s. This bit rate is higher than that
of semiconductor laser systems('2~14 because the os-
cillation frequency of MQW laser is higher than that
of semiconductor laser.

4x10°3
(b)
g 2x1073 1
=~
&y 0
[
B —2x1073
—4 %103 : .
10 20 30 40
t/ns t/ns
2x1073
(c)
o 1x1073 1
g
g 0
=
—1x103
—2x1073
10 20 30 40
t/ns

Fig.5. Analogue CMA encoding: (a) chaotic carrier, (b) synchronous demodulation, (c) filtering.
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g 0
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—2 x 1073}
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Fig.6. Digital CMA encoding: (a) chaotic carrier, (b) synchronous demodulation, (c) filtering.
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Fig.7. On/Off encoding: (a) chaotic carrier, (b) decoding.

4. Conclusion

The chaotic synchronization based on MQW laser

system using optical coupling-feedback is studied for

dual-directional secure communications. The synchro-

nization and performance characteristics of the sys-

tem are analysed both theoretically and numerically.

This system will be of high bit rate and secrecy and

can be applied in high rate and large bandwidth dual-

directional secure communications.
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