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In this paper, by using properties of quantum controlled-not manipulation and entanglement states, we have

designed a novel (2, 3) quantum threshold scheme based on the Greenberger- Horne -Zeilinger (GHZ) state. The

proposed scheme involves two phases, i.e. a secret sharing phase and a secret phase. Detailed proofs show that the

proposed scheme is of unconditional security. Since the secret is shared among three participants, the proposed scheme

may be applied to quantum key distribution and secret sharing.
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1. Introduction

On some occasions, such as the control and launch

of missile, the pass on an important occasion and val-

idation of testament, the secret has to be protected

or enhanced by several participants. The process of

protecting secret message is called cryptographically

secret sharing, which is, in essence, that the secret

is taken apart appropriately, and then, let different

participants each hold a portion of it. Furthermore,

the single participant cannot individually resume the

secret unless some shares are united symbiotically.

In 1977, Sykes suggested a concept of secret

split. Its basic idea is that each detached secret share

means nothing, and the secret is reconstituted when

all shares united. Shamir[1] and Blakley[2] in 1979

proposed independently the concept of secret shar-

ing. Their secret sharing schemes, respectively, are

Lagrange interpolating polynomial scheme and vec-

tor scheme. By using the techniques of quantum key

distribution[3,4] and the Greenberger–Horne–Zeilinger

(GHZ) triplet states,[5] Hillery et al proposed first

a quantum secret sharing scheme. Thereafter, the

quantum secret sharing scheme has attracted much

attention,[6−12] and a series of quantum secret shar-

ing schemes is proposed by using the quantum nature

such as the properties of 2-particle entangled state, the

characters of quantum error correcting code, quantum

computation, etc. In 2000, the quantum secret shar-

ing scheme was first implemented experimentally by a

research group in the University of Geneva.[13]

Generally, the secret sharing scheme is often

called threshold scheme. Suppose that m and n are

positive integers with m < n and the secret S is dis-

tributed to a set of participators P. If n participants

dispense the secret by the following means to share the

secret S, i.e. m of n participants may resume coopera-

tively the secret S, but any set of m-1 or fewer shares

contains absolutely no information about the secret,

this kind of sharing scheme is called (m,n) thresh-

old scheme. Naturally, if this kind of scheme is im-

plemented by quantum technique, it is called (m,n)

quantum threshold scheme.[14] By using the technique

of quantum error correction coding, a discrete variable

(m,n) quantum threshold scheme was proposed. Af-

ter that, a continuous variable (m,n) quantum thresh-

old scheme was also advanced.[15]

In this paper, we propose a novel quantum secret

sharing scheme in Section 2. The proposed scheme

is a (2, 3) quantum threshold scheme which is imple-

mented by using the properties of GHZ states and sim-

ple quantum computation. Moreover, we also analyse

the security of the scheme and conclude that it is of

unconditionally security in Section 3. Finally we draw
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a conclusion in Section 4.

2. Scheme descriptions

Suppose that the secret is |ψc〉 = α|0c〉 + β|1c〉
and this state is carried by particle pc. |ψc〉 may be

a quantum message (α, β 6= 0) or a classic message

(α = 0 or β = 0). The participants are Alice, Bob,

and Charlie. The distribution of secret sharing fulfills

the following steps.

Step 1, the secret dealer first creates an entangled

state,

|ψ〉 =
1√
2
(|0a1b〉 − |1a0b〉), (1)

where the subscripts a and b refer to different particles

pa and pb respectively.

Step 2, the dealer combines the particle pc and

two entangled particles pa and pb into a mixed state,

|ϕ0〉 = |ψ〉 ⊗ |ψc〉

=
1√
2
(|0a1b〉 − |1a0b〉)(α|0c〉 + β|1c〉)

=
1√
2
(α|0a1b0c〉 + β|0a1b1c〉

− α|1a0b0c〉 − β|1a0b1c〉). (2)

Operating the generated mixed state with a quantum

control-not gate Cac generates an entangled triplet

state

|ϕ1〉 = Cac(|ψ〉|ψc〉)

=
1√
2
(α|0a1b0c〉 + β|0a1b1c〉

− α|1a0b1c〉 − β|1a0b0c〉), (3)

where the quantum control-not gate Cac is defined as

C12(|ε1〉|ε2〉) → |ε1〉|ε2 ⊕ ε1〉, ε1, ε2 ∈ {0, 1}. (4)

Step 3, the secret dealer prepares three different

registers R1, R2, R3 and puts three particles pa, pb,

pc in the generated triplet state |ϕ1〉 into registers R1,

R2, R3, respectively.

Step 4, according to expression (3), the dealer cre-

ates two entangled triplet states |⌢ϕ1〉 and |⌣ϕ1〉 which

are completely the same as |ϕ1〉, namely, |ϕ1〉 =

|⌢ϕ1〉 = |⌣ϕ1〉. The procedure is the same as the above.

Put the three particles in |⌢ϕ1〉 and |⌣ϕ1〉 into three

registersR1,R2andR3 according to the way presented

in Table 1. From the table, we can learn that three

registers each have particles pa, pb and pc, but the

marshaling sequences of the three particles in the three

registers are different from each other.

Table 1.

Register R1 Register R2 Register R3

Quantum state |ϕ1〉 pa pb pc

Quantum state |
⌢

ϕ
1
〉 pc pa pb

Quantum state |
⌣

ϕ1〉 pb pc pa

From the above manipulation, we can learn that

any one of the three participants owns a register which

stores three particles. However, the three particles be-

long to the three different 3-particle entangled states.

Therefore, the state of three particles in a register can

be described as

|φ〉 = |ϕ1〉 ⊗ |⌢ϕ1〉 ⊗ |⌣ϕ1〉, (5)

the above formula indicates that the three particles in

the register are in direct states.

Step 5, the secret dealer distributes the differ-

ent registers R1, R2 and R3 containing particles to

the participants Alice, Bob and Charlie, respectively.

These shares will be the holder fragments. Despite

the different registers and the particles that are dis-

tributed to the different participants, due to the entan-

glement of three corresponding particles, any aggres-

sive action will destroy three entangled systems |ϕ1〉,
|⌢ϕ1〉 and |⌣ϕ1〉 which are expressed in expression (3).

Subsequently, the secret cannot be resumed.

To resume the secret, the participants fulfil the

following steps:

Step1, any two participants pick out the corre-

sponding particles. For example, if Bob and Charlie

want to resume the secret, they select the particles in

the first or final row in Table 1. If Alice and Char-

lie want to resume the secret, they should select the

particles in the first row or the second row.

Step 2, the participants apply a quantum con-

trolled-not gate to the selected particles. For exam-

ple, when Bob and Charlie resume the secret, and they

have selected their particles in the first row in Table 1,



No. 10 A (2, 3) quantum threshold scheme based on Greenberger–Horne–Zeilinger state 2877

the manipulation can be described as follows:

Cbc|ϕ1〉 =
1√
2
(α|0a1b1c〉 + β|0a1b0c〉

− α|1a0b1c〉 − β|1a0b0c〉) = |ψ〉 ⊗ |ψc〉, (6)

where Cbc denotes the quantum controlled-not gate

which is applied by the participants Bob and Char-

lie to the particles pb and pc. Expression (4) shows

that the secret state |ψc〉 and the entangled state |ψ〉
are product states. Therefore, the secret |ψc〉 can be

gained. Similarly, the participants Alice and Charlie

also can acquire the secret only according to a similar

method cooperatively,

Cac|ϕ1〉 = |ψ〉 ⊗ |ψc〉, (7)

where Cac denotes the quantum controlled-not applied

by participator Alice and Charlie to the particles pa

and pc.

We note here that if only |ϕ1〉 is employed, one

can also design a quantum secret sharing scheme.

However, since the particle pc is only held by one par-

ticipant in this case, the participant who holds the

particle pc must join in each process of secret resump-

tion. For instance, even A and B can extract the

secret, the secret will be stored in the particle C held

by participant C so that A and B cannot obtain the

secret. This kind of scheme is definitely different from

the usual secret sharing ways. But in some particular

cases, this kind of scheme is useful. For example, in

a company, if the boss wants to control the action of

employees the scheme can be adopted.

3. Analysis of security

Now, we analyse the security of the proposed

scheme. The requirement for the (m,n) threshold

scheme is that any m participants can resume the se-

cret but any m-1 participants cannot resume the se-

cret. According to this requirement we prove that the

proposed scheme is of the unconditional security.

Theorem 1 Any one of the participants cannot

resume the secret by employing only one particle.

Proof Now suppose that the first particle among

the participants has been measured and the state is

|x〉. Because after measuring any one of the GHZ

triplet states, three-particle entangled state will be re-

lieved, the other two particles compose a two-particle

entangled state system, and their possible values are

as follows:

|ψ1〉23 =
1√
2
((α− β)|+x〉b|+x〉c

+ (α+ β)|−x〉b|+x〉c),

|ψ2〉23 =
1√
2
((α + β)|−x〉b|−x〉c

− (α− β)|+x〉b|−x〉c),

|ψ3〉23 =
1√
2
((iα− β)|−x〉b|+y〉c

− (iα+ β)|−x〉b|−y〉c),

|ψ4〉23 =
1√
2
((α + β)|+x〉b|−y〉c

− (α− β)|+x〉b|+y〉c). (8)

From the above formula, we know that the state of

two-particle entangled system cannot be ascertained

after the GHZ entangled bit has collapsed, and it is

maybe one of the four states with equal possibility.

Even if the entangled state of two-particle system has

been confirmed, the state of two-particle system is still

not ascertained because the state of Alice’ particle

maybe is |+x〉 or |−x〉. Therefore, if only a parti-

cle has been measured, the secret will not be given

away.

Theorem 2 No less than two of participants can

resume the secret by employing their particles.

Proof Now we still suppose that Bob and Charlie

are to resume the secret by employing their particles.

The triplet state is

Cbc|ϕ1〉 =
1√
2
(α|0a1b1c〉 + β|0a1b0c〉

− α|1a0b1c〉 − β|1a0b0c〉),

where a, b, c still denote respectively the three parti-

cles. Define two eigenstates |x〉 and |y〉 expressed by

vectors |0〉, |1〉 as

|+x〉 =
1√
2
(|0〉 + |1〉), |−x〉 =

1√
2
(|0〉 − |1〉),

|+y〉 =
1√
2
(|0〉 + i|1〉), |−y〉 =

1√
2
(|0〉 − i|1〉). (9)

As is well known, three exist the following relation-

ships:

|0〉 =
1√
2
(|+x〉 + |−x〉), |1〉 =

1√
2
(|+x〉 − |−x〉).(10)

Therefore, GHZ triplet state is

|ψ〉 =
1√
2
{(|0〉a + |1〉a)((α − β)|+x〉b|+x〉c

− (α+ β)|−x〉b|+x〉c)

+ (|0〉a − |1〉a)((α + β)|−x〉b|−x〉c
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− (α− β)|+x〉b|−x〉c)}. (11)

From the above formula, we can learn that measure-

ments of pb and pc can determine that of pa. For ex-

ample, if Bob’s particle in the −x direction, Charlie’s

in the +x direction, we can learn that Alice’s state is

(−1/
√

2)(α+ β)(|0〉a + |1〉a).

As for the eavesdropper (maybe a participant)

Eve, he can take two attacking strategies, intercept–

resend attack[16,17] and entangled state attack.[18−20]

In fact, they are all ineffective on this scheme.

Theorem 3 Any participant cannot resume the

secret by employing the intercept–resend attack strat-

egy.

Proof Assume that Bob is dishonest, he wants

to intercept the particles which Charlie send to Alice

and measure the two particles which he had. Then,

he sends one of them to Alice, and hopes to gain the

information and be not found by the other two parti-

cles that he had known are Charlie’s particles. This

attack method is called intercept–resend attack.

In fact, GHZ secret sharing is secure for the in-

tercept–resend attack. Because Charlie measured ran-

domly his particles by using x or y basis, but Bob does

not know the basis that Charlie has used, he just has

half the probability to measure it correctly. However,

a message is described by a large number of particle

states, therefore, for this attack the protocol is secure.

Theorem 4 Any participants cannot resume the

secret by employing the entangled state attack.

Proof If Eve or a dishonest participant tries to

attack the scheme by entangling his own particles as

an ancilla with the GHZ state. After the legal cor-

respondents have measured their own particles, Eve

tries to obtain the useful information by measuring

his ancilla. This method is called entangled state at-

tack.

According to the requirement for the secret shar-

ing system, the analysis of security on quantum (2, 3)

threshold system security is presented in this paper.

This can be described by the following process.

If Eve obtains a register, which is any one of three

registers R1, R2 and R3, and makes an ancilla |Rijn〉
and the three particles entangled, in fact, it is useless

to do that, because in formula (5) we all know that

|φ〉, the state of three particles in any register, is the

direct state of |ϕ1〉, |⌢ϕ1〉 and |⌣ϕ1〉, what Eve has had

are some useless shares. Given that Eve obtains the

GHZ state from the secret dealer, here, supposing it

to be |ϕ1〉, he takes the entangled state manipulation,

namely, he makes |Rijn〉 and the GHZ state entan-

gled. Suppose that the quantum state includes three

particles, after the particles in ancilla and in GHZ

triplet state have been entangled, the constituted hy-

brid state is as follows:

|Ψ〉 =
1√
2

1∑

i,j,n=0

Γ |ijn〉3|Rijn〉, (12)

where |ijn〉3 is the entangled 3-particle state and

Γ = α, β. We prove that |Ψ〉 is a direct state be-

tween GHZ triplet state and arbitrary 3-particle state

as follows.

In fact, firstly, suppose that Alice, Bob and Char-

lie measure their particles by using x basis. From

Theorem 2, we can learn that any two of participants

can resume the secret by employing their particles and

according to the GHZ’s correlation,[5] the condition

under which Eve will not cause the error is

p(C = +x|A = ±x,B = ∓x) = 1,

p(C = −x|A = ±x,B = ±x) = 1. (13)

In the above formula, p(C = +x|A = +x,B = −x) =

1 is the probability for Bob to measure −x and for Al-

ice and Charlie to measure +x, and other forms can

be defined similarly. From the above expressions we

have

P (−x,+x,−x)|Ψ〉 =0, P (+x,−x,−x)|Ψ〉 = 0,

P (−x,−x,+x)|Ψ〉= 0, P (+x,+x,+x)|Ψ〉 = 0, (14)

where P (−x,+x,−x) = 0 denotes the projection op-

erator of a mixed state |Ψ〉 projected into any 3-

particle state. Among them, the particles of Alice,

Bob and Charlie are respectively in the three direc-

tions −x, +x and −x. Similarly, the other projection

operators can be defined. If |0〉 and |1〉 denote the

projection operators, the state vectors corresponding

to the projection operators are

|ψ1〉 =
1√
2
(α|000〉3 + β|010〉3

− α|111〉3 − β|101〉3),

|ψ2〉 =
1√
2
(α|110〉3 + β|011〉3

− α|001〉3 − β|100〉3),

|ψ3〉 =
1√
2
(α|011〉3 + β|001〉3

− α|100〉3 − β|110〉3),
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|ψ4〉 =
1√
2
(α|100〉3 + β|101〉3

− α|011〉3 − β|010〉3). (15)

Other projection operators can be deduced in a similar

manner. In this case, the condition under which any

operation of an eavesdropper will not bring any er-

rors is that the adopted quantum state vector should

choose the above forms corresponding to projection

operators.

Secondly, if Alice measures his particles by using

x basis, and Bob and Charlie measure their particles

by using y basis for the same reason, the condition

under which no error can be described is as follows:

p(C = −y|A = ±x,B = ∓y) = 1,

p(C = +y|A = ±x,B = ±y) = 1. (16)

The above expressions present

P (−x,+y,+y)|Ψ〉 = 0, P (+x,−y,+y)|Ψ〉 = 0,

P (−x,−y,−y)|Ψ〉 = 0, P (+x,+y,−y)|Ψ〉 = 0. (17)

Denote the projection operators by using |0〉 and |1〉,
then the state vectors corresponding to the four pro-

jection operators, respectively, will be

|ψ̃1〉 =
1√
2
(α|000〉3 + β|010〉3

+ α|111〉3 + β|101〉3),

|ψ̃2〉 =
1√
2
(α110〉)3 + β|011〉3

+ α|001〉3 + β|100〉3),

|ψ̃3〉 =
1√
2
(α|011〉3 + β|001〉3

+ α|100〉3 + β|110〉3),

|ψ̃2〉 =
1√
2
(α|100〉3 + β|101〉3

+ α|011〉3 + β|010〉3). (18)

Actually, there exist only two projection operators

that are different from formula (4). It is easy to see

that |ψi〉 (i = 1, 2, 3, 4) and |ψ̃j〉(j = 1, 2, 3, 4) are mu-

tual orthogonal.

Thirdly, if Alice and Bob measure their particles

by using y basis and Charlie measures his particles by

using x basis, according to the same analysis as the

above, the condition under which there exists no error

is to adopt a projection operator, and the correspond-

ing vector is

|ψ̃〉 =
1√
2
(α|010〉3 +β|110〉3 −α|101〉3 −β|001〉3).(19)

According to the above three cases, in a word, the

form of |ψ〉 may be confirmed as follows:

|Ψ〉 =
1√
2
(α|010〉3 + β|011〉3 − α|101〉3 − β|100〉3)

⊗ |Rijn〉 = ϕ1 ⊗ |Rijn〉, (20)

namely, |Ψ〉 is a direct state of GHZ triplet state and

auxiliary quantum state, so Eve cannot obtain any in-

formation from |Ψ〉 if he did not cause any disturbance

in the measurement of particles in register. Therefore,

the entangled state attack will not be successful.

4. Conclusion

In this paper, a (2, 3) quantum threshold sys-

tem is proposed. From the analyses in Section 3, we

can conclude that the designed secret sharing scheme

which is based on a (2, 3) quantum threshold system

is unconditionally secure.
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