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In this paper, we present a two-way quantum dense key distribution protocol. With double check modes, our

scheme is secure regardless of the presence of noises. And with a quantum teleportation process, secret message can be

encoded deterministically even if the quantum channel is highly lossy. Therefore, our scheme can be used in a realistic

quantum channel regardless of the presence of noises and channel losses.
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1. Introduction

Quantum key distribution (QKD) is a physically

secure method of creating a private key that can be

created between two partners, Alice and Bob, who

share a quantum channel and a public-authenticated

channel.[1] The key bits can be used to implement

a classical private key cryptosystem, or more pre-

cisely called one-time pad algorithm, to empower

the partners to communicate securely. The pioneer

QKD protocol was presented by Bennett and Bras-

sard in 1984,[2] of which the security has been studied

deeply.[3−7]

In 1992, Bennett and Wiesner[8] presented a well-

known dense coding protocol in which a two-bit mes-

sage can be encoded by a unitary operation. However,

as pointed out by Bennett and Wienser, the intrin-

sic security of dense coding protocol is illusory, for

an eavesdropper could effectively tap into the chan-

nel by intercepting all the particulars on their way

to and from Bob, and substituting others in such a

way as to impersonate Alice to Bob and Bob to Al-

ice. In Ref.[9], Boström and Felbinger have announced

that the dense coding feature has to be abandoned in

favour of the secure transmission. After that, Cai and

Li[10] showed that dense coding character could be im-

plemented in a perfect channel with a check mode.

However, the tolerable noise was not quantified. Fur-

thermore, if we consider that the realistic quantum

channels are highly lossy, the recent quantum secure

deterministic communication (QSDC) protocols may

not be implemented.[9−17] In message mode, Alice will

perform an encoding operation every time. However,

if the quantum channel is lossy, Alice may encode her

message in an empty pulse. Therefore, the QSDC pro-

tocols can not be used in the lossy channel without

being modified.

In this paper, we present a two-way dense key

distribution protocol which is unconditionally secure

in the presence of noise, and an improved scheme of

QSDC protocols, which can be used in a highly lossy

quantum channel to encode the secret message with

unitary probability. We show that our scheme can be

used regardless of the presence of noises and quantum

channel losses.

2. Bennett-Wiesner dense coding

protocol

Two qubits can be entangled only in one way so

that four Bell states |ψ±〉, |φ±〉, which are mutually

orthogonal to each other, can be transformed into each

other only by local unitary operations. Usually, these

four Bell states can be written as

|φ+〉 =
1√
2
(|0〉|0〉 + |1〉|1〉),
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|φ−〉 =
1√
2
(|0〉|0〉 − |1〉|1〉),

|ψ+〉 =
1√
2
(|0〉|1〉 + |1〉|0〉),

|ψ−〉 =
1√
2
(|0〉|1〉 − |1〉|0〉). (1)

Now we assume that Bob prepares an Einstein-

Podolsky-Rosen (EPR) pair in the state |ψ−〉. He

sends one qubit (travel qubit) to Alice and keeps an-

other one (home qubit) in her laboratory. Having re-

ceived Bob’s travel qubit, Alice performs a unitary

operation Uij on it to encode her information, where

Uij are

U00 =

(

1 0

0 1

)

, U01 =

(

1 0

0 −1

)

,

U10 =

(

0 1

1 0

)

, U11 =

(

0 1

−1 0

)

. (2)

Clearly, these four operations Uij can transform the

state |ψ−〉 into |ψ−〉, |ψ+〉, |φ−〉, and |φ+〉, respec-

tively. As a rule, Alice’s four operations correspond to

her codes 00, 01, 10, and 11, respectively. Then Alice

returns the travel qubit to Bob. Having received the

back qubit, Bob performs a Bell-basis measurement

on two qubits to decode Alice’s information. In this

way, one travel qubit can transmit two classical bits,

which is the well-known dense coding protocol. How-

ever, such a protocol cannot be used directly in realis-

tic communication because of the potential eavesdrop-

ping. Furthermore, practical communication channels

are noisy so that a QKD protocol should be of toler-

able noise.

3. Two-way quantum dense key

distribution with double check

modes

In the dense coding protocol, the travel qubit is

sent from Bob to Alice first. Then it will be sent

back to Bob after Alice’s encoding operations. Thus,

an eavesdropper may attack the travel qubit either in

the line B → A or in the line A → B. In this case,

security of the communication has to be ensured both

in line B → A and in line A → B. That is, double

check modes are necessary to ensure the security of

the communication.

In order to improve the security of communica-

tion, we have to modify the communication with two

additional check modes. The modified protocol is de-

scribed as follow (See Fig.1.):

(1) Bob creates n EPR pairs in the state

(|ψ−〉)⊗n.

(2) Bob selects a random m-bit string b, and se-

lects m EPR pairs. He performs a Hadamard trans-

form on the travel qubit of each selective EPR pair in

which b is 1.

(3) Bob sends each travel qubit of his n EPR pairs

to Alice.

(4) Alice receives n qubits and announces this

fact.

(5) Bob announces the bit string b, and which m

EPR pairs are the bits to be checked.

(6) Alice performs Hadamard transform on the

qubits where b is 1.

(7) Bob and Alice each measure their half of m

check EPR pairs in |0〉 and |1〉 basis. If there are too

many of these measurements to agree with each other,

they abort the protocol (This is the first check mode:

verify the fidelity of the EPR pair.)

(8) Alice encodes her information on the encoding

qubits and returns them to Bob.

(9) Bob performs Bell-basis measurement on each

EPR pair to draw Alice’s information.

(10) Alice publishes some of her key bits. Bob

compares Alice’s announced measurements with his

measurements to obtain the quantum bit error rate

(QBER). If the QBER is higher than the threshold

d0, they abort the protocol (This is the second check

mode.). If both the fidelity and the QBER are normal,

Alice and Bob will use their encoding bits to gener-

ate a raw key. Having made error-correcting and pri-

vacy amplification, they can obtain the secure final

key. The threshold d0 will be calculated later.

Fig.1. Sketch of our two-way communication scheme.
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4. Security proof

We now prove that this double check communi-

cation protocol described above is a secure QKD pro-

tocol. Since ρ±A := trB{|ψ±〉〈ψ±|} = trB{|φ±〉〈φ±|},
the eavesdropper-Eve cannot distinguish each of Bell

states if she attacks the travel qubit only after Alice’s

encoding operation. So she has to attack the travel

qubit in the line B → A first. After Alice’s encoding

operation, she performs a measurement attack in the

line A → B to obtain Alice’s encoding message. The

most general idea of Eve’s attack in the line B → A

can be described as follows. When a qubit propagates

from Bob to Alice, Eve can let a system chosen by her,

called a probe (ancilla), interact with this qubit. Eve

can freely choose the initial state of the probe, and the

interaction. But she should obey the laws of quantum

mechanics. After the interaction, Eve forwards the

qubit to Alice. Then the EPR pair is entangled with

Eve’s probe. Suppose that the state of the EPR pair

Bob and Alice share becomes ρ under Eve’s interac-

tions (ρ is a mixed state now.). In the line A → B,

Eve will perform a joint measurement on the travel

and her probe to draw Alice’s encoding information.

It has been proven that information Eve can gain IE

in the line A → B is determined by the fidelity f of

the state |ψ−〉 and ρ.[10] Suppose

F (|ψ−〉, ρ)2 = 〈ψ−|ρ|ψ−〉 = f, (3)

where F (|ψ−〉, ρ) is the fidelity of |ψ−〉 and ρ; 0 ≤ f ≤
1. Therefore, the entropy of ρ is bounded by the en-

tropy of a diagonal density matrix ρmax with diagonal

entries f , (1 − f)/3, (1 − f)/3, and (1 − f)/3.[10] The

entropy of ρmax is

S(ρmax) = −f log2 f − (1 − f) log2

1 − f

3
. (4)

Thus, we can conclude that information Eve can gain

IE(f) is tightly bounded by S(ρmax), i.e. IE(f) ≤
S(ρmax). Hence, the information Eve can gain is de-

termined by the fidelity f .

Alice and Bob can verify the fidelity F (|ψ−〉, ρ)
by using their local measurements and classical com-

munication. One property of |ψ−〉 is that |ψ−〉 =
1√
2
(|0〉|1〉 − |1〉|0〉) = 1√

2
(|+〉|−〉 − |−〉|+〉), where

|+〉 = 1√
2
(|0〉 + |1〉), and |−〉 = 1√

2
(|0〉 − |1〉). In the

realistic channel, noises will cause bit flip and phase

flip of the travel qubit. The bit flip could be found out

when Alice and Bob measure their qubits in the basis

|0〉, |1〉 directly. Note that for the EPR pairs where

b = 1 in our protocol. Alice and Bob can effectively

measure them in the basis |+〉, |−〉 rather than the

|0〉, |1〉 basis. From the relations

|φ+〉〈φ+| + |φ−〉〈φ−| = |00〉〈00| + |11〉〈11|,

|ψ+〉〈ψ+|+ |φ+〉〈φ+| = |++〉〈++ |+ |−−〉〈−− |, (5)

we know that the rates of bit flip errors and of phase

flip errors that Alice and Bob estimate from their mea-

surements on check qubits are the same as those esti-

mated by using Bell-basis measurements.[6]

Now we consider the security authentication in

the second check mode. Bob’s mean information gain

on Alice’s bit, IAB , equals their relative entropy de-

crease: IAB = Ha priori −Ha posteriori.
[1] The a posteri-

ori entropy must be averaged over all possible results

r:

Ha posteriori =
∑

r

p(r)H(i|r), (6)

where

H(i|r) = −
∑

i

p(i|r) log2[p(i|r)],

p(i|r) =
p(r|i)p(i)
p(r)

,

with p(r) =
∑

i p(r|i)p(i). In practice, probabilities of

Alice’s four encoding operations are identical. In this

case, Alice’s a priori bits are two, i.e. Ha,priori = 2.

Consequently, information Bob can draw from his

measurements is that

IAB = 2 −Ha posteriori. (7)

A realistic quantum channel is noisy. The presence of

noises can cause bit errors. So Alice and Bob should

estimate the QBER in the second check mode. After

Bob’s decoding measurements, Alice should publish

some of her key bits to obtain the QBER. Suppose the

verified QBER to be d. Thus, Bob can obtain Alice’s

correct message with probability 1 − d, and he gains

the wrong message with probability d. The maximal

value of Ha posteriori is that

Hmax
a posteriori = −(1 − d) log2(1 − d) − d log2

d

3
. (8)

Thus, the mutual information between Alice and Bob

is

IAB(d) = 2 −
[

−(1 − d) log2(1 − d) − d log2

d

3

]

. (9)

In QKD, privacy amplification can be implemented if

and only if IAB(d) > IE(f).[1] Consequently, the nec-

essary and sufficient condition for the secure final key

is

− (1 − d) log2(1 − d) − d log2

d

3



No. 10 Unconditional secure two-way quantum dense key distribution 2865

− f log2 f − (1 − f)log2

1 − f

3
< 2, (10)

where 0 ≤ d ≤ 1 and 0 ≤ f ≤ 1. This is the nec-

essary and sufficient condition of the security of the

final key. We show a numerical solution of Eq.(10)

in Fig.2. Thus, we have presented an unconditional

secure condition for the double check communication

protocol with dense coding feature.

Fig.2. Security authentication. Security of the communi-

cation is ensured by Eq.(10), IAB(f) > IE(d). For exam-

ple, when the QBER in the second check is d0, it requires

that f > f0 to ensure the security of the communication.

In other words, if Alice and Bob find out the fidelity to

be f0, they will continue their protocol if and only if the

QBER in the second check mode is d ≤ d0.

5. Deterministic encoding in

lossy channel

In fact, our scheme can be modified as a QSDC

protocol which is similar to that in Ref.[10]. Con-

sider that realistic quantum channels are lossy so

that a QSDC scheme may not be used. In QSDC

protocols,[9−12,18] having received Bob’s photon, Al-

ice performs an encoding operation in message mode.

However, if the quantum channels are lossy, it is dif-

ficult for Alice to encode her message accurately. Eve

if Alice knows the exact time when Bob sends the

travel photon and the time when the travel photon

should arrive, she cannot judge whether an arriving

photon pulse is empty or not for the quantum channel

losses. Thus, Alice’s encoding operation is unsuccess-

ful when the photon pulse is empty. This implies that

information transmission is not “deterministic” any

longer. However, this problem can be overcome with

quantum teleportation (QT) or entanglement swap-

ping (ES). In Fig.3, when an arriving photon pulses

arrives, Alice performs Bell basis measurement in mes-

sage mode. If the arriving pulse is empty, then Alice’s

Bell basis measurement will fail so that she does not

perform the encoding operations. Only when the Bell

basis measurement is successful can Alice encode her

message. Therefore, with the QT or ES, Alice can

encode her message with unitary probability, i.e. in-

formation can be transmitted in a deterministic way

even if the quantum channel is highly lossy.

Fig.3. The simplest scheme of the probabilistic Bell state measurement with a beam splitter and two single-photon

detectors. Only when the travel is detected in the Bell basis measurement can Alice encode her secret message.

6. Summary and discussion

Our scheme is an improvement on the one in

Ref.[10]. Reference [10] indicates that dense coding

can be used as quantum secure direct communica-

tion in an ideal channel, and it only presents the rela-

tion between the fidelity in the first check mode and

the information Eve can gain. In fact, both Refs.[10]



2866 Lü Hua et al Vol. 16

and [13] offer the secure direct communication proto-

cols that can be used only in ideal quantum channels.

However, we have presented a two-way QKD scheme

with dense coding character. Having compared our

scheme with those in Refs.[10] and [13], we should

point out that our scheme can be used in a noisy and

lossy channel.

In summary, we have presented a double check

mode quantum dense coding protocol. Our scheme

needs quantum information storage which has been

discussed in Ref.[19]. We have shown that our com-

munication scheme is secure in the presence of noise.

We have presented a modified scheme which can help

us to encode the secret message with unitary proba-

bility when the quantum channel is lossy. Therefore,

our two-way quantum dense coding scheme with dou-

ble check modes is secure and deterministic regardless

of the presence of noises and channel losses.
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