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Using the generalized Bell states and quantum gates, we introduce a quantum encryption scheme of d-level states

(qudits). The scheme can detect and correct arbitrary transmission errors using only local operations and classical

communications between the communicators. In addition, the entanglement key used to encrypt can be recycled. The

protocol is informationally secure, because the output state is a totally mixed one for every input state ρ.
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1. Introduction

The role of cryptography is to keep the data trans-

mitted between the communicators unintelligible to a

third party, and to prove that the message has not

been changed in transmission. In a classical situa-

tion, one-time-pad[1] is the only known scheme that

has unconditional security, and it requests a random

bit string to encrypt, whose length is equal to the

length of message. Therefore, how Alice and Bob can

possess a secret key, while being sure that Eve does

not have even partial information about it, becomes

one of the main tasks of cryptography. Quantum key

distribution (QKD) based on the quantum mechanics

principle comes into being just for this work,[2−5] and

it is the best one that can implement the above task up

to now. Since the first QKD protocol[2] was proposed,

quantum cryptography, as one branch of quantum in-

formation, has become more and more popular and

mature in both theory and experiment. However, the

study on the quantum analogue of the two well-known

encryption schemes, which we call private-key and

public-key schemes respectively, is insufficient com-

pared with their classical counterparts. In Refs.[6,7],

some results about quantum public-key cryptography

were given, the algorithm of which may be practical

only after a certain quantum algorithm (e.g. Shor’s

discrete logarithm problem) is efficiently realized on

a quantum machine. In Refs.[8–14], some protocols

about quantum private-key encryption were proposed,

and the algorithms of them are relatively easy to im-

plement. In this paper, we focus our interest on quan-

tum private-key cryptography. That is, Alice and Bob

share some secret key K, which can be classical bits or

quantum states. Alice uses her half part of K to en-

crypt the message M into the cipher C through some

quantum operations, and Bob uses his half part of K

to recover M from C using the reversible operations.

In particular, we use entanglement as the key in this

paper.

In Ref.[14], Leung proposed a kind of quantum

Vernam cipher for two-level systems, which is looked

upon as the quantum analogue of the classical one-

time-pad. Furthermore, it is shown that this scheme

has two intriguing properties: (i) the quantum key

can be recycled; (ii) any transmission error can be de-

tected and corrected.

Generally speaking, two-level systems are compe-

tent for almost all quantum cryptography protocols.

However, as far as quantum hardware is concerned,

a bigger Hilbert space becomes indispensable. There-

fore, the d-level system has significant advantage over

the two-level one, because it is well known that cou-

pling qubits becomes more difficult with the number

of qubits increasing,[15] and bigger Hilbert spaces can
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be made by coupling fewer d-level systems than the

two-level ones. In addition, in most situations, Eve’s

eavesdropping introduces a higher error rate in d-level

protocol than in the corresponding two-level one.[10,16]

Moreover, the scheme in a dimension-free context is

universal. The aim of this paper is to implement the

quantum Vernam cipher in d-level systems, and main-

tain the above two properties at the same time.

The rest of this paper is organized as follows. In

Section 2, we review the generalized Bell states and

some of the basic gates, which have been given inde-

pendently in Refs.[16–18]. In Section 3, we present

the d-level quantum encryption scheme and show it is

informationally secure. We show how the scheme can

correct arbitrary transmission errors as well as recycle

the key used to encrypt with semantically security in

Section 4. And we give our conclusions in Section 5.

2. States and gates for d-level sys-

tems

For qudits, the computational basis is {|k〉}, with

k = 0, 1, ..., d−1, and its dual under Fourier transform

is {|l̄〉} with |l̄〉 = 1√
d

∑d−1
k=0 ζ

kl|k〉, where ζ = e 2πi /d.

A general state in a d-level system can be expressed as

|ϕ〉 =
∑d−1

i=0 αi|i〉, where
∑d−1

i=0 |αi|2 = 1. The gener-

alization of the familiar Bell states, which is a set of d2

maximally entangled states, forms an orthonormal ba-

sis for the space of two qudits. Their explicit forms are

|ψ(m,n)〉 = 1√
d

∑d−1
j=0 ζ

jn|j, j +m〉, where m and n

both run from 0 to d−1. Note that all the computation

in the kets must take modulo d here. The unitary op-

erators Um,n, defined as Um,n =
∑d−1

k=0 ζ
kn|k +m〉〈k|,

form a group of qudit error operators generalizing the

Pauli errors for a two-level system, where m labels

the shift error and n labels the phase error. That is,

Um,0 =
∑d−1

k=0 |k +m〉〈k| refers to the shift error alone,

and U0,n =
∑d−1

k=0 ζ
kn|k〉〈k| refers to the phase error

alone. In particular, R ≡ U1,0 =
∑d−1

k=0 |k + 1〉〈k| and

P ≡ U0,1 =
∑d−1

k=0 ζ
k|k〉〈k| are the generalized X gate

and Z gate for the two-level system, respectively. Note

that the operators Um,n are not necessarily Hermitian.

For example, according to the definitionR|j〉 = |j + 1〉
and P |j〉 = ζj |j〉, while R−1|j〉 ≡ L|j〉 = |j − 1〉 and

P−1|j〉 ≡ N |j〉 = ζ−j |j〉. The generalized Hadamard

gate is

H ≡ 1√
d

d−1∑

i,j=0

ζij |i〉〈j| ,

which can change any computational basis into its

dual basis.

For any unitary operator U , the controlled gate

Uc that acts on the second qudit conditioned on the

first qudit is Uc(|i〉 ⊗ |j〉) = |i〉 ⊗ U i|j〉, For example,

Rc(|i〉⊗ |j〉) = |i〉⊗ |j + i〉, Lc(|i〉⊗ |j〉) = |i〉⊗ |j − i〉,
Pc(|i〉 ⊗ |j〉) = |i〉 ⊗ ζij |j〉, and Nc(|i〉 ⊗ |j〉) =

|i〉 ⊗ ζ−ij |j〉. If we consider the effect of above four

controlled gates on the second qudit only, they are

equivalent to Ui,0|j〉 = |j + i〉, U−i,0|j〉 = |j − i〉,
U0,i|j〉 = ζij |j〉, and U0,−i|j〉 = ζ−ij |j〉 respectively.

For convenience, in what follows, we will use the lat-

ter expression.

3. Quantum encryption scheme

for d-level states

In this section we implement the quantum Ver-

nam cipher[14] in d-level systems and perform further

analysis of the method.

3.1. The d-level quantum Vernam cipher

We use generalized Bell states as the key in our d-

level scheme. The fundamental unit of entanglement

for d-level systems is an ‘edit’.

Fig.1. The d-level quantum Vernam cipher to send

one qudit. Time runs from left to right. The symbols

A, B, and E stand for Alice, Bob, and Eve and denote

the owners of the registers.

To send a qudit given by |ϕ〉 =
∑d−1

i=0 αi|i〉, Alice and

Bob previously share two edits (a1, b1) and (a2, b2),

both of which are in the form of

|ψ(0, 0)〉 =
1√
d

d−1∑

j=0

|j〉|j〉 ,

where Alice possesses a1 and a2, Bob possesses b1 and

b2. In the following, we refer to the register for the
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sending message qudit as s. As illustrated in Fig.1,

the initial states of Alice and Bob are

|Φ0 〉 =|ψ(0, 0)〉a1,b1 |ψ(0, 0)〉a2,b2 |ϕ〉s

=
1

d

d−1∑

i,j,k=0

αk|i〉a1
|i〉b1 |j〉a2

|j〉b2 |k〉s .

Alice applies Rc to s conditioned on a1, followed by

applying Pc to s conditioned on a2, then |Φ0 〉 arrives

at

|Φ1 〉 =
1

d

d−1∑

i,j,k=0

αk|i〉a1
|i〉b1 |j〉a2

|j〉b2ζj(k+i)|k + i〉s .

When Bob receives s, he applies Nc to s conditioned

on b2 followed by applying Lc to s conditioned on b1,

then

|Φ1 〉 →
1

d

d−1∑

i,j,k=0

αk|i〉a1
|i〉b1 |j〉a2

|j〉b2

⊗ ζj(k+i)ζ−j(k+i)|k + i〉s

→ 1

d

d−1∑

i,j,k=0

αk|i〉a1
|i〉b1 |j〉a2

|j〉b2 |k + i− i〉s

= |Φ0 〉 ,

thus Bob obtains |ϕ〉. To send an n-qudit state

|Ψ〉, the one-qudit protocol is applied ditwise, as

long as Alice and Bob share 2n edits named as

(a1, b1), ..., (ai, bi), ..., (a2n, b2n).

3.2. Informational security of the

scheme

When Alice sends one qudit given by the den-

sity matrix ρ =
∑d−1

m,n=0 αmα
∗
n|m〉〈n| to Bob, they

use two edits both given by |ψ(0, 0)〉. Since s is the

only register that carries the transmitted qudit, here

we consider the effect of the controlled gates on s only,

and use Ui,0 and U0,j to express the controlled-shift

gate (Rc) and controlled-phase gate (Pc), respectively.

From Eve’s point of view, Alice is sending

ρ′ =
1

d2

d−1∑

i,j=0

U0,jUi,0ρU
†
i,0U

†
0,j

=
1

d2

d−1∑

i,j,m,n=0

αmα
∗
nζ

j(m−n)|m+ i〉〈n+ i|

=
1

d

d−1∑

i,m=0

αmα
∗
m|m+ i〉〈m+ i|

=
1

d
[|α0|2 + · · · + |αd−1|2][|0〉〈0|

+ |1〉〈1| + · · · + |d− 1〉〈d− 1|] =
I

d
,

which is independent of the input state ρ, and the

third equation is obtained by summing over j and us-

ing the identity 1
d

∑d−1
j=0 ζ

jn = δ(n, 0). To send an

n-qudit state ρ with the kth qudit ρk, the one qudit

scheme is applied ditwise. Let K be a 2n-edit key

with every two edits forming a block, and let the kth

block denote the two-edit key acting on the kth qudit.

The state from Alice to Bob is ρ′ = UKρU
†
K , where

UK = ⊗kU
k
0,jU

k
i,0, and for any k ∈ {1, 2, ..., n}, i and j

are some certain values from {0, 1, ..., d− 1}. Uk
i,0 and

Uk
0,j

express Rc and Pc on the kth qudit respectively.

From Eve’s point of view, the n-qudit state ρ′ is

ρ′ =
1

d2n

∑

K

UKρU
†
K

=
1

d2n
⊗n

k=1

d−1∑

i,j=0

Uk
0,jU

k
i,0ρ

k(Uk
i,0)

†(Uk
0,j)

† =
1

dn
I⊗n .

Then according to Ref.[9], because the output

state ρ′ is the totally mixed state 1
dn I

⊗n for every

input state ρ, the scheme is informationally secure.

4. Error correction

In the absence of eavesdropping, the circuit in

Fig.1 acts trivially, so the message qudit is recovered,

and the edit key is regenerated. In the following, we

assume that during the transmission, Eve can take

control of the sending qudit and thus introduce errors

to it. Without loss of generality, we can represent

the general errors with Pauli errors such as Um,n de-

fined above. We will show that the d-level quantum

encryption scheme can detect and correct any Pauli

error appearing on the transmitted qudit. Firstly, in

a similar way to that in Ref.[14], we have the following

four basic error patterns (see Fig.2).

These four circuits are very simple, and here we

only explain the last one as an example. Without loss

of generality, let the message be |ϕ〉 =
∑d−1

i=0 αi|i〉.
Ordering the registers as (a, b, s), the system has an

initial state |ψ(0, 0)〉|ϕ〉 = 1√
d

∑d−1
i,j=0 αi|j〉|j〉|i〉. Then

the state changes as follows:

→ 1√
d

d−1∑

i,j=0

αi|j〉|j〉ζji|i〉 (1)

→ 1√
d

d−1∑

i,j=0

αi|j〉|j〉ζji|i+m〉 (2)
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→ 1√
d

d−1∑

j=0

ζ−jm|j〉|j〉
d−1∑

i=0

αi|i+m〉 , (3)

which describes the encoding Eq.(1), an error Um,0

that has appeared on the message register s Eq.(2),

and the edit key and message state after decoding

Eq.(3). As can be seen after Bob’s decoding, the mes-

sage qudit and the edit key are disentangled. Sum-

ming up the above four situations, we find the effect

of errors in the d-level Vernam cipher when sending

one qudit (see Fig.3).

Fig.2. The entire four possible error patterns when

Alice and Bob use an edit |ψ(0, 0)〉 to send a message

qudit: (a) A Um,0 error in the transmitted cipher-text

propagates to the decoded message; (b) A U0,n er-

ror in the transmitted cipher-text propagates to the

decoded message; (c) A U0,n error in the transmit-

ted cipher-text propagates to the decoded message to-

gether with a U0,n error on the edit key; (d) A Um,0

error in the transmitted cipher-text propagates to the

decoded message together with a U0,−m error on the

edit key.

A Um,0 error on the transmitted cipher-text prop-

agates to the decoded message together with a U0,−m

error on b2, changing (a2, b2) from |ψ(0, 0)〉 to

|ψ(0,−m)〉 =
1√
d

d−1∑

j=0

ζ−jm|j〉|j〉 .

Likewise, a U0,n error on the transmitted cipher-text

changes (a1, b1) from |ψ(0, 0)〉 to

|ψ(0, n)〉 =
1√
d

d−1∑

j=0

ζjn|j〉|j〉 ,

and a Um,n error turns (a1, b1) to |ψ(0, n)〉 and (a2, b2)

to |ψ(0,−m)〉 (i.e. |ψ(0, d−m)〉) at the same time.

Alice and Bob can distinguish |ψ(0, n)〉 for any n ∈
{0, 1, ..., d− 1} by independently measuring their own

particles of the Bell state along {|l̄〉} basis, and com-

paring their results on a broadcast channel. Since

1√
d

d−1∑

j=0

ζjn|j〉|j〉 =
1

d
√
d

d−1∑

j=0

ζjn
d−1∑

i=0

ζ−ji |̄i〉
d−1∑

l=0

ζ−jl|l̄〉

=
1

d
√
d

d−1∑

j,i,l=0

ζj(n−i−l) |̄i〉|l̄〉

=
1√
d

d−1∑

i,l=0

|̄i〉|l̄〉 ,

where the last equation is obtained by summing over j

and it holds iff n = (i+ l) mod d. Therefore, when Al-

ice and Bob announce their measurements, they know

the value of n. According to the form the two-edit

key has changed into, they know the associated error

appearing on the message, and then they can correct

it using local unitary operations. The same argument

applies to transmitting n qudits.

Fig.3. The overall possible error patterns in the d-

level Vernam cipher.

Up to now, we have shown that the d-level Ver-

nam cipher can correct any Pauli error. According to

Ref.[14], the scheme can correct arbitrary errors; when

many qudits are sent, it is possible to use less entan-

glement (edit) for correcting errors with high proba-

bility. The remaining Bell states can be recycled with

semantic security.
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5. Conclusions

In this paper, we have presented a quantum en-

cryption scheme for d-level states, which is in fact an

implementation of the quantum Vernam cipher in d-

level systems. By showing that the transmitted state

is a totally mixed state, we have proved that the

scheme is informationally secure. Furthermore, by

showing that the scheme can correct any Pauli error

such as Um,n, we have shown that the scheme can cor-

rect arbitrary errors on the transmitted message, and

the entanglement key used to encrypt can be recycled

with semantic security.
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