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We investigate schemes for quantum secret sharing and quantum dense coding via tripartite entangled states.

We present a scheme for sharing classical information via entanglement swapping using two tripartite entangled GHZ

states. In order to throw light upon the security affairs of the quantum dense coding protocol, we also suggest a secure

quantum dense coding scheme via W state by analogy with the theory of sharing information among involved users.
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1. Introduction

Quantum entanglement is regarded as a key re-
source for many tasks in quantum information pro-
cessing and quantum communication. Quantum se-
cret sharing (QSS) and quantum dense coding
(QDC) are two of its most striking applications.
QSS is a process securely distributing private key
among three or multiple parties. If and only if they
are in cooperation with each other, they can decode
the secret message. Meanwhile, if one of them is dis-
honest, the honest guy may keep the dishonest one
from doing any damage. There are three main appli-
cations of QSS: distributing a private key among many
parties, sharing a classical secret directly and sharing
quantum information. QDC is a process of sending
two classical bits (cbits) of information from a sender
(Alice) to a remote receiver (Bob) by sending only a
single qubit. It works in the following way. Initially,
Alice and Bob share a maximally entangled state. The
first step is an encoding process where Alice performs
one of the four local operations on her qubit. Then
she sends the qubit to Bob. The last step is a de-
coding process. After Bob has received the qubit, he
can identify the local operation of Alice by using only

local operations. Recently, due to their promising ap-
plications in quantum communication, QSS and QDC
attract more and more public attention both theoret-
ically and experimentally.

Quantum entanglement is a novel result of the
superposition principle in quantum mechanics, and it
attracts overwhelming attention in the newborn sub-
ject of quantum information.!'~4 It is well known
that multipartite qubits can be entangled in differ-
ent inequivalent ways, for a tripartite entangled quan-
tum system, it falls into two types of irreducible
entanglements,l®) that is, GHZ and W type states.
The motivation of classifying entangled states is that,
if the entanglement of two states is equivalent, then
the two states can be used to perform the same task,
although the probability of successfully performing the
task may depend on the degree of entanglement of the
state. GHZ state is a well-established qualified candi-
date for QSS, and we present here a scheme for QSS
via entanglement swapping with two tripartite entan-
gled GHZ states in Section 2. But, in the branch of
QSS, most schemes utilize the GHZ-type state, and
completely neglect the counterpart type. The W-type
state is also a promising candidate for quantum com-

munication schemes and other tasks in quantum in-
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formation processing. In order to throw light upon
the security affairs of the quantum dense coding pro-
tocol, we also suggest a secure QDC scheme via W
state in Section 3. We refer to the secure QDC as
a process securely distributing information via QDC
among many parties in a way only when they are in
cooperation with each other they can read the dis-
tributed information. The secret message is imposed
by local unitary operations and split into two users
via a tripartite entangled W state. Thus the scheme
may be regarded as a combination of QSS and QDC.
This paper ends with a conclusion in Section 4.

2. QSS via entanglement swap-
ping

Entanglement swapping!®!

is a method of enabling
one to entangle two quantum systems that do not
have direct interaction with each other. Based on it,
many applications in quantum information have been
found. Entanglement swapping is also used in QSS
protocols.[":8] Here, we present an alternative scheme
for QSS via two tripartite entangled GHZ states. Our
scheme, based on identifying only Bell state and the
tripartite quantum channel, can be checked simulta-
neously by using the tripartite entangled GHZ state.

Suppose that Alice wants to send secret informa-
tion to a distant agent Bob. As she does not know
whether he is honest or not, she makes the informa-
tion shared by two users (i.e. Bob and Charlie). If and
only if they are in collaboration with each other, both
users can read the information, furthermore, individ-
ual users each could not do any damage to the pro-
cess. Here, we assume that the communication over
a classical channel is insecure, which means that we
cannot use the simplest method of teleportation® to
distribute the information. Of course, one could also
fulfil the task by using standard quantum cryptogra-
phy, but, on average, it requires more resources and
measurements.[®) Assume that Alice initially possesses
two tripartite entangled qubits and they are both pre-
pared in the GHZ-type entangled state

[¥)1,2,3 = 1/v/2(|000) + [111))1 2.3,
[¥)a5,6 = 1/v2(|000) + [111))45.6, (1)

where qubits 1 and 4 belong to Alice, and qubits 2,
5 and 3, 6 are sent to Bob and Charlie, respectively.
After she confirms that Bob and Charlie both have
received their qubits, the QSS process acts as follows.

(1) Security checking. In terms of security check-
ing, Refs.[1] and [10] have already proved that the
nonlocal correlation with a tripartite entangled state
can perfectly detect any eavesdropping or dishonest
in the process. Only when they confirm by checking
the result that there is no eavesdropper existing in the
channel, can they proceed to encode the secret mes-
sage, or will the QSS process be aborted and start a
new round of security checking.

(2) Secret encoding. The secret encoding process
is achieved by local operations on one of the qubits on
Alice’s side, which is similar to the encoding process
of QDC.[2! Initially, the combined state of the 6 qubits
is

[¥) = 1/2(leee) + |999))1,2,3(leee) +ilggg))ase (2)
Alice performs randomly one of the following four lo-
cal operations: {I, o7, io¥, 6%} on one of her qubits
(representing two-bit classical information), e.g. on
qubit 1, which leads the initial state to
L @) =1/2(/000) + [111));1,5,5(/000) + [111)) 45,6

=V2/4[| 8} )(1955)| 9 6) + | 95.5)| 836))
1000 (195 5) B30 + | 935)] 81 )
HP DTN T36) + V55 P56))
(0| B o) + [ 2 ) T )],

o7|¥) =1/2(]100) + [011))1.2,5(|000) + |111))45,6
=V2/4[(1955)| U56) + | ¥a5) | U3 6))
— 9L 95)| s 6) + 1955 P36))
101955 P55) + P35) P56))
— 1900 (1935)| B56) + 95 5)| P6))],

iot|¥) =1/2(]100) — |011))12,3(|000) + [111))45,6
=V2/4]| &) (| 55) | Ws 6) + | W3 5)| Us))
— P15 36) + | ¥a5) ¥56))
— 9D 055) | Ws6) + | W5 5) U3'6))

— 1) (95 T5) + [ o) P36))), (3¢)

o1|¥) =1/2(]000) — [111))1,2,3(]000) + [111))4,5,6
=V2/4[| 8} ) (195 5)| 85.6) + | 3.5)| 836))
+ 1200 (1925) | P36) + | P25) P36))
HL (1255 D36) + | D5)956))
1900 (1235)| 85 6) + 195.5) ] D5.6))];
where |®%); ; = 1/3/2(|00) £ [11))g; and |F*); ; =

1/+/2(]01) £ |10))x,; are the four Bell states and
(F, 7)=(1,4), (2,5) or (3,6).

(3d)
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(3) Secret extracting. Obviously, one can see that
there is an explicit correspondence between the lo-
cal operation and the Bell-state measurements of the
That is,
Bob and Charlie of her measurement through a public

three users from Eq.(3). if Alice informs
channel, then the two users in cooperation can read
the secret message. For example, if the declared mea-
surement of Alice is |®; ,), the measurement of Bob is
|¢£ ) and he informs Charlie of his result, then Char-
lie knows the local operation of Alice from his local
measurement, i.e. |®;4) — of and |d5;:6) — 1.

In this way, we have presented a three-party QSS
scheme based on quantum entanglement swapping and
identification of Bell states. With the measurements,
they can identify Alice’s operation on the qubit 1. So
the two users share two bits of classical information
from Alice. This is very reasonable, in the protocols
in Ref.[1], they adopt one tripartite entangled GHZ
state and thus can only shares one bit information
between Alice and Bob.

Now we turn to discussing the security of our
scheme.

(1) If there is an eavesdropper who has been able
to entangle an ancilla with the quantum channel, and
later he can measure the ancilla to gain information
about the measurements from the legal users. How-
ever, Hillery et all!l show that if this entanglement
does not introduce any errors into the procedure, then
the state of the system is a product of the GHZ state
and the ancilla, which means that the eavesdropper
could gain nothing about the measurements on the

triplet from observing the ancilla.

(2) Assume that one of the users is the eaves-
dropper, say Bob, who wants to obtain Alice’s infor-
mation without the cooperation with the third party
and without being detected. If he can always reveal
his measurements after Alice and Charlie, then he can
succeed in cheating the other two users.['?) But this
can be easily avoided: Alice can require the two users
to declare their measurements in turn or even in ran-

dom order.

(3) Bob can also obtain the qubit that Alice sends
to Charlie, and sends Charlie a qubit that he has pre-
pared before hand in order to read Alice’s message
without Charlie’s help. As Bob does not know Alice’s
measurements beforehand, thus the qubit he sent to
Charlie is not in the correct quantum state. By check-
ing the measurements with Alice publicly, the eaves-
dropping behaviour of Bob can be detected.

3. Secure QDC via W state

QDC, despite of its novel capacity in terms of
sending classical information, should be very deliber-
ately used for the sake of security in the process, that
is, the receiver Bob can always use the information
willingly. Now, the question arises: does any secure
QDC scheme exist? We note that QSS is likely to
play an important role in protecting secret quantum
information. In this section, we present a secure QDC
scheme via a W state.

Alice, Bob and
Charlie, share a tripartite entangled that was prepared

Assume the three parties, i.e.

in the following W state in advance:
[¥)1,2, = 1/V3(/001) + [010) +[100))1,2,3,  (4)

where particles 1, 2 and 3 belong to Alice, Bob and
Charlie, respectively.

(1). Information encoding. Alice performs one of
the four local operations {I,¢0%,ic¥, 0%} on her qubit,
which represent two-bit classical information. These
operations will transform the state (4) into

| (l001) ) )
[1h)2 = 1/v/3(|101) 4 [110) + [000)
l1h)s = 1/+/3(|101) + [110) — |000)
[$)a = 1/V3(|001) + [010) —

Now the information is encoded into the pure entan-

1 = 1/v/3(]001) 4 |010) + [100))1 2,3, 5a

)
)2
)

3

) )
)1,2,3; 5b)
|000))1 2,3, (5¢)
1100))1,2,3. (5d)

gled state, which is shared among the three parties.

(2). Qubit transmission. Alice sends her qubit to
one of the two receivers (say Bob), we will latter find
out the party that Alice sends her qubit to is not arbi-
trary. After the party receives the qubit, he will have
a high probability of successful cheat compared with
another party that is not involved in the QDC pro-
cedure. So, Alice would send her qubit to the party,
which is less likely to cheat in the process.

(3). Information extracting. Assume that Bob se-
lected above has received Alice’s qubit, then the state
in Eq.(5) can be rewritten as

|9)1 =1/V6(| 2 5) + | 91,))[1)s
+V/2/31975)[0)s, (6a)

| @)2 =1/V6(|915) + [ ¥15))]1)s
+/2/319,)(0)s, (6b)

|@)s =1/V6(| 1t,) + | #7,))[1)s
+/2/3 D1 ,)|0)s, (6c)
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|0)s =1/V6(| D)) + | D1,))1)s
+/2/3|01,)[0)s,

where |¢f2> and | !Pli2> are the four Bell states of par-

(6d)

ticles 1 and 2. Obviously, one can see from Eq.(6)
that if Bob’s measurement is |1)3 then the QDC pro-
cess fails. If Bob’s measurement is |0)3 then there is
an explicit correspondence between Alice’s operation
and the measurements of the two receivers. Thus if
they are in cooperation with each other, both of them
can obtain the information. So, our scheme is a prob-
abilistic one, with the successful probability P = 2/3.

But if they do not choose to cooperate with each
other, neither of the two users could obtain the infor-
mation by local operation in a deterministic manner.
Now, let us turn to the case that they do not choose
to cooperate with each other. If Charlie lies to Bob,
Bob also has a probability of 2/3 to obtain the cor-
rect information, so the successful cheat probability of
Charlie is 1/3. Conversely, Charlie only has a prob-
ability of 1/4 to have the correct information, so the
successful cheat probability of Bob is 3/4. This is the
point that we have mentioned in Step 2, that is, he
who received Alice’s particle has a high probability of
successful cheat compared with the party who is not
involved in the process (see Eq.(6)).

We also note that the scheme can be generalized
to the case of multi-users providing Alice possesses a
multipartite entangled state. Suppose that she has a

(N+1)-qubit entangled state, qubits 2, 3, ---(N+1) are
to N users, respectively. After she confirms that each
of the users has received a qubit, she then operates
one of the four local measurements on the qubit 1.
After that, the two-cbit information is encoded into
the (N+1)-qubit entangled state.
her qubit to one of the remaining N users. Again, he

Later, she sends

who has received the qubit will have a high probabil-
ity of successful cheat compared with the remaining
(N — 1) users. Only in cooperation with all the re-
maining users, can one obtain Alice’s information. In

this way, we set up a network for secure QDC via QSS.

4. Conclusions

We have investigated a QSS sharing protocol via
entanglement swapping using two tripartite entangled
GHZ states.
eration with each other, they can read the original

If and only if when they are in coop-

information. Any attempt to obtain the complete in-
formation of the state without the cooperation with
the third party cannot be succeed in a deterministic
way. We have also presented a scheme for secure QDC
with a tripartite entangled W state. The scheme is
probabilistic but secure one. If and only if they are in
cooperation with each other can they identify Alice’s
local operational. The two schemes based on identi-
fying only the Bell state are thus less demanding for
experimental demonstration.
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