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Secure quantum dialogue based on single-photon∗
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In this paper a quantum dialogue scheme is proposed by using N batches of single photons. The same secret

message is encoded on each batch of single photons by the sender with two different unitary operations, and then the

N batches of single photons are sent to the receiver. After eavesdropping check, the message is encoded on the one

remaining batch by the receiver. It is shown that the intercept-and-resend attack and coupling auxiliary modes attack

can be resisted more efficiently, because the photons are sent only once in our quantum dialogue scheme.
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As is known, quantum key distribution based

on quantum mechanics allows two remote legitimate

users to establish a shared secret key through the

transmission of quantum signals and use this key to

encrypt secret messages. Since Bennett and Brassard

proposed the standard BB84 QKD protocol[1] in 1984,

the development of quantum key distribution[2−11] has

attracted the attention of many researchers.

Recently, quantum secure direct communication

(QSDC) was proposed.[12−20] This is to transmit the

secret message directly without first establishing a

key to encrypt them. Boström and Felbinger[12] pre-

sented a ping-pong QSDC scheme by using Einstein–

Podolsky–Rosen (EPR) pairs. Deng and Long[18]

proposed a QSDC scheme by using four single pho-

ton states. Whereas, their schemes are only one-

way communication. In order to realize bidirectional

communication, Nguyen[21] presented a quantum di-

alogue scheme which enables both legitimate parties

to exchange their secret messages directly by using

EPR pairs. However, in his scheme, an eavesdropper

who adopts the intercept-and-resend attack strategy

can steal the secret messages without being detected.

Then Man et al
[22] modified the scheme, i.e. in the

control mode, the intercept-and-resend attack can be

detected by introducing and randomly choosing two

sets of measuring bases. Nevertheless, there is still

a hidden danger in the above schemes:[21,22] if there

were an eavesdropper in the quantum channel when

the message qubit is being sent, the messages would

be leaked inevitably to the eavesdropper who adopts

the intercept-and-resend attack strategy or coupling

auxiliary modes attack strategy.[23]

In this paper, we present a quantum dialogue

scheme based on N batches of single photons. In our

scheme, the sender Bob encodes the same message on

each batch of N batches of single photons, and sends

them to the receiver Alice in one go. Then Alice selects

randomly N − 1 batches of single photons to check,

together with Bob, the security of quantum channel

by using two different measuring bases. After assur-

ing the safety of the quantum channel, Bob encodes

his message on the remaining one batch to complete

the quantum dialogue. In Ref.[18], they send pho-

tons twice to realize one-way communication, while in

our scheme, we can realize bidirectional communica-

tion with photons being sent only once. Our scheme

can resist the intercept-and-resend attack and cou-

pling auxiliary modes attack more efficiently than that

in Refs.[21] and [22], because the photons are sent only

once and simultaneously in our scheme.

Initially, we write the four single photon states as

|α〉 = |0〉, |β〉 = |1〉,

|γ〉 =
1√
2
(|0〉 + |1〉), |δ〉 =

1√
2
(|0〉 − |1〉), (1)

where |0〉 and |1〉 are the horizontal and vertical po-

larization states respectively. I = |0〉〈0| + |1〉〈1|, and

iσy = |0〉〈1| − |1〉〈0| are two unitary operations act-

ing on one single photon, for example, I|α〉 = |α〉,
I|γ〉 = |γ〉, iσy|α〉 = |β〉, iσy|γ〉 = |δ〉. Alice and Bob

agree on that the two unitary operations are encoded
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information as

I −→ 0, iσy −→ 1. (2)

Now we describe the quantum dialogue process in

detail.

(1) Bob initially prepares N batches of single pho-

tons. Suppose each batch of single photons is com-

posed of many photons which are randomly in one of

the four states |α〉, |β〉, |γ〉, and |δ〉. Bob encodes

the same message on each batch of the N batches of

single photons by performing unitary operations I or

iσy, and sends them to Alice. The number of pho-

tons in each batch is determined by the length of the

message. For instance, if the message that Bob wants

to transmit is 0010, there should be four photons in

each batch of the N batches. Bob needs to encode the

message 0010 by performing four unitary operations

of I, I, iσy, I on the four photons in each batch respec-

tively. Thus, the states of the photons in each batch

all carry the message that Bob wants to transmit.

(2) Alice informs Bob that she has received the N

batches of photons. Then Alice and Bob check eaves-

dropping by the following procedures. Firstly, Alice

selects randomly N − 1 batches of photons from the

N batches and measures them by using one of the two

measuring bases {|0〉, |1〉} and { 1√
2
(|0〉+ |1〉), 1√

2
(|0〉−

|1〉)} randomly. Then Alice informs Bob of the posi-

tion, the measuring bases and measurement result for

each photon she has measured via a classical channel.

According to Alice’s measuring bases and measure-

ment results, Bob can know whether the eavesdrop-

per is in the line. If the error rate is higher than the

threshold, Bob concludes that the channel is not se-

cure, and aborts the quantum dialogue. Otherwise,

Alice and Bob continue to the next step.

(3) Alice encodes her message on the remaining

one batch. Then Bob informs Alice of the initial states

of each photon in the batch. Alice measures them by

using one of the two measuring bases in terms of the

initial state which Bob has told her and she reads out

Bob’s secret message.

(4) Alice announces her measurement results to

Bob. According to Alice’s measurement results and

the unitary operations performed by himself, Bob

reads out Alice’s secret message directly.

For example, if Bob initially prepares a single pho-

ton state in |γ〉, and performs the unitary operation

iσy, then Alice performs the unitary operation I on

it, so the single photon state becomes |δ〉, namely

I ⊗ iσy|γ〉= |δ〉. So Alice gets the measurement re-

sult |δ〉 of the single photon state. After knowing

the initial state that Bob has told her, Alice reads

out Bob’s secret message iσy(or 1) directly based on

her measurement result |δ〉 and the unitary operation

I performed by herself. Also, Bob can read out Al-

ice’s secret message I(or 0) directly based on Alice’s

measurement result |δ〉 and the unitary operation iσy

performed by himself. So the quantum dialogue is

completed successfully.

Now, we discuss the security of our scheme. In our

scheme, the initial state of each photon is randomly

prepared in one of the four states. After having en-

coded his message on each batch of the N batches,

Bob sends them to Alice. If the eavesdropper inter-

cepts the photons, sent from Bob to Alice, he cannot

get any useful message and his behaviour can be de-

tected undoubtedly, due to our introducing and ran-

domly choosing two sets of measuring bases to check

eavesdropping. We now consider another eavesdrop-

ping attack which we call subsection intercepting at-

tack here. We suppose that the eavesdropper is so su-

perior that he knows the length of the message (or the

number M of the photons in each batch). If we hap-

pen to prepare the initial state of the same sequence

number photon in each batch in the same state, then

the eavesdropper may intercept the first photon, the

second photon, the third photon, . . ., the Mth photon

from different M(M < N) batches respectively, when

the N batches of photons, on which the same message

has been encoded by Bob, are being sent from Bob

to Alice. Then the eavesdropper sends M false pho-

tons, prepared randomly in one of the four states, to

Alice (the error rate caused by the eavesdropper may

be concealed in the noise). After Alice’s encoding on

the remaining one batch of photons, Bob announces

the initial state of the photons, then the eavesdropper

measures the photons and she obtains Bob’s message.

After Alice’s measuring the batch of photons encoded

by herself and announcing the measurement results,

the eavesdropper obtains Alice’s message. Therefore,

in our scheme, the initial state of each photon in each

batch should be prepared in one of the four states ran-

domly to avoid this kind of eavesdropping.

In summary, we have proposed a quantum dia-

logue scheme for two legitimate parties to exchange

their secret messages directly by using single photons.

Compared with the previous dialogue schemes[21,22] in

which the photons are sent back and forth, our scheme

decreases the opportunity of being attacked in a noisy
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channel when the eavesdropper takes the intercept-

and-resend strategy or coupling auxiliary modes strat-

egy, because each batch of single photons is encoded

on with the same message respectively and sent only

once and simultaneously. So our scheme can resist

the intercept-and-resend attack and coupling auxiliary

modes attack more efficiently than the previous dia-

logue schemes. In addition, our scheme can also resist

the subsection intercepting attack discussed above. It

should be pointed out that single photons are more dif-

ficult to prepare than entangled photons in the present

technique. Furthermore, the single-photon resource

is a decaying laser which is an approximate single-

photon resource. Therefore, in order to assure the

security of our scheme, it is not easy for us to pre-

pare, encode and send a great deal of single photons

simultaneously.
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