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This paper proposes a deterministic quantum key distribution scheme based on Gaussian-modulated continuous

variable EPR correlations. This scheme can implement fast and efficient key distribution. The security is guaranteed

by continuous variable EPR entanglement correlations produced by nondegenerate optical parametric amplifier. For

general beam splitter eavesdropping strategy, the secret information rate AI = I(e, 8) — I(a, €) is calculated in view of

Shannon information theory. Finally the security analysis is presented.
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1. Introduction

Quantum cryptography!!! provides secret commu-
nication, the security is guaranteed by the law of

quantum mechanics.?~% Now many quantum cryp-

[5—12]

tography schemes are nondeterministic, their ef-

ficiency is low. Recently, based on discrete variable

(DV) entanglement states!*314]

(15]

or the nonorthogonal
states, several novel deterministic communication
schemes are proposed, they improve the efficiency of
quantum communication protocols, but both the DV
entanglement and single quanta are neither generated
nor detected easily. The continuous variable (CV)
can be more easily generated and manipulated than
DV, the channel capacity of CV communication can
be enhanced. Thus designing the CV deterministic
quantum key distribution is a very interesting problem
in this region, Reid provided a means to distribute a
discrete predetermined key['! based on CV entangle-
ments produced by nondegenerate optical parametric
amplifier (NOPA), but the binary modulation on CV
limits its efficiency.

In this paper, we propose a deterministic quan-
tum key distribution scheme based on Gaussian-
modulated CV EPR correlations, which can distribute
continuous predetermined secret keys. In Section 2,
we introduce the prerequisite knowledge needed by

this scheme. In Section 3, the scheme is presented

in detail. In Section 4, the security of the scheme is

analysed. The conclusion is drawn in Section 5.
2.The prerequisite knowledge

In this paper, we define the canonical quantum

quadratures of a single mode electromagnetic field,
1 1

X =-(a+ dT) and P = —(a — dT). Then X and

P obey the Heisenberg uncertainty relation

AXAP > (1)

| =

In quantum optics, ['7) applying the displacement op-

erator

D(a) = exp(aal — a*a) (2)

on an arbitrary input mode a;, gives
&out = E(a)lenD(a) == &in + o. (3)

Then the following equations are satisfied

Xout = Xin + Re{a}’
Pout - Pin + Im{a} (4)

Applying the two mode squeezing operator
(NOPA)

5(6) = explrt(ay; alyy — fin ine)] (5)
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on two arbitrary input modes a;,; and a;,2 gives

Gout1 = Gin1 cosh(r) + &iTnz sinh(r),

Gout2 = Qina cosh(r) + &;rnl sinh(r), (6)

where r = kt is the squeezed parameter. Then the

following equations are satisfied:

Xout1 = Xin1 cosh(r) + Xino sinh(r),

Pout1 = Pin1 cosh(r) — Pz sinh(r),

Xoutz = Xinz cosh(r) + Xiu sinh(r),

P,ut2 = Ppa cosh(r) — Py sinh(r). (7)

As the squeezed parameter r increases, EPR corre-
lation between dgo,t1 and Goutz becomes increasingly

prefect, and

F :< A(Xoutl - leout2))2>min
X <(A(Pout1 + k2P0ut2))2>min (8)

is close to 0, where ki and ko are parameters which
can be modified to give the minimum variances of
0X = Xout1 — k1 Xou2 and 6P = Pousr + ko Pousa Te-
spectively. When F < %, the EPR correlation is
obtained.8!

In the Heisenberg picture, ayac1 and dyaco are two
input modes of beam splitter, then two output modes

are

aoutl :\/ﬁ&vacl + V 1- ndvac27
Gout2 :\/ﬁdvaCZ -V 1- navacla (9)

where 7 is the transmittance coefficient of beam split-

ter (BS). Then the following equations are satisfied:

outl1 =v/NXvac1 +
outl :\/ﬁpvacl + mpvacm
out2 :\/ﬁXvaCQ —+/1- anacla
Pz Z\/ﬁpvacz — mpvacl- (10)

(19]

1- anaCZ )

A~

According to the Shannon information theory,
the channel capacity of the additive white Gaussian

noise (AWGN) channel is
1
I= 510g2(1+’7)a (11)

where v = X2/0? is the signal-noise ratio, X? and
0? are the variances of the signal and noise proba-
bility distributions respectively. If the signal follows
the Gaussian distribution, and the channel is AWGN
channel, then the channel capacity is the mutual in-

formation of the communication parties.

In this paper, X ~ N(u,0?) denotes that the ran-

dom variable X follows Gaussian probability distribu-

tion with the average value p and the variance o2.

3. The deterministic quantum key

distribution protocol

Alice
firstly modulates a; by applying displacement oper-

The protocol is depicted as in Fig.1;

ator ﬁ(a = z + iz), where z is the random number
The
modes a3 = DT(a)&lﬁ(a) and a, are two input
modes of NOPA | the output modes of NOPA are a4 =
ST(&)asS(€) and a5 = ST(€)a2S(€). As the squeezed

parameter r increases, G4 becomes increasingly corre-

drawn from Gaussian probability distribution.

lated with da5. Alice calculates F' between a4 and as,
and measures either X or P of a5 during some time
slots, Alice writes down both the measurement results
and the corresponding time slots for detecting Eve af-
ter finishing transmission, a4 is sent to Bob. Bob then
measures either X or P of ar, the mode a7 is the mode
a4 without the presence of Eve. After finishing trans-
mission, Alice tells Bob both her measurement results
and the corresponding time slots through the classi-
cal public channel. Bob calculates F., by comparing
Alice’s measurement results with his own during the
corresponding time slots, if F., > F, Eve exists, if
F.. = F, Eve doesn’t exist. According to the Shan-
non information theory, the mutual I(«, ) and I(«,€)
are calculated. Alice and Bob can obtain the secret
key rate AI = I(a,8) — I(«, €) only by classical error

[20] Let us give

correction and privacy amplification.
an explicit algorithm (see Fig.2) for the protocol. The
useful plain text is divided into blocks with each block
consisting of [ useful messages, and m random authen-
tication codes are randomly inserted into a block to

form a transmittable block with the length being {+m.

Eve
6 Bob
N X o P
A 8BS

Fig.1. Schematic representation of deterministic quantum
key distribution based on Gaussian-modulated CV EPR
correlations. NOPA: nondegenerate optical parametric am-
plifier, BS: beam splitter, D(a):
S(€): two mode squeezing operator of NOPA, n: the trans-

displacement operator,

mittance coefficient of BS.
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i=0,k=0,5=0,
I=Length, m=Authentication.

N
v

Generating the random Gaussian keys block

K={ay,a,a,, . where a, =x, +ix, X ~N(0,2°),

l¢

Applying D{a,) on &,

obtaining &,.

i

&, and &, interact each other in NOPA,

EPR beams &, and &, are produced.

i

Alice sends &, to Bob, she randomly mesures m times

either X or P of &, recording both the measurement

results and the corresponding time slots.

!

Alice calculates F.

:

Bob mesures either X or P of &,, recording both the

Alice tells Bob both her ;7 measurement results and the
corresponding time slots by classical public channel.

Alice also tells Bob the value of £

Bob compares Alice's measurement results with his own

during the corresponding time slots, calculating Feg.

No

Alice and Bob distill n, secret Gaussion keys by

error correction and privacy amplification.

measurement result and the corresponding time slot.

The first [ + m Gaussian keys serve as the keys for QE process,
such as one-time pad. K ={f,,-,B,,, 5, 1}.

End

Fig.2. The flow chart of QKD process.

(p.0) Protocol is initialized, i = 0, k =0, S = 0,
l = the Length of useful messages in each transmit-
table block. m = the length of the Authentication

codes in each transmittable block.

(p-1) Alice generates the random Gaussian keys
block K = {ay,...
iz, 2;(0 < i < I+ m—1) is drawn from Gaussian
probability distribution, X ~ N(0, X?).

(p-2) Alice modulates a; by applying D(«;), ob-

s Qliy ooy Qipm—1}, Where a; = x; +

tains as.

(p-3) a2 and a3 interact each other in NOPA, the
EPR entanglement beams a4, and as are prepared by
Alice.

(p-4) Alice calculates F.

(p-5) Alice sends a4 to Bob, she randomly mea-
sures m times either X or P of a5, thus she obtains m
measurement results, then she records these m mea-
surement results and the corresponding time slots.

(p.6) Bob measures either X or P of the mode a7,
where ay is a4 without the presence of Eve.

(p7)i=1i+1.

(p-8) If i <1+ m, go to (p.2), otherwise go on.

(p.9) Alice tells Bob both her m measurement re-
sults and the corresponding time slots through the
classical public channel. Alice tells Bob the value of
F.

(p-10) Bob compares Alice’s measurement results
with his own during the corresponding time slots, then
he estimates F,,;.

(p-11) If F = F.,, go to (p.16), otherwise go on.

(p-12) Alice and Bob distill n; secret Gaussian
keys by classical error correction and privacy amplifi-
cation.

(p-13) The secret Gaussian keys string ny is or-
derly put into the register S, its head is connected
with the tail of the former Gaussian keys string to
form the longer secret Gaussian keys string.

(p-14) k =k +1.

(p-15) If the length of the secret keys string K
is bigger than | + m, i.e., length(S) > [ + m, go on,
otherwise go to (p.1).

(p.16) Alice and Bob intercept the first [ +
m Gaussian keys of S as the keys K = {0, ...

Bs,y ey Birm—1} for other encryption processes, such

7
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as one-time pad. Thus we can obtain secure Gaus-
sian keys K = {80, .. Bs, -+, Bi+m—1} with its length
l+m.

(p.17) end.

4. The security analysis

We firstly determines the probability distribution
of X and P in all modes as depicted in Fig.1, then cal-
culate I(«, ) and I(a,€) according to Eq.(11). Then
the secret information rate AT = I(a, 8) — I(a, €) be-
tween Alice and Bob can be obtained. Finally, we

present a method to detect Eve.
4.1. The secret information rate

After using Eqs.(4), X3 and Ps of a; are given by

the following equations,

X5 = X; + X,
P;=P +X. (12)

as and ag are two input modes of NOPA, according to
Eqgs.(7), two output modes are given by the following

equations,
X4 = X3 cosh(r) + Xy sinh(r),
Py = Pscosh(r) — Py sinh(r).
X5 = X5 cosh(r) + X5 sinh(r),
Ps = P;cosh(r) — P; sinh(r). (13)

a4 and as are entanglement beams, i.e.,

lim X4 = X5,

r—00

lim P4 = 7P5. (14)
r—00

After using Eqs.(10), a7 and ag are given by the

following equations:

X7 = X4 + /11X,

P; = /Py + /1 — 1P,

Xs = nXe — /1= nXy,

Py = /nPs —\/1 —nPy. (15)

Using Egs.(12)—(15), we can easily calculate the
expressions of X7 and Pr,

X7 =y/mcosh(r)(X + X1) + y/nsinh(r) X,
+v1-nXg,
P; =\/ncosh(r)(X + Py) — \/nsinh(r) P,

+ /TP, (16)

The expressions of Xg and Py are given by the follow-

ing equations,

Xg =y/nXs — MCosh(T)(Xl + X)
— /1 = nsinh(r) Xy,
Py =/nPs — /1 — ncosh(r) (P + X)
+ /1 — nsinh(r) P, (17)

where all random variables follow a Gaussian distri-

bution,

X ~N(0, X?),
1
71)7
1
X27P2 NN(Oa Z)v
1
Xe¢,Ps ~N(0, Z) (18)

i.e., all input states are the vacuum states. Accord-

X, P ~N(0

ing to Egs.(16)and (18), we can easily calculate the

variances of X7 and Pr,

((AX7)2) =ncosh®(r)(52 + i) + insinh2(r)
+ i(l - 77))
((APy)2) =poosh?(r)(52 + i) + %nsinh2(r)

+3-0) (19)

Equations (19) show that whether Bob measures X7

or P7, the variance of signal distribution is always
M = ncosh?(r) X2, (20)
the variance of noise is

1 1 1
N = choshz(r) + Znsinh2(r) +-(1—-n). (21)

4
The signal-noise ratio between Alice and Bob is
M
= —. 22
Yap = (22)

According to Eq.(11), the mutual information between

Alice and Bob is
1
1(a, 8) = 5 logy(1+ 7ap). (23)

According to Egs.(17) and (18), the variances of Xg

and Py are given by the following equations
(AXs)?) =%n +(1-mn) Cosh2(r)(% + 52

+ %(1 — n)sinh?r,

((APg)?) %n +(1—7) cosh2(r)(% + 52

1
+ Z(l — n)sinh? 7. (24)
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Equations (24) show that whether Eve measures Xg

or Ps, the variance of signal distribution is always
P = (1 — 1) cosh?(r) 52, (25)
the variance of noise is
1 1 2 1 .12
Q= 27 + Z(l —n)cosh®(r) + Z(l —n)sinh®r. (26)

The signal-noise ratio between Alice and Eve is

Yae = a (27)

According to Eq.(11), the mutual information between

Alice and Eve is
1
I{a,e) = §log2(1 + Yere)- (28)

The secret information ratel2?! obtained by classical

error correction and privacy amplification is
Al =I(a,B) — I(a¢). (29)
When n =1, i.e. Eve doesn’t exist,

I(a,e) =0,
452

1
AT = I{a, ) = ~log, |14+ ——=
(,5) 5 €82 1 + tanh®(r)

. (30)
We can see that the secret information rate AT in-
creases with the increase of the variance of signal X2,
in addition, when r > 3, AT is almost unchanged when
r increases. When Eve exists, the relation between the
secret key rate Al and n in QKD process is depicted
in Fig.3. When n > 0.09, then AI > 0. In this pa-
per, for quantificationally evaluating our protocol, we
assume that X = 10,r = 3.

3.2
2.4
1.61

0.84

0.0 T T T T T T T T T 1
0.0 0.2 0.4 0.6 0.8 1.0
-0.8+

AI/bit

-1.61

—2.44

Fig.3. The relation between AT and 7 in QKD pro-
cess, (¥ =10,r = 3).

4.2. Detecting Eve

Eve inevitably disturbs the probability distribu-
tion of travel beam a4 if she wants to obtain Alice’s
information, thus she must destroy the entanglement
relation between a4 and as. After finishing commu-
nication, Alice and Bob can detect Eve by comparing
the original F' with the calculated F¢,;. Now, we give
the explicit detecting process.

We firstly construct two random variables
0 Xpve = X7 — k1 X5,
0Pgve = Py + ko Ps. (31)

If Eve doesn’t exist, i.e., a7 = a4, then Egs.(31) be-

comes
(SXnovae = X4 - k1X57
(SPno—Eve = P4 + k2P5- (32)

According to Egs.(12)—(13) and (18), we can easily

calculate the variances of X ,o_Eve and 6 Pyo—_Eve-

<(A(6Xnovae))2>
1

—[cosh(r) — k; sinh(r)]? <22 + Z)

+ %[sinh(r) -k COSh(’")]27

<(A(6Pnovae))2>

=[cosh(r) — kg sinh(r)]? <22 + i)
+ %[sinh(r) — kg cosh(r)]?. (33)
When R
kl == kQ - g, (34)
where

R = 2sinh(r) cosh(r)(1 + 25%),
S = sinh?(r) + cosh?(r) + 4sinh®(r) X2,  (35)

((A(6Xno_Eve))?) and ((A(6P,o_Eve))?) reach the

minimal values,

<(A(5Xn07Eve))2>min :<(A(5Pnovae))2>min

= (36)
where

W =4%2+1,
Z = 8cosh?(r) + 16 cosh?(r) ¥? — 16 X2 — 4. (37)

According to Eq.(8), Alice can calculate

F = (A6 X o—5ve))2)min{ (A0 Pao—5ve) 2 mins (38)
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when X2 and r is specified.
When Eve does exist, Bob calculates d Xgve and
d Pgye according to Egs.(12), (13), (15) and (31),

0 Xgve =[v/ncosh(r) — ky sinh(r)](X; + X)
+ [y/nsinh(r) — k1 cosh(r)] Xs
+ /1 -nXs,
6 Pgve =[y/n cosh(r) — kg sinh(r)|(Py + X)+
+ [ka cosh(r) — y/nsinh(r)] Ps
+ /1 —nPs. (39)

The variances of dXgve and dPgye can be obtained
according to Eqs.(18) and (39)

((A(6Xeve))?) =[y/mcosh(r) — ki sinh(r)]? G N 22>

* i[\/ﬁ sinh(r) — ki cosh(r)]?
1

+ 1(1 —-n),

((A(8Pgve))?) =[v/n cosh(r) — kg sinh(r)]? (i + 22>
+ —[\/nsinh(r) — ko cosh(r)]?

+1(1-m). (40)

e i

Substituting Eq.(34) into Egs.(40), Bob can obtain
Feal = <(A(5XEve))2><(A(5PEVB))2>' (41)

Thus after finishing communication, Bob can calcu-
late F.. according to both the statistics he accumu-
lates and what Alice tells him. The numerical rela-
tionship between F.,; and 7 is depicted as Fig.4. The
parameter F.,; decreases rapidly with the increase of
7. The fact shows that the less Eve disturbs the mode

a4 (i.e., the less information Eve obtains), the smaller
the probability detected by Eve is. Alice and Bob can
determine whether Eve exists or not according to the
value of F,,. If Eve doesn’t exist, F = 6.174 x 10~
(r = 3,% = 10). Thus after transmission, if the pa-
rameter F., > F = 6.174 x 107%, then Eve exists, if
F..=F =6.174 x 1079, then Eve doesn’t exist. The

secret information rate Al correlates with Fi,;.

1004
751

50 +

Fcal/106

251

n

Fig.4. The relation between F., and n (X = 10,r = 3).

5. Conclusion

A deterministic quantum key distribution proto-
col based on Gaussian-modulated CV EPR entangle-
ment correlations is presented in this paper. The secu-
rity is guaranteed by CV EPR correlations produced
by NOPA. For general beam splitter eavesdropping
strategy, we can still obtain the secret information rate
AT = I(a, B) — I(a, €). So the proposed deterministic

quantum key distribution is secure.
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