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A quantum identification system based on the transformation of polarization of a mesoscopic coherent state

is proposed. Physically, an initial polarization state which carries the identity information is transformed into an

arbitrary elliptical polarization state. To verify the identity of a communicator, a reverse procedure is performed by the

receiver. For simply describing the transformation procedure, the analytical methods of Poincaré sphere and quaternion

are adopted. Since quantum noise provides such a measurement uncertainty for the eavesdropping that the identity

information cannot be retrieved from the elliptical polarization state, the proposed scheme is secure.
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1. Introduction

In the past two decades, quantum key distribu-
tion (QKD) has attracted much attention.!' 5 How-
ever, the so-called man-in-middle attack strategy!®”]
becomes an obstacle to application of QKD in prac-
tice. Quantum identity authentication®*! is an im-
portant way to circumvent this kind of attack strat-
egy. Recently, lots of quantum identity authentication
schemes have been presented. Experimentally, quan-
tum identity authentication schemes as well as QKD
are implemented by two approaches, i.e. single photon
approach and quantum continuous variable approach.
Since the difficulties in generating and detecting single
photon, a faint laser beam acts as an approximate sub-
stitution. The most favourable quantum signal in ex-
periments for quantum cryptography is the quantum

[10]

continuous variable.l""! Especially, the mesoscopic co-

herent state (MCS) of light has been employed to ob-

tain secure key distribution.t1:12]

In Section 2, the new quantum identification pro-
tocol is introduced in detail. We extend the linear po-
larization modulation of MCS [11:12] to the arbitrary
elliptical polarization modulation. In Section 3, the
In Section 4, the

polarization encryption and decryption are analysed

experimental set-up is presented.

by utilizing the intuitive and simple analytical meth-
ods of Poincaré sphere and quaternion. In Section 5,
the security of protocol is discussed. Conclusions are

drawn in Section 6.
2.Quantum identification proto-

col

Firstly, we describe briefly the protocol. Let Al-
ice and Bob be two communicators, and employ the
MCS of light as the quantum signal. As usual, sup-
pose Alice and Bob pre-share a private key k which
consists of binary bits, i.e. k = (ki,ka,ks), where
ki = (ki,k3,--- kY), ko = (K3, k3, k3) and k3 =
(ki,k2,--- k). The lengths [, m and n are chosen
according to m/l = r and n/l = s where r and s are

integers. The protocol executes in the following steps.

In Step 1, divide the strings ks and ks equally
into [ groups each with r and s bits, respectively.
In Step 2, create p; and ¢; according to the fol-
lowing way: p; = a; 2" ' +a;,_, 2772 + - + a;,,
and ¢; = b;2°° 1 +b;__,2°°2 + .-+ + b;,, where
a;,(j = 1,---,r) and b; (k = 1,---,s) are elements
of the ith group in k; and ks, respectively, and
1 = 1,2,---,1. In Step 3, calculate &, and &,
from &,, = 2mp;/2" and Oy = mq;/2°. In Step 4,
encode k; into polarization states of MCS. Thus a

*Project supported by the National Natural Science Foundation of China (Grant No 60472018).

TE-mail: gghe@sjtu.edu.cn

http://www.iop.org/journals/cp



372 He Guang-Qiang et al

Vol. 15

string of encoded polarization states | U (kim, kir)) is
obtained. In Step 5, construct a rotation operator
R; = R(®,,, ©,,) by employing &,, and O,, as rota-
tion angles. In Step 6, apply the operator R; to the
polarization state |¥(kim, kim)). Thus one obtains
| U(kim + &, kim+ 6,,)) at p; + ¢; being the odd
number, and |¥((ki ® 1)7 + &,,, (ki ® I)m + 6,,)) at
p; + ¢; being the even number. In Step 7, apply R~}
to the resulting state. Thus the receiver judges the
polarization according to the parity of p; + ¢;. If the
k1 can be obtained, the sender’s identity is true, oth-

erwise, it is false.
3. Experimental set-up

The proposed scheme may be experimentally im-

plemented by the set-up illustrated in Fig.1. The

quantum signal employed in this scheme is the MCS of
light, which is created by DFB laser. After the MCS is
generated, the quantum signal is modulated by chang-
ing the voltage of the polarization encoder (PE) con-
trolled by the string k;. The horizontal and vertical
polarization states are encoded into bit 0 and bit 1,
ie. 0 « |¥(0,0)) and 1 <> |¥(m,m)) respectively.
Alice’s main-controller controls the dynamical polar-
ization controller (DPC) 1 to transform the encoded
polarization states into arbitrary elliptical polariza-
tion states according to the pre-shared binary strings
ko and k3. After the quantum signal reaches Bob’s
side, the DPC2 transforms the elliptical polarization
states into the original polarization states controlled
by the main-controller 2 according to the strings ks

and ks.

®¢ quantum channel

DPC1

DFB|— PE

classical channel

Y

DPC2 » PBS t (Dofy

~9{ controllor 2

input key—9{ controllor 1

. .‘k<

. clock synchronize T

Fig.1. Basic scheme for quantum identification system.

There are two components in the output signal
of DPC2, i.e. the horizontal and vertical polarization
states, they are separated by the polarization beam
splitter (PBS). Finally, the optical signal is detected
by the PIN detectors Dy and D; and the data are

input into the main-controller 2.

4. Polarization encryption and

decryption

For understanding clearly the proposed scheme,
we give a brief theoretical description of the final two
steps, i.e. Step 6 and Step 7. In Step 6, the initial
polarization state is transformed into an arbitrary el-
liptical polarization state, which is actually a polariza-

tion encryption procedure. Step 7 is a reverse process

Fig.2. Polarization encryption and decryption.
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of Step 6, therefore it is actually a decryption pro-
cedure. Since the encryption and decryption proce-
dures are implemented by coherent light, these proce-
dures can be described by employing the well-known
Poincaré sphere shown in Fig.2.

In general, any polarization state of coherent light

corresponds to a point P($,, ©,) on the Poincaré

|
<(5
cos | 5
T_

—sin g) (iry +7.)

The matrix T represents a rotation through an an-
gle 0 about the axis identified by the unit vector
r = (rg,7y,7z), i.e. the device fast axis; left-hand
rotations are considered positive. A more compact
notation for rotations is the unit quaternion,[** which

can be written as

@={eos(3).om (3)r}- 2)

Using the quaternion @, a rotation of a point s =

(Sz, Sy, S») represented by the quaternion {0, s} is

{075r0tated} = Q_l*{075}*Q7 (3)

“*¥” represents quaternion multipli-

where the symbol
cation.
after the identity

has been encoded

In the proposed scheme,
information k; into the ini-
tial polarization states, the DPC1 is employed in
Step 6 to encrypt the initial polarization states
into ciphertext states, which are arbitrary ellip-
states, according to the pair
of number (p;,q;). Subsequently, |W(k§7r,ki7r)>
is mapped into |¥(kim+ &, kim+ 6,)) when
p; + q; is an odd number, and is mapped into
| U((ki @ 1)m+ &y, (ki © 1)7 + O,,)) when p; + ¢; is
an even number.

tical polarization

In the case of p; + g; being an odd number, two
steps need to be executed, which are illustrated in
Fig.2. Firstly, rotate through an angle @,, counter-
clockwise about the axis 71 = (0,0,1), then an arbi-
trary point S on the equator (in the Fig.2 implies Sy
and Sp) will move to the point M along SM. The

quaternion ) representing this rotation operation is

o= e (%) e (%))

sphere, whose longitude and latitude are ¢, = 2mp/2"
and O = mq/2° respectively. The point P(&,, O,)
can be converted into an arbitrary point P(®, 6;)
by a proper rotation operation R. In the proposed
scheme, the rotation is physically implemented by the
DPC. The Jones matrix of the DPC can be expressed

by the Euler parameters as follows:[*?]

(B (B |

COS 2 1S1n > T

Secondly, rotate through an angle 6, counterclock-
wise about the axis vy = (sin &,,, — cos $,,,0), then
the point M will move to the point P along M P. The

quaternion Qo representing this rotation operation is

o= {os(S) e (%))

The Poincaré vectors of the initial polarization
state and the point P(9®,,, O,,) are OS and OP, re-
spectively. Employing Eqgs.(3), (4) and (5) yields

{0,0P} = {Q2+Q1} ' % {0,08} * {Q2 * Q,}. (6)

If the initial state is a horizontal polarization state,
ie. 0S =05, = (1,0,0), Eq.(6) gives

OP = OP,; = (cos Oy, cos §,,, cos Oy, sin $,,,,sin O,).

(7)
While OS = 0S; = (—1,0,0) that corresponds to an
initially vertical polarization state, and Eq.(6) yields

OP = OP;, =(—cos 6y, cos §,,,,
— cos O, sin &, —sin Oy,).  (8)

For the condition of p; + ¢; being an even num-
ber, one can obtain a corresponding Poincaré vector in
a similar way. Therefore, by employing the number-
pair (p;, ;) that is calculated in Step 2, an angle pair
(Pp,, O,;) can be obtained in Step 3. Subsequently,
an initial polarization state | ¥(kjm, kim)) can be en-
crypted into a ciphertext, i.e. an arbitrary elliptical
polarization state described by the point P(®,,, 6,,),
in Step 6.

Step 7 is a reverse operation of Step 6. Thus, this
step is, in cryptography, a decryption procedure. To
transform the elliptical polarization state into the orig-

inal polarization state | ¥ (ki kim)), Bob performs a
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reverse rotation R~! on the vector OP. This opera-

tion gives

{0,081 ={Q ' *Qz '} 71+ {0,0P}  {Q1 " x Q3 '},

(9)
where Q;l and Q5 1 are the reverse of quaternities Q4
and @2 respectively. In details, Q5 ! represents the
rotation operation of rotating through an angle 6,
clockwise about the axis ro = (sin $,,, — cos $,,,0).
After this rotation, the point P moves to the point
M along PM. Q1_1 represents the rotation operation
of rotating through an angle @,, clockwise about the
axis 71 = (0,0,1). Subsequently, the point M moves
to the point S’ along M S’.

One can easily obtain the following results from
Eq.(9). When p; + ¢; is an odd number, if one obtains
0S8’ = (1,0,0), then it means an initial polarization
state |@(0,0)). If one obtain OS’ = (—1,0,0), then
it implies an initial polarization state |®(m,m)). For
the case of p; 4+ ¢; being an even number, one can ob-
tain a corresponding OS’. According to the encoding
rules: 0 < |¥(0,0)) and 1 «» |¥(m, 7)), Bob attains
a binary string. If this string is the same as the kq,

Alice’s identity is true. Otherwise it is false.
5. Security analysis

Now we move to the security of the proposed
scheme. The overlap |(¥(®;, O4)| ¥(B,, ©,))|° be-
tween states | ¥(9;, Or)) and |¥(P,, O,)) gives

(Z(25, 61)| ¥(Sy, O,))°

~exp | — (QSJ - QSP)Z + (19k — 9(1)2 ) (10)
2 x %

The above equation defines the uncertainty of polar-

ization angle generated by the shot noise associated

with the coherent states. o2 = — is the uncer-

n

tainty associated with light’s shot noise. We stress

here that o cannot be overcome regardless of one’s pre-
cise measurement capabilities.['?:12] Without knowing
the precise basis sent, an eavesdropper cannot obtain
the sent bits. The number of bases N, within o is
N, = 2"+%02 /1?2 = 275 /(72 (n)). To warrant the se-
curity of the proposed scheme, N, will introduce more
complexity into the scheme. Thus a proper IV, is nec-

essary for designing an optimal scheme.

The minimum probability of error for an eaves-
1
dropping can be made arbitrarily close to 2 for a fixed

average number of photons \a|2 with r and s increas-
ing, where « is the amplitude of the coherent state.

However, the probability of error for the receiver is

1
Psvr = 5(1 — \/1 — exp(—2T |a)?)), where T is trans-

missivity of the channel.['2:12] For large |oz\2, PV may
be negligible since it approaches zero. In this situa-
tion, the received quantum signal can be recovered

excellently by the legitimate receiver.

6. Conclusion

In conclusion, a quantum identification system
based on polarization modulation of mesoscopic co-
herent light is proposed. First, the MCS of light is
modulated by a pre-shared key k; into a horizontal
and vertical polarization states. Then the initial po-
larization state is encrypted into an arbitrary polariza-
tion state, which is then sent to Bob. To verify Alice’s
identity, Bob decrypts the received MCS, and obtains
finally a binary string which should be the same as the
pre-shared key kq if the sender’s identity is true. The
analytical methods of Poincaré sphere and quaternion
are adopted. The security of the scheme is guaranteed
by the quantum noise of coherent light. Especially, the
security may be improved by increasing the number-
pair (pi,q;). In practice, the proposed scheme can be

implemented in fibre or free-space.
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