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by random walker*
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Based on the random walk and the intentional random walk, we propose two types of immunization strategies

which require only local connectivity information. On several typical scale-free networks, we demonstrate that these

strategies can lead to the eradication of the epidemic by immunizing a small fraction of the nodes in the networks.

Particularly, the immunization strategy based on the intentional random walk is extremely efficient for the assortatively

mixed networks.
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1. Introduction

Complex networks provide an efficient descrip-
tion for a great variety of natural and artifi-
cial systems,'=3] such as social contacts,[*® the
Internet,[®7 metabolic and protein networks.[®9 Re-
cently, it has been observed that these systems share
some global topological properties. In particular,
the small-world and scale-free (SF) features, appear
as common properties of many real-world networks.
Thanks to the paradigms of the Watts—Strogatz
(WS)[1%] and Barabési-Albert (BA) models,'! trans-
parent pictures for the microscopic origins of the lead-
ing features are presented. With the ever-increasing
knowledge of topological features of networks, a better
foundation for the understanding of dynamical com-
plexity of realistic systems is gradually established,
which is favourable for many applications, e.g., Inter-

net attacks?! (13]

and searchability,!*> synchronization of
networks,['4 the epidemic spreading,*®=2% and so on.

An extensive study for epidemic dynamics has
uncovered some interesting characteristics of complex
networks. In particular, a somewhat unexpected re-
sult derived from SF networks shows that the epi-
This indicates that such

kind of network is prone to the spreading and per-

demic threshold is absent.

sistence of infections.'5~18 This feature, observed in
several epidemiological models, is due to large connec-
tivity fluctuations in the SF networks.!'>=18] Because
of the fact that SF networks serve as models cover-
ing a wide range of realistic systems, especially the

social contacts and the Internet, it is undoubtedly of
particular importance to find efficient immunization
strategies to cope with the weakness. Immunization
is to permanently remove the immunized individuals
from networks. In previous studies, three types of typ-
ical immunization strategies, namely the uniform, pro-
portional, and targeted ones, have been examined.?!
However, it has been commented that these strategies
are quite difficult to be applied in practice. In order
to stop the epidemics, uniform immunization needs
to immunize a very large fraction of nodes in the SF

[21] Obviously, it is not economical. In the

networks.
cases of proportional and targeted immunization, an
epidemic can be prevented by immunizing just a small
amount of the nodes with high connectivity but good
knowledge of degrees of each node in the networks is
required. Such global knowledge about networks of-
ten proves to be hard to obtain. From this point of
view, Cohen et all?? proposed an efficient strategy for
immunization (called as acquaintance immunization),
requiring no knowledge of the nodes’ degrees or any
other global information. Owing to the immediate
practical and economical implications, further stud-
ies involving the other local immunization strategies

is still of considerable significance.

Recently, a few local strategies have been devel-
oped in the studies of the complex networks.!14-22:23]
Particularly, the random walk, as a fundamental dy-
namic process,?4 is widely applied in building the

scale-free network model,?%! searching in power-law
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networks, "4 as well as studying the structural proper-

ties of complex networks.26:27]

In this paper, by means
of the random walk and the intentional random walk,
we propose two immunization strategies which are ex-
pected to successfully prevent the epidemics.

In our strategies, we first choose a node in the net-
work at random, from which a walker begins his tour.
The nodes visited by the walker, rather than the orig-
inally chosen nodes, are assumed to be successfully
immunized. The probability that a walker can walk
from the current node i to a certain nearest neighbour
7, is uniform for the case of the random walk, while
for the case of the intentional random walk, it can be
expressed as

H — z]:g]k ’ (1)
N

where k; is the order of a node j, and 4; denotes the
neighbourhood of node i. Therefore, in the case of the
intentional random walk, we have applied a reason-
able assumption that each node has a local knowledge
about its nearest neighbours’ degrees. By varying the
steps of walk, the fraction of immunized nodes f can
be modulated. Obviously, the strategies are local ones
in which the global knowledge of a network is unnec-
essary.

This paper is organized as follows. In Section
2, we introduce the standard susceptible-infected—
susceptible (SIS) epidemiological model.[?8! In Section
3, we apply the present immunization strategies to
several typical SF networks, and compare our results
with those of the uniform, targeted and acquaintance
immunization strategies. Finally, Section 4 is a brief
summary.

2. The SIS model

Several models have been proposed for examin-
ing the behaviours of epidemic dynamics on the SF
networks.15=201 Here, we focus on the SIS model,
where a node in the network representing an individ-
ual can be in two discrete states: susceptible (healthy)
or infected. Connections between individuals along
which the infection can spread are represented by
links. In each time step, a susceptible node is infected
with probability v if one or more of its neighbours are
in an infected state. Meanwhile, the infected nodes re-
cover and turn into susceptible states with probability
0. Therefore, the effective spreading rate for the epi-
demic is defined as A = v/ 6.1281 Clearly, nodes change

from susceptible state to infected one, and then back
to susceptible one to experience a stochastic cycle by
repeatedly contracting the infection because of lack of
self-acquired permanent immunization. Traditionally,
the SIS model is studied on the basis of regular lat-
tices and random graphs. The most significant result
is the general prediction of a nonzero epidemic thresh-
old Ac. If the value of X is above the threshold, i.e.,
A > A, the epidemic spreads and becomes persistent.
If A < Ac, the system falls, in a finite time, in a healthy
state with no infected individuals.

3. Immunization for scale-free

networks by random walker

For the immunization strategies, a main consid-
eration is the cost effectiveness: i.e., how many nodes
are needed to be immunized to obtain healthy state
of the network.?!l In the presence of immunization,
we study the cost effectiveness by looking at the in-
fection’s prevalence in the stationary regime (endemic
state) as a function of the immunization f. Initially
we infect half of the susceptible nodes, and iterate
rules of the SIS model with parallel updating. After
a transient regime the system reaches a steady state,
characterized by a constant average density of infected
nodes: i.e., the infection’s prevalence py which is the
time average of the fraction of infected nodes. In ad-
dition, the reduced prevalence is defined as the ratio
pf/po, where po is the infection’s prevalence without
immunization.?!l A critical fraction f, of immuniza-
tion, above which the prevalence in the steady state
is null, is referred to as the immunization threshold.

Many realistic complex systems possess, along
with the SF property, some more detailed topo-
logical features which vary strongly for different
systems.?=31 Due to the lack of a single model en-
compassing the topological features of complex net-
works, we consider a few SF networked structures,
aiming to test the present immunization strategies.

3.1.Immunization for the Barabasi—
Albert network

As a paradigmatic example of SF networks, we
consider the BA model which has been universally
used as a general structure to study various dynamical
processes taking place in complex networks.!32! This
model introduces two simple mechanisms that are be-
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lieved to be common in reality: growth and preferen-
tial attachment, to construct the SF networks.'!] We
follow the algorithm devised in Ref.[11]: Starting with
a small number m( of nodes; and then at every time
step a new node is added, with m links that are con-
nected to an old node 7 with k; links according to the
probability k;/ >, k;j. After iterating this scheme a
sufficient large number of times, we obtain a network
composed of N nodes with connectivity distribution
P(k) oc k=3 and average connectivity (k) = 2m. In
this section, we take mg = m = 3 and N = 10°.

Numerical simulations for the epidemic spreading
on the BA model have been performed to estimate
the efficiencies of the present immunization strategies.
For comparison the uniform immunization strategy
and the targeted one are also considered. Figure 1
shows that in the case of the uniform immunization,
the reduced prevalence decays slowly with increasing
immunization fraction f, and it would be null until
almost all nodes of the network are successfully im-
munized. It is shown that an immunization threshold
disappears, in other words, the epidemic can prevail
in SF networks even after massive uniform immuniza-
tion. In contrast, in the cases of both the present im-

munization strategies, the targeted and the acquain-
tance ones, a drastic variation in the prevalence be-
haviours is found (see Figs.1 and 2). In particular,
the reduced prevalence pr/po suffers a very sharp drop
and exhibits the onset of an immunization threshold
above which no endemic state is possible.

pr/po
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Fig.1. Reduced prevalence py/po from computer simulations
of the SIS model in the BA networks with the uniform immu-
nization (V), the targeted immunization (A) and the acquain-
tance immunization (¢), as well as the immunization based on
the random walk (o) and intentional random walk (O), at a
fixed spreading rate A = 0.25. The prevalence is computed by
averaging over at least 100 different starting configurations,
performed on at least 10 different realizations of the networks.
The network size N = 10° and (k) = 6.
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Fig.2. Typical plots of ps(t) as a function of time for SIS model in BA networks with different immunization schemes: (a)

the targeted immunization; (b) the immunization based on the intentional random walk; (c¢) the acquaintance immunization;

(d) the immunization based on the random walk; and (e) the uniform immunization. From top to bottom in each plot:
f=10.05, 0.1, 0.15, 0.2, 0.25, 0.35 and 0.6. The network’s parameters are the same as in Fig.1.
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In Fig.1, by using a linear extrapolation from the
largest values of f, one can obtain the immunization
thresholds for these strategies. Apparently, they are
remarkably lower than that of the uniform strategy.
When A = 0.25, the threshold f. = 0.06 for the tar-
geted immunization, which is in good agreement with
the analytic solution f. = exp[—2/m\};?U f. = 0.3
for the immunization based on the random walk, and
fe = 0.18 for the immunization based on the inten-
tional random walk; f. = 0.225 for the acquaintance
immunization. Also, in Fig.2, the temporal evolution
of the prevalence py confirms these results. For the
values of f well below the immunization threshold f.
the prevalence p; always approaches a nonzero plateau
value, whereas for f above f. the epidemic dies out
exponentially. These results indicate that on the BA
networks, the present immunization strategies could
lead to the eradication of the epidemics by immuniz-
ing only a small fraction of the nodes. In addition, it
is not unexpected that the reduced prevalence for the
immunization based on the intentional random walk
decays more rapidly than the one based on the random
walk and exhibits a very low immunization threshold.
This implies that the application of local connectiv-
ity information might greatly improve the efficiency
of immunization.

It should be pointed out that the present immu-
nization based on the random walks might be reduced
to the acquaintance immunization by expanding it to
the case of an ensemble of random walkers. However,
the present immunization seems to be more favourable
for implementation in practice. For instance, in the
Internet, it is very difficult to dispense anti-virus soft-
ware to beforehand chosen computers, while it would
become convenient by applying the scheme of the ran-
dom walks. In addition, the immunization based on
the intentional random walks is actually a modified
version of that based on the random walks. This strat-
egy, although needs the local connectivity informa-
tion, improves the efficiency of immunization. Thus,
to find a balance between the requirement of informa-
tion and the efficiency of immunization would be of
considerable significance in further studies.

3.2. Immunization for the assortatively
and disassortatively mixed networks

Many realistic networks are recently found to
exhibit assortative or disassortative mixing patterns
of degree which also are referred to as the degree
correlations.[?”) For instance, many social networks

exhibit that the nodes with high connectivity (hubs)
connect more preferably to the hubs, which are called
the assortatively mixed networks. On the other hand,
many technological and biological networks show dis-
assortative mixing: i.e., the hubs are preferably con-
nected to the nodes with small degree. In this case,
the BA model that has been used as a model of the
structures of many realistic networks is incomplete due
to the absence of these mixing patterns.?”! Therefore,
testing the present immunization strategies on the as-
sortatively and disassortatively mixed SF topologies
would be a better approach to the realistic situation
than that on the BA model would be.

Complex networks with the assortative or disas-
sortative mixing can be constructed by applying a
Metropolis dynamics to a random graph with the de-
sired degree distribution.[?”! Especially, we here re-
gard the BA model as an initial graph to ensure that
all networks possess same power-law degree distribu-
tion. For a detailed algorithm for generating these
networks see Ref.[29]. In every realization of the net-
works, we obtain that the assortatively and disassorta-
tively mixed networks after 5 x 10° Monte Carlo steps,
and the assortativity coefficients averaged over 10 dif-
ferent realizations of the networks are equal to 0.05786
and —0.04405, respectively. On the two types of net-
works, the behaviours of both the reduced prevalence
pf/po and the temporal evolution of the prevalence ps
are plotted in Figs.3 and 4, respectively.
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Fig.3. Reduced prevalence py/po from computer simulations
by using the SIS model in the disassortatively (full symbols)
and assortatively (empty symbols) mixed networks with the
immunization based on the random walk (circles) and in-
tentional random walk (squares), at a fixed spreading rate
A = 0.25. A linear extrapolation from the largest values of f
yields the estimate of the thresholds fc = 0.125 in the assor-
tatively mixed networks, fo = 0.16 in disassortatively mixed
networks with the immunization based on the intentional ran-
dom walk, and Ac = 0.285 in both the assortatively and dis-
assortatively mixed networks with the immunization based on
the random walk. The network’s parameters are the same as
in Fig.1.
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Fig.4. Typical plots of ps(t) as a function of time for SIS model in (a) the assortatively mixed networks and (b) the

disassortatively mixed networks with the immunization based on (i) the random walk and (ii) the intentional random walk.

From top to bottom in each plot: f = 0.1, 0.15, 0.2, 0.25 and 0.3. The network’s parameters are the same as in Fig.1.

On the two types of SF networks, the strategy based
on the intentional random walk is more effective than
that on the BA model. Particularly, the immunization
threshold is remarkably reduced on the assortatively
mixed networks. Intuitively, the influence of the mix-
ing patterns on the present immunization strategies
has two aspects. On the one hand, previous studies
have shown that the assortatively mixed networks are
more robust to the removal of the hubs,?% so that
the present immunization strategies, which are natu-
rally prone to immunization for the hubs, seem to be
somewhat ineffective, while the disassortatively mixed
networks are more vulnerable to the removal of their
hubs; 29! and thus, these strategies should be more ef-
fective for such networks. On the other hand, owing to
the different mixing patterns, a random walker start-
ing at a certain hub arrives at other hubs faster on the
assortatively mixed networks than on the disassorta-
tively mixed networks. From this point of view, the
present strategies, especially, the strategy based on
the intentional random walk, should be more effective
on the assortatively mixed networks than on the disas-
sortatively mixed ones. Apparently, the improvement
of the efficiencies of these immunization strategies re-
sults from the competition between the two aspects.

4. Immunization for the Internet
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Fig.5. Reduced prevalence ps/po from computer simula-
tions of the SIS model in a portion of a real Internet map
with the uniform immunization (V), the targeted immu-
nization (A) and the acquaintance immunization (¢), as
well as the immunization based on the random walk (o)
and intentional random walk (O) at a fixed spreading rate
A =0.25.

Finally, we apply the present immunization
strategies to a real map of the Internet and investigate
the spreading of computer viruses to examine these
strategies for practical application. The real map of

the Internet considered here, provided by the National
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Laboratory for Applied Network Research and avail-
able at the web site http://www.moat.nlanr.net/Rou-
ting/rawdata/, contains 6474 nodes and 12572 links,
corresponding to an average connectivity (k) = 3.88.
The connectivity distribution is scale-free, with a con-
nectivity exponent r = 2.2. In the simulations, the
spreading rate A is still fixed at 0.25. Figure 5 illus-
trates that, the uniform immunization does not allow
any notable reduction of the infection prevalence when
increasing the immunity f, while the strategies, based
on the random walk and the intentional random walk,
drastically removes the occurrence of endemic states
even at very low value of the immunization fraction.
This confirms that the present strategies are especially
effective for the Internet. It is expected that in the In-
ternet, these strategies could be applied in practice, by
which only a small portion of the routers or Internet

domains are secured by a random walker who puts out
anti-virus software to whomever it visits.

5. Summary

We have proposed two types of immunization
strategies that require only local connectivity infor-
mation of each node. By comparing the efficiencies of
different immunization strategies on several different
SF networks, it is found that the present strategies are
efficient. Especially, the strategy based on the inten-
tional random walk is unexpectedly efficient for the
assortatively mixed networks, and allows for a partic-
ular low threshold of immunization, despite that such
networks are more prone to the spreading and persis-
tence of infections.
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