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In this paper a high-dimension multiparty quantum secret sharing scheme is proposed by using Einstein—Podolsky—

Rosen pairs and local unitary operators. This scheme has the advantage of not only having higher capacity, but also

saving storage space. The security analysis is also given.
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1. Introduction

Security of information has always been an impor-
tant issue in human life. Nowadays, human life and
communication are getting closer and closer, and an
increasing amount of information is stored or trans-
mitted through the electronic technology. The secu-
rity of the information storage and transmission is en-
tirely dependent on the security of the key used in
encrypting the information. Thus, the management
of the key will become a crucial issue. Suppose that
we use different keys to encrypt different files, and all
those keys are protected by a master key in a large-
scale system in which there are many files. If the mas-
ter key is just kept by one system supervisor, it may
be lost or illegally used by himself. If the master key is
kept by many system supervisors, the risk mentioned
above can actually be reduced, but the system security
will be challenged by more uncertainties. For instance,
to keep the safety of precious books in the famous pri-
vate library, Tian-Yi-Ge, which was built in the Ming
dynasty in 1561, the library door has been co-locked
by many keys, and it is only when all the key holders
are present, that the library can be opened.

In 1979, Blakley!!! and Shamir?! respectively pro-
posed secret sharing to the above problem. The idea

is to divide the master key into n pieces and distribute
to m members at different remote places of the legal
group. Only with all the n legal members’ sharing
parts, can one reconstruct the master key. In other
words, any member of the group can get the master
key only when all the members come to an agreement
so that illegal action can be prevented by any one of
the other members. Now secret sharing has become
one hot spot in the cryptography in the information
security field.

The quantum counterpart of the secret shar-
ing scheme is quantum secret sharing (QSS). In
1999, Hillery, Buzek, and Berthiaumel® brought for-
ward the first QSS scheme, the HBB99 scheme. In
this scheme, a three-particle entangled Greenberger—
Horne—Zeilinger (GHZ) state is used and the three
particles are sent to three participants, say Alice,
Bob and Charlie, respectively. Each party chooses
randomly two measuring bases (MBs), called z-
measuring-basis (z-MB) and y-measuring-basis (y-
MB), to measure the particle in his (or her) own hand
independently. If one or three of them choose the z-
MB, they can get a correlated result which satisfies
the basic request of the secret sharing. But if one
or three of them choose the y-MB, they will discard
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the result. After the transmission process, Alice dis-
tributes a private key between two agents, Bob and
Charlie. If Bob and Charlie cooperate, they can de-
duce Alice’s result and get the entire private key. Oth-
erwise, none of them can get the key. The scheme has
been generalized into multi-parties with increased effi-
ciency by some of us.['%), If each participant is allowed
to choose the z-MB or y-MB, then a valid round of
transmission is one with even participants who choose
the y-MB so that their results are correlated. The
secret key distributed among the participants are the
parity of the binary numbers of their measured val-
ues. By far, there have been a lot of works focused
on QSS,*~2" including those for sharing an unknown
quantum state.[22—24

Recently, a multiparty quantum secret sharing
(MQSS) protocol is proposed by Zhang, Li and
Man!?? with single photons following some ideas in
the Ref.[26]. In their protocol, the single photon is
prepared by one of the two agents, Bob, and the
other one Charlie performs one of the four local uni-
tary operations {I, H,io,, H ® io,} on the photons
for coding the information or preventing the eaves-

27 Here

dropping from an vicious eavesdropper Eve.
H represents the Hadamard operation. Each of the
photons can carry one bit of information and the effi-
ciency for usable qubits approaches the maximal value

of 100%. In this paper, we will present a protocol

Us
Uz

I'=10){0] + [1)(1],
o = [1){0] +[0)(1],

For simplicity, we first describe our scheme in a
two-dimensional quantum system. We use one EPR
pair as the quantum information carrier, instead of
N pairs as that in Ref.[25]. This three-party MQSS
scheme has the following steps:

1) Bob prepares an EPR pair in the Bell state
[~ ). He sends the travelling qubit T to Charlie
and keeps the home qubit H for himself.

2) After receiving the T' qubit, Charlie can choose
between the ‘message mode’ and ‘check mode’ with
the probabilities py. and (1 — py.), respectively. When
Charlie switches to check mode, he randomly selects
one of the two bases, o, and o,, to measure the re-
ceived qubit. Then he tells Bob to measure the corre-

U1 = 0y

for multiparty quantum secret sharing with Einstein—
Podolsky—Rosen (EPR) pairs following some ideas
from the Zhang-Li-Man MQSS scheme,?5] and then
generalize this protocol to high dimensional Hilbert
space. With the local unitary operations, each of the
photons can carry 2log, d bits of information.

2. Two-dimensional three-party

quantum secret sharing

scheme with EPR pairs

2.1. The QSS scheme

In a two-dimensional Hilbert space, the four Bell
states can be written as follows:

6% ) = %uom + 1) sy (1)
) 7 = —= (014 [10)) sz ()

V2

where |0) and |1) are the two eigenstates of the Pauli
operator o, and the subscripts HT refer to the home
(H) and travelling (T') qubits in the pair. The four lo-
cal unitary operations U;, which represent the two-bit
classical information 00, 01, 10 and 11, respectively,
can transfer each of the four Bell states into another
one.

|0)(0 = [1)(1],
Us = ioy = |0)(1] = [1)(0].

lated photon H by choosing the two MBs randomly.
They publish their outcomes together with their MB.
They compare their results.

Under ideal condition, if Bob is honest and no
eavesdropping exists, their results should be com-
pletely opposite when they choose the same MB. That
is, if Charlie’s result is 0 (1), then Bob ’s result must
be 1 (0).

continues to carry on the next round transmission.

Charlie saves the contrastive result, and

3) If he chooses the message mode, Charlie ran-
domly performs one of the four local unitary oper-
ations U; (i = 0,1,2,3), say Ug, on the photon
T. Moreover, he should choose randomly one of the
two operations {I, H} to encrypt it, the same as in
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Ref.[25], before he sends this photon to Alice.

4) After reception of photon T, Alice chooses the
two modes, similar to Bob, with the probabilities pc,
and 1 — p¢a, respectively. When she chooses the mes-
sage mode, she chooses randomly one of the local uni-
tary operations U; (i = 0,1,2,3), noted as U, to
encrypt the photon and then she sends this photon
to Charlie. Otherwise she measures the photon with
o, or o, randomly, and then tells Bob to do a single-
photon measurement on the photon H, same as Char-
lie.

5) After receiving the photon T', Charlie decrypts
the photon T" with the operation I or H same as that
encrypted by him, and then requires Bob to send the
photon H to him after he operates it with one of the
four local unitary operations, say Ug. Charlie per-
forms a Bell measurement on those two photons and
publishes the outcome.

6) After all the above steps repeat N (a num-
ber which is beforehand decided by Alice, Bob and
Charlie) turns, they stop the transmitting process and
make the security analysis.

For the samples chosen by Alice with single-
photon measurements on the photons 7', she divides
it into two parts. One is used for checking the eaves-
dropping done by Bob. That is, Alice requires Bob to
publish his MB and the outcome of the measurement
on the photon H first and then Charlie tell Alice his
operation chosen on the photon T'. For the other one,
Charlie should first publish his operation and then
Bob tells Alice his MB and his outcome. Just those
two eavesdropping checks, Alice can prevent Bob and
Charlie from stealing the information about her op-
erations Up independently, same as that in Ref.[27].
With the information of the Bell-basis measurement
published by Bob, each of the three parties can get
the combined information of the operations done by
the other two parties, i.e. Uy = Up ® Uc.

In order to determine whether there is an eaves-
dropper in the line when the photon 7" returns to Bob
from Alice, Bob should sample some of the outcomes
Even though Bob and
Charlie cannot deduce the operation done by Alice

to estimate the error rate.

independently, the error rate is useful for doing error
correction and privacy amplification in the last process
for distilling a private key.

Different from Refs.[25,27], only Bob, not all the
parties, needs to store the quantum state, in our
scheme. Charlie and Alice can complete their oper-
ations at the moment they receive the photon T ei-

ther they choose the message mode or the check mode.
Moreover, each EPR pair can carry two bits of infor-
mation in this scheme and it can be made to be se-
cure in a noise quantum channel with entanglement

purification.[28—30]

2.2.Its security

In fact, the process for eavesdropping check is
the same as that in the Bennett-Brassard-Mermin
1992 (BBM92) quantum key distribution (QKD)
protocoll®!! which was proved to be secure in an ideal
condition®? and in a practical condition.*3. So this
scheme is also secure.

We can evaluate the error rate and the corre-
sponding maximal amount of information obtainable
from an eventual eavesdropper in this QSS scheme,
same as that in Ref.[34], following the ideas in Refs.[35
—46]. Now, let us discuss the case that the eavesdrop-
per is Charlie. The other case that the eavesdropper is
Bob or Eve is similar to this one with or without a lit-
tle of modification. In this time, the process for eaves-
dropping check is same as that in the high-capacity
Ping-Pong protocol.[*”]

The security is simplified to the fact that Bob and
Alice forbid Charlie to eavesdropping the operations
done by Alice, say Up. For Charlie, the state of the
travelling photon 7' is in either state |0) or |1) with
equal probability 50% when the reduced density ma-

. 1{10
trix is pr = Tru(prn) = 3 01

Alice check eavesdropping with choosing the two MBs
0, and o, randomly, same as the BBM92 QKD pro-
tocol, the best individual attack done by Bob may be

As Bob and

same as that in Ref.[46], i.e. Charlie can perform an

unitary transformation E on the photon T’ and the

(44]

ancillal**l whose state is initially in |0) for stealing

some information with small error rate in the results.

E10)|0) = |0) |0) = |00) (5)
E|1)]0) = cosf 1) |0) +sin 8 |0) [1)

= cosf|10) + sin 6 |01), (6)

d= %sin2 0, (7)

where 6 € [0, 7/4] characterizes the strength of Bob’s
attack,6!, and d is the probability that Bob’s ac-
tion is detected. This eavesdropping is just a POVM

(35]

superoperator and it does not violate the non-

cloning theorem. As the photon T is in a maximally
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mixed state for Charlie, Charlie can only get the in-
formation about the bit value of the operation Uj,
not that for the phase with the unitary operation E.
As the symmetry, the information stolen by Charlie is
less than the twice of the information about the bit
value of the operation Uj.

After Charlie does the unitary operation E and
Alice performs the unitary operations Up with the
probabilities P; (i = 0,1,2,3), the final state of the
quantum system composed of the photon T" and the
ancilla e is described by the trace preserving quantum
operation*!] ¢

3
E(pT) = Z PiEUi (pT)v (8)
1=0

where P; is the probability that Alice chooses the oper-
ation U; for encoding the message, and ey, is quantum
operation describing the evolution of the initial state

pri, ie.

The accessible information I which can be extracted
from the state £(pr) is no more than the Holevo

bound,[36:41:48] j e

3
1< S(elpr) = Y PiS(ev.(pr) = I,

i=0

(10)

where S(p) is the von-Neumann entropy of the state

p, i.e.

3
S(p) = —Tr{plogy p} = > —Ailogy \i,  (11)
=0

where \; are the roots of the characteristic polynomial
det(p — AI).136]

Define an orthonormal base {|00), |01), [10), [11)}
which spans the generic subspace of the Hilbert space
Hc ® H, support of e(pr). With Egs.(5)—(11), we can
obtain the relation between Iy and the probability d
in the case that Charlie chooses the four local uni-
tary operations with the same probability P; = 1 as

ev,(pr) = UiEpr @ |e)(e| EYU;. (9)  follows:
|
in” 0 1 20
=1-2 log, sin” 0 — Lrooslh 0205 log, (1 + cos® §)
= —dlogyd — (1 — d)log,(1 — d). (12)

When d = 0.25, the information that Charlie can ob-
tain with the best individual attack Ic < 2Ip = 1.62 <
2. That is, I¢ is less than the mutual information be-
tween Alice and Bob if the eavesdropping operator E
is unitary. Bob and Alice can forbid Charlie to steal
the quantum communication. With some postprocess-
ing techniques, such as error correction and privacy

amplification, this QSS scheme is secure and similar
to QKD.[48:49]

3. High-dimensional three-party

quantum secret sharing

scheme with EPR pairs

The above scheme is realized in two-dimensional
Hilbert space. We can generalize this scheme to a
d-dimensional (d > 3) Hilbert space. To be more con-
cise, we want to begin our scheme with the example

of d = 3.

In three-dimensional Hilbert space, the general

Bell basis of two particles can be described as

follows:[90—55]

|&Dnm>HT = Z 627rijn/3|j> ® |.]
J

+m mod 3)/v/3, (13)

where n,m,j =0,1,2. Whenn,m =0and j =0,1,2,

we have

| Woo) T = Z 1) @ 1)/V3

J

= (j00) + [11) + [22))/V3.  (14)
The unitary operators

Uy — Ze2wijn/3 |7 +m mod 3) ® (j| (15)
J

can transform | W) g into the corresponding states
| Upum) T Tespectively. That is to say,

Unm| WOO>HT == | lApnm>HT (16)
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In three-dimensional Hilbert space, there are four
conjugate MB.1°¢! The Z-MB is composed of the fol-
lowing three eigenvectors:

1Z1) =10), [Z0) =11), [Zy2)=12). (17)

The three eigenvectors of the X-MB can also be de-
scribed as following

1
X0) = 2= (0 + 1) +12),
X0) = == (10 + 2 ) + e 12y (18)

1 . .
|X+1> = _3 (|O> + e—2mi/3 |1> + o2mi/3 |2>) ,

and the operation

.
VERERVETE
1 eQﬂ'i/B 67271'i/3
=G A (19
1 e—27ri/3 e27ri/3
V3 V3 VB

can realize the transformation between the Z-MB and
the X-MB.

Now we can realize the three-dimensional three-
party QSS scheme with EPR pairs as following:

First, similar to the two-dimensional scheme, Bob
prepares an EPR photon pair in Bell states | o) g,
and then he sends the travelling qutrit 7" to Charlie
and keeps the other one H for himself.

After receiving the qutrit 7', Charlie randomly
chooses the message mode or check mode with proba-
bility pue or (1 — ppe) respectively. If Charlie chooses
the check mode, then he randomly selects one of the
two bases, Z-MB and X-MB, to measure the received
Then he asks Bob to measure the qutrit H
by choosing the two MBs randomly. They publish

qutrit.

their outcomes together with their MB and compare
their results. Charlie saves the contrastive result, and
continues to carry on the next round transmission.
If Charlie chooses the message mode, then he ran-
domly chooses one of the above unitary operations
Upm (n,m = 0,1,2), say Ug, to encode this qutrit.
After doing this, Charlie randomly chooses one of the
two operations {I, H;} to encrypt the qutrit T and
sends it to Alice.

When Alice receives this qutrit, she also randomly
chooses the message mode or check mode with prob-
ability pea or (1 — pea) respectively. If she chooses the
check mode, she randomly chooses one MB from Z-
MB and X-MB to measure the qutrit 7', and then asks

Bob to measure the qutrit H. So, she asks Bob to pub-
lish the MB chosen by him to measure the qutrit H
and the measurement outcomes, and then asks Charlie
to tell her which unitary operation he has performed
on the qutrit T'; or she firstly asks Charlie to pub-
lish the unitary operation performed by him, and then
asks Bob to tell her the MB and the outcomes.

After receiving the necessary information, Alice
first performs the same unitary operation on the qutrit
T as Charlie has done and then measures the qutrit T’
by using the same MB as that used by Bob. Then, she
compares the measurement result with the outcomes
which has been told by Bob. In ideal condition, if Bob
and Charlie are honest and no eavesdropping exists,
Alice
saves the contrastive result and continues to carry on

their results should be completely the same.

the next round transmission.

If Alice chooses the message mode, then she
chooses randomly one of the local unitary operations
Upm (n,m = 0,1,2), noted as U, to encrypt the
qutrit 7" and then she sends it to Charlie. After re-
ceiving this qutrit, Charlie performs the operation I
or H;  as she has done on the qutrit 7', and then
requires Bob to send the qutrit H to her after he
operates it with one of the local unitary operations
Unm (n,m =0,1,2), say Ug. Charlie performs a Bell
measurement on those two qutrits and publishes the
outcome.

All the above steps will be repeated N turns, and
the security analysis is the same as that in the two-
dimensional case. Through cooperation, both Bob
and Charlie can obtain the information of Alice’s op-
erations; otherwise, neither of them can get anything.

In three-dimensional Hilbert space, the number
of the above local unitary operations Uy, is 9. Then,
through only one operation, we can encode log, 9 bits
of information on one qutrit.

From the above scheme, we can also generalize it
to a d-dimensional (d > 4) scheme. In d-dimensional

Hilbert space, the general Bell bases arel50—55]

|t =Y eI @

J

+m mod d)/Vd, (20)
where n,m, 7 =0,1,...,d — 1. The unitary operations

Uy =Y _ €™+ mmod dy® (j|  (21)

J

can transform |U&) gr = 3 |5) ®14)/V/d into the cor-
J

responding states |¥<, Ygr. So, if we use an EPR
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pair, we can encode log, d? bits of information on one
photon through only one operation.

In d-dimensional Hilbert space, we can also define
the Z;-MB which has d eigenvectors as follows:

|0>7 |1>7 |2>7 T |d_1>' (22)

So, the d eigenvectors of the X;-MB can also be
described as follows:

1
10}z = \/E(|O> +11)+ +ld—1)),
1 omi 2(d—1)mi
|1>m=ﬁ|0>+ed ) +-+e 4 |d-1)), (23)
1 4mi 4(d=1)mi
|2>m=ﬁ(|0>+ed ) +--te 4 - 1)),
1 2(d—1)7i (d—1)2xi
Id—1>z=ﬁ(|0>+e ) +-te d T d=1)),
|
and the operation Ud . noted as Uc, and two operations {I, H;} to en-
) ; code and encrypt the particle T. After doing these,
1 he sends the particle T' to Dick.
1 ’F T 3) Dick receives the particle T. He also randomly
Hy= |1 '3 5 /\/E (24) chooses the message mode or check mode with prob-
ability peq or (1 — peqa). If the choice is check mode,
w1y he should use the same checking process as mentioned
Llem 7 e a— i above to check the existent of the eavesdropping or

can realize the transformation between the Z4-MB
and the X4-MB.

4. High-dimensional multiparty

quantum secret sharing

scheme with EPR pairs

Moreover, we can also generalize the above
scheme to a n-party (n > 4) scheme. That is to say, if
Alice wants to distribute her private key into (n — 1)
receivers, i.e. Bob, Charlie, Dick, ..., and Zach, then,
similar to the three-party scheme, the d-dimension
multiparty scheme can be described as follows:

1) Bob prepares an EPR pair in the Bell state
| W& . Then he keeps the particle H and sends the
other one T" to Charlie.

2) After receiving the particle 7', Charlie ran-
domly chooses the message mode or check mode with
the probabilities py. or (1 — ppc). If Charlie’s choice
is check mode, then he performs the same security
checking as the step (2) in Section 2; otherwise he
randomly chooses one of the above unitary operators

the dishonest man; otherwise, he randomly chooses a
unitary operators from U2,
operations {I, H;} to encode and encrypt the particle
T. After doing these, he sends the particle T to the

next receiver.

noted as Up, and two

4) After receiving the particle T', the next receiver
performs the same operations as Dick does, .... De-
duced from this, the procedure continues until the last
receiver Zach also finishes similar encoding process
and sends the particle T to Alice.

5) After Alice has received the particle T', she can
also choose the message mode or check mode with
probability p,a or (1 — p,,). If Alice chooses the check
mode, then the checking method is the same as that of
Alice in section 2. If Alice chooses the message mode,
then she randomly chooses one of the above unitary
operators U?  to encrypt the particle T and sends it
to Zach.

6) After receiving this particle, Zach decrypts the
particle T" with the operation I or H; same as that
encrypted by him, and then requires Bob to send the
particle H to her after he operates it with one of the
d? local unitary operations, say Ug. After doing these,
Zach performs a Bell measurement on those two par-
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ticles and publishes the outcome.

7) Zach asks other n—2 participants (except Alice
but including Bob) to cooperate with him, exchang-
ing their results with each other. According to these
results, they can deduce which local unitary operation
is chosen by Alice and then get the information of the
key.

All the above steps will be repeated N turns, and
the security analysis is the same as that in the three-
party case. Then through cooperation, all participants
can obtain the information of Alice’s operation respec-
tively; otherwise, none of them can get anything.

In our scheme, only one particle need to be trans-
mitted in each turn of the transmission process. So
long as the security of the particle’s transmission is
guaranteed, then the whole QSS scheme will be secure.
The details of how to guarantee the transmission se-
curity of one particle can be found in Refs.[25,26,37].
In our scheme, the method for the particle trans-
mission and security check is the same as that in
Refs.[25,26,37], so our scheme is also secure.

Moreover, in the schemes we have discussed
above, we transmit one EPR pair after another. So,

all participants, except Bob, do not need to store par-
ticle. They just need to store some intermediate re-
sults, such as some contrastive results. As a result,
the storage space is greatly saved.

Another advantage of our scheme is that the code
capacity on one qubit enhances greatly because the
unitary operators which operate on the particle are
randomly chosen from the d? unitary operators U,
by each participant. Thereby, the utilization ratio as
well as the transmission efficiency of particle are also

improved.

5. Summary

To summarize, in this paper we have proposed a
quantum secret sharing scheme by using EPR pairs
and local unitary operators based on Zhang-Li-Man
MQSS protocol, and then generalize this scheme to
high dimension multiparty scheme. Our scheme has
the advantage of not only having higher capacity, but
also saving storage space. The security of our scheme
is guaranteed.
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