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A novel chaos communication method is proposed based on synchronization of discrete-time chaotic systems. This

method uses a full-order state observer to achieve synchronization and secure communication between the transmitter

and the receiver. Further, we present a multiple-access chaotic digital communication method by combining the observer

with the on-line least square method. Simulation results are also given for illustration.
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1. Introduction

Chaos dynamics is deterministic but extremely
sensitive to initial conditions. Even infinitesimal
changes in the initial condition will lead to exponen-
tial divergence of orbits. Moreover, a broad-spectrum
and noise-like chaotic signal is particularly appropri-
ate for secure communications.[] Over the last decade
synchronization of chaotic systems and its applica-
tion to secure communication have received consid-

n.[1=12] Different chaos communication

erable attentio
methods have been developed in order to hide the
contents of a message using chaotic signals. Apart
from Refs.[10-12], most of the previous researches on
chaos synchronization and communication have con-
centrated on continuous-time rather than discrete-
time chaotic systems. All of the above analogue com-
munication schemes show an intrinsic weak robust-
ness; i.e. the unavoidable errors in the values of the
circuit components as well as the disturbances gen-
erated by the communication link can heavily influ-
ence the synchronization process and can make it
ineffective.[!%) This may be a drawback for practical
applications. Synchronization of discrete-time chaotic
systems with potential applications in discrete com-
munication has not been thoroughly discussed. In

this paper, we firstly design a full-order observer in

the receiver to implement synchronization and secure
communication with the transmitter. Further, based
on the proposed observer and the on-line least square
method, a multiple-access chaotic digital secure com-
munication method is proposed. Finally, simulation
results are used to show the effectiveness of the pro-

posed theory.
2.The proposed method

Consider a discrete-time chaotic system described

by
z(k+1) = Az(k) + bf(z(k)) + ¢, (1)
where z(k) € R™ is the state vector, f : R™ — R is
a nonlinear vector field, A € R™*™, b € R™*! and
¢ € R™*! denote constant matrices. A block diagram

illustrating the proposed approach is shown in Fig.1.

The transmitter is constructed as

z(k+ 1) =Az(k) + bf (x(k)) + ¢ + bo s(k),
y'(k) =d"z(k) + K f(z(k)) + s(k)
=y(k) + s(k), (2)

where s(k) € R is the information signal masked by
the chaotic signal y(k), y'(k) € R is the signal trans-
mitted to the receiver and the constant matrix by must
be selected.
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Fig.1. A block diagram illustrating the proposed method.

The receiver is then constructed, which consists

of a discrete-time chaotic system described by

@k +1) =Az(k) + bf (2(k)) + bo(y' (k) — 9(k)),
(k) =d (k) + K f(&(k)), (3)
where Z(k) € R™ is the state vector. Defining the syn-
chronization error e(k) = Z(k) — z(k) and by = b/K,
K # 0, we can obtain
e(k+1) =2k +1) —z(k+1)
=Az(k) + bf (2(k)) + bo(y/' (k) — 9(k))
— Az(k) — bf(z(k)) — bos(k)
=Az(k) + bf (2(k)) + bo(d 2 (k) + K f(2(k))
+s(k) — d (k) — K f((k)))
— Az(k) — bf (z(k)) — bos(k)
=(A — byd" )e(k) + (b — Kby)
x {f(2(k)) — f(z(k))}
(A —bod")e(k)
=(A —bd" /K)e(k). (4)

From the linear system theory,3] we know that if all
the uncontrollable eigenvalues of the system (A, b), if
any, within the unit circle, then there exists d satisfy-
ing

|JMi(A-bd"/K)| <1, i=1,2,---,n

such that e(k) — 0. Further, the recovered informa-
tion signal sg(k) by the receiver satisfies

Jim sp(k) = lim (4 (k) — (k)
= lim (d"z(k) + K f((k)) + s(k)
—d3(k) — K f(&(k)))
=s(k).

These results yield the following theorem.

Theorem 1 Let sg(k) = y'(k) — y(k) be the in-
formation signal recovered by the receiver. If by =
b/K, K # 0 and (A,b) are stabilizable, then we
can place all the eigenvalues of A — bdT/K in the
unit circle by a suitable d so that the receiver (3)

is a global observer of the transmitter (2) and then

kli)rgo sr(k) = s(k).

3. Extension to multiple-access

chaos digital communication

To transmit u < n digital information signals
m;(i) (j = 1,2,---,p) concurrently, where m;(i) €
{—1,+1}, we first modulate the digital information
signals m; (i) by chaotic signals in the transmitter as

follows:
s(k) = pY_ m;(i)a;(k),

j=1

T <k<(i+1)T, (5)

where T' > p > 0 is a bit interval and p > 0 is a factor.
Remark 1:
Eq.(2) remain chaotic, we can appropriately select K

To guarantee that the solutions of

and p so that the term bos(k) that represents a pertur-
bation to the chaotic system (1) is sufficiently small.

We now consider how to recover the digital infor-
After z(k) and z(k)
evolve in an identical fashion, the following equation

holds:

mation signals in the receiver.

P> mi(0)a; (k) + e(k) = s(k) + e(k) = snk),

iT < k< (i+ 1T, (6)

where e(k) € R is an error which is caused by syn-
chronization error and/or noise on a transmission line.
From Eq.(6), the problem to acquire the digital infor-
mation signals m; (i) (j = 1,2,---, ) turns to a lin-
ear parameter identification problem and we can re-

cover digital information signals on-line by adopting
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the on-line least square method which is represented

as follows: 14
mNTLi) =N (@) + K(N +1)[p ! sp(iT + N)
m};(zT—i-N) mV (2)],
P(N +1) %[P(N) K(N + Db (T + N)P(N)],
B P(N)z(iT + N)
KN +1) = A+ 25T + N)P(N)zg(iT + N)’
N=0,---,T—1, (7)
where
T
2r() = | 810) #20) - #06) |

Y (i) (j = 1,
mation signals, A is the forgetting factor and usually
The initial

value P(0) of the covariance matrix is usually chosen

, i) are the recovered digital infor-
chosen as a value between 0.95 and 1.

as P(0) = a - I where « is a large positive scale and
I is the unit matrix. The initial estimates m°(i) can
be taken as zero. To proceed, we need the following
lemma from Ref.[14].

Lemma 1 After z(k) and #(k) evolve in an iden-
tical fashion, if P(0) = a-I, a > 1,e(k) =0, A =1
and rank[zg(¢T),zr(iT + 1), - ,zr(iT+ B —1)] = p
where m(7) € RH, then the algorlthm (7) will converge
to m(i) in 3 steps.

Since the systems (2) and (3) are chaotic, zg(¢7T),
zr(iT 4+ 1), -+, zr(¢T + B — 1) are linearly indepen-
dent for 8 > p, ie. ranklzg(iT),zr(:T + 1),---,
zr(iT + B —1)] = p, and then the algorithm (7) will
converge to m(i) in 3 steps. So, the bit interval T
should satisfy T" > > p and then from the recovered
signal 7;(4), the binary digital signal (i) can be

demodulated as follows:

1 T
+1 > g (i) > 0,
L T T —-B+1pNZg
mO=y W
- m;(t )
Tﬁﬁ‘*’leﬁ J

and the mean of m;v (7) is approximately equal to
m; (i) for 6 < N <T.

If each user only can use one z;, then the se-
cure communication system at most can be used for
n users and assigns a spread spectrum series for each

user. The secure communication system becomes a

CDMA system. On the other hand, if one user can
use all the z;, then the communication system is a

communication system for “M”-ARY.
4. Simulation results

Consider the Henon map, a second order well-

known chaotic system, represented by the following

equation:
(k+1) m+| 2w
z = x x
0 o | 0
= Ax(k) +bf (= (9)
1
where A = , ¢ = )
0
and f(z(k)) = ) This map exhibits a chaotic

behaviour in a large neighbourhood of the parame-
ter values a = 1.4, b = 0.3. Based on the Henon
map (9), we can use above our proposed method to
implement multiple-access chaotic digital communi-
cation. In testing our proposed method, we chose
p = 0.005, dT = [0, —0.7143] and K = 1 so that
XNi(A—bd¥/K) = 0, i = 1,2. We transmit p = 2
digital information signals concurrently with 7" = 10
represented by

m=[1 -11 -1 1 -1 1

-1 1 -11,

mg = -1 1]

-1 1 -1 1 -1 1 -1 1

The simulation results are shown in Fig.2, in which (a)
and (b) show the state synchronization error between
the transmitter (2) and the receiver (3), (c¢) shows the
modulated information signal s(k), (d) shows the re-
covered information signal sg(k), and (e) shows the
error between sp(k) and s(k). From Fig.2. we can
find that synchronization and communication between
(2) and (3) has been achieved. Furthermore, by adopt-
ing the on-line least square method (7) and the binary
digital signal (8) with 8 = 5, we can succeed in demod-
ulating p = 2 digital information signals concurrently

and obtain
mi=[1 -1 1 -1 1 -1 1 -1 1

mo =



No. 2 Chaos communication based on synchronization ... 277
0.1 0.6
0.0
— —_ 0.4}
=3 =
& -01 &
| | 0.2t
= 02 =
= =
] 8
0.3} 0.0
0.4 - - - 0.2
0 50 100 150 200 0 50 100 150 200
k k
(a) The time response of z; (k) — &1 (k). (b) The time response of z3 (k) — #2(k).
0.010 0.010
0.005 0.005
= )
) — 0.000
< 0.000 = l
L]
-0.005 | -0.005
N N L -0.010
-0.010 ¢ 50 100 50 200 0 50 100 150 200
k k
(¢) The time response of s(k). (d) The time response of ap (k).
0.6
0.4+
=
]
T o2
)
=
0.0
-0.2
0 50 100 150 200
k

(e) The time response of s(k) — sp(k).

Fig.2. Simulation results.

5. Discussion

Now, the advantages of the proposed approach
are described as follows.

1) In our chaos communication scheme, chaotic
synchronization and communication can be achieved
simultaneously via a state observer design technique.
This overcomes the drawback in Ref.[10] that the
transmitter must repetitiously transmit the synchro-
nization signal before the beginning of each informa-
tion signal. Moreover, assuming a digital configura-
tion with finite representation in our approach, the
problem of parameter mismatching and transmission
noise surely appears less critical.

2) Closely examining (2), we can find that the

proposed communication scheme combines the chaotic
The output

y(k) masks the information signal s(k) and modulates

masking with the chaotic modulation.

the chaotic system. In the conventional chaotic mask-
ing method," the receiver is driven by the sum of
the encoded information signal and the output of the
discrete time chaotic system, whose dynamics is au-
tonomous. However, in the communication system
proposed herein, the information signal is also fed
back into the discrete time chaotic system. Hence,
the dynamics of the transmitter is driven by a time-
varying information signal s(k), thereby implying that
the transmitter is a nonautonomous system, which is

generally more complicated.



278 Lu Jun-Guo et al

Vol. 14

3) The suggested approach enables synchroniza-
tion to be achieved via a scalar transmitted signal.
This is a remarkable feature, since a signal channel is
usually available for communication applications. %!

4) If (A,b) is controllable, all the eigenvalues of
(4) can be arbitrarily assigned. Moreover, we find out
that when |\;(A —bdT/K)| =0, i =1,2,---,n, the
discrete-time chaotic maps can exhibit the appealing
property of achieving synchronization in a finite num-
ber of steps, i.e. dead-beat synchronization.'® As a
consequence, it is possible to generate chaos communi-
cation systems characterized by short synchronization
time, in order to avoid losing part of the message dur-
ing the transient behaviour.

5)Though the proposed method has several ad-

vantages, its practical implementation needs to be fur-

ther investigated.
6. Conclusion

In the paper, an observer is firstly designed to
achieve synchronization and secure communication
between a transmitter and a receiver. Based on
the proposed observer and the on-line least square
method, we further present a multiple-access chaotic
digital secure communication method which has an
ability to transmit a number of digital signals on one
transmission line concurrently. To show the effective-
ness of the proposed method, simulation results are
given. Its practical implementation needs to be fur-

ther investigated.
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