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A realizable quantum encryption algorithm for qubits is presented by employing bit-wise quantum computation.

System extension and bit-swapping are introduced into the encryption process, which makes the ciphertext space

expanded greatly. The security of the proposed algorithm is analysed in detail and the schematic physical implementation

is also provided. It is shown that the algorithm, which can prevent quantum attack strategy as well as classical attack

strategy, is effective to protect qubits. Finally, we extend our algorithm to encrypt classical binary bits and quantum

entanglements.
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1. Introduction

The strength of our current popular encryption
systems is based on cryptographic keys and complex
mathematics algorithms. By using a sufficiently long
cryptographic key, a mathematical algorithm trans-
fers (locks) plaintext into ciphertext in such a way as
to make it computationally infeasible for a cryptana-
lyst to determine either the enciphered message or the
underlying key. Classical cryptosystems come in two
main classes depending on whether communicators,
e.g. Alice and Bob use the same key. Asymmetri-
cal systems, whose security is based on computational
complexity, involve the use of different keys for encryp-
tion and decryption. Symmetrical ciphers require the
use of a single key for both encryption and decryp-
tion. The Vernam algorithm (also called “one-time
pad”) belongs to this category.[]

The rapid progress in quantum information the-
ory poses a threat to classical cryptosystems, such
as quantum factoring algorithm which can break the
condition for many cryptographic protocols.?l How-
ever, quantum cryptography®—6 has been of partic-

ular interest since the initial proposal of uncondi-

tionally secure quantum key distribution protocol in
1984[7 and its experimental demonstration in 1992. 8!
Recently, quantum cryptographic (encryption) algo-
rithms have also been investigated extensively. Leung
has investigated the quantum Vernam cipher using
entanglement as the key to encrypt quantum infor-
mation sent through an insecure quantum channel,
and especially, followed that the quantum key can
be reused securely.l?) Boykin and Roychowdhury have
devised a quantum one-time pad using a secret-key
shared between Alice and Bob in advance to control
the X and Z gates applying to qubits and discussed
the characterization and optimality of quantum one-
time pads at length.['%) Through designing keys in the
non-orthogonal quantum states, a quantum crypto-
graphic algorithm to encrypt classical binary bits has
been presented by Zeng.['l] Motivated by the method
in Ref.[11], we has proposed a novel quantum en-
cryption algorithm for classical binary information,
which can be realized with current technology.['2) On
the other hand, the attempts to construct quantum
public-key cryptographic algorithms, or rather, quan-

tum asymmetric-key cryptographic algorithms, have
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(13-15] 1 particu-

been made from different aspects.
lar, Patrick Navez et al have developed a “quantum
public key” scheme similar to the classical one for con-
tinuous variables, in which the g-private and g-public
keys consist in each of the two entangled photon beams
of squeezed light respectively. An analogue message
is enciphered by modulating the phase of the beam
sent in public, and the knowledge of the degree of
non-classical correlation between the beam quadra-
tures measured in private and in public allows only

the receiver to decrypt the message. !

The goals of quantum encryption algorithms and
classical encryption algorithms are consistent, i.e. to
protect secret information or keep communications
private. The difference between quantum and clas-
sic cryptographic algorithms is as follows: the former
is based on quantum laws while the latter is based on
pure mathematic principles. In quantum encryption
algorithms, some are used to protect classical mes-
sages; the others aim at quantum messages. To our
knowledge, most proposed algorithms are difficult to
be implemented with current technology due to the
problem of storing quantum states of long duration.
It has to be said that almost all previously proposed
quantum encryption algorithms do not make good use
of the ingenious and mature methods used in the clas-

sical cryptography.

The purpose of the present paper is to design a
realizable quantum encryption algorithm to protect
qubits, each of which is a simplest quantum mechani-
cal system and has a two-dimensional state space. We
introduce the system extension, permutation, quan-
tum error and H transformation into our algorithm.
The new idea allows us to make the qubits confusable
and undistinguishable and gives a larger ciphertext
space to the eavesdroppers. Without loss of general-
ity, we assume that the set of all possible quantum
computations or operations Alice can choose from are
known to everyone, involving Eve. The index of the
exact operations performed by Alice and Bob on their
qubits is the secret key shared between them at some

point.

This paper is organized as follows. We give a de-
tailed description of the realizable quantum encryp-
tion algorithm in Section 2, including encryption pro-
cess, decryption process and physical realization. In
Section 3, we analyse the security of the proposed al-
gorithm from different aspects. Finally, we make a

brief discussion and conclusion in Section 4.

2.Realizable quantum encryption

algorithm
A qubit can be expressed as |¢) = «|0) + B|1)

with |a|* +|3])° = 1, where a and § are complex num-
bers, although for many purposes not much is lost by
thinking of them as real numbers. In the following,
we will introduce our quantum encryption algorithm
in detail, which involves four groups of keys during
the process of encryption and decryption. The first
three groups of keys are to disturb and confuse the
secret messages. The fourth group of key is to make
the ciphertext quantum states non-orthogonal. So if
the fourth group of key is insecure, then the ciphertext
states transmitted through the channel can be eaves-
dropped by the attacker. To guarantee the absolute
security of the keys, it is advisable to employ quantum

key distribution technology.[®!
2.1. Encryption process

Step 1 System extension. All previously pre-
sented quantum encryption algorithms do not involve
this operation; however, system extension is a basic
issue both in cryptography and in real-life physical
systems. The goal of the system extension is to ex-
pand the ciphertext space. Suppose the ith element
of the first group of key is ki;, then we prepare the

tensor product state

|5s) = k1) |vi) = [k1i) @ |abi)
=a; |k1;0q) + B; [k1ilq) , (1)

where q denotes the quantum bits in order to dis-
tinguish them from the key bits. So after the ex-
tension of the system, one original state corresponds
to two states: «;[004) + 5;]01,) when kq; = 0, and
a; |104) + B; |114) when ky; = 1. It is worth pointing
out that the state in Eq.(1) is not entangled since it
is expressed in the form of a tensor product.

Step 2 Permutation. As is well known, permuta-
tion is a fundamental means in classical cryptography,
and most real popular cryptosystems unavoidably in-
volve it. However, permutation has seldom been seen
in quantum cryptography although it shows up fre-
quently in quantum computation and can be realized
easily. This step will extend the ciphertext space and
confuse the attackers. Under the control of the ¢th ele-
ment ko; of the second group of key ko, permuting two
qubits can be implemented by the bit-swapping cir-
cuit, which is shown in Fig.1. The function of the bit-
swapping circuit can be written as |A) |B) — |B)|A)
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and its matrix representation is

Uswap =

o = O O

0
0
0
1

o o O =
o O = O

After permutation, the possible quantum state

can be written as

14) NV |B)

|B) -——- 14)

Fig.1. Circuit swapping two qubits.

|95:) =00,ks; (@i [k1:0q) + Bi lk1ily))
+ 01 kp; (i [0gk1i) + Bi[1qk1i))

=Ukai |[v5) . (3)

From Eq.(3) we can derive all possible states for dif-
ferent kqi; and ko;, ie. «;]004) 4+ 5;|01y), a;|104) +
Bi|114), @ [040) + B; [140) and a; |0q1) + B; |141).
Step 3 Quantum error. In order to disturb the
quantum information further, Alice can insert some

For a state in the form of [¢)) =
a|0) + B]1), all errors can fall into four types, such

errors into it.

as I, X, Z and Y, which represent no error, bit flip,
phase flip, and both bit flip and phase flip, respec-
tively. I, X, Z and Y are applied to the quantum
state if their respective classical control bits are 00,
01, 10 and 11 according to the key element ks;. The

resulting state is given by

|1bs;) =(000,k3: 1 + 001,k3; X + 010,85 Z + 611,15, Y)
[00,ks; (@ilk1i04) + Bilk1ilq))
+ 61,k (@i|0gk1i) + Bi|Lgk1i))], (4)

or

C [ - r7810,k4, VO 1,,,C
|'¢)31> — X 001,k3; 7/910,k3; Y O11,k3; |w2i>
— X %01,k3; 7810,k3; Y O11,83; [7k2:

swap

Y. (5)

From Eq.(4) or Eq.(5), any ciphertext state in step 2
corresponds to four different states, so one can obtain
16 different states for one qubit according to different
keys.

Step 4 H transformation. Alice applies H gate

to the states derived from Step 3 under the control

of the key element k4;, thereby obtaining the non-
orthogonal ciphertext states. The function of H gate
can be written as

1
H = —5[(0) + [D)(0]+ (0) = D)L, (©)

or expressed in the matrix form

1[1 1 1
H:E[l —1]:E(X+Z)' )

It is easy to obtain H|0) = |+), H|1) = |—), where
1

[+) = E(m) + 1)

state is

Therefore, the final ciphertext

|¢2> =(00,ka; + 01 k4 H)(000,k5: T + 001,85, X
+010,k5: Z + 011,85, Y )
X [60,ky; (ilk1:04) + Bilk1ily))
+ 01,hi (@] Oq ki) + Bil1qk1i))], (8)

or

C 01,k4. |,,C
|thys) =H " i [3;)
— F01.k4; X 001.k3; 7810,k3; Y 011,85, [TR2i

swap

Y1) (9)

One can acquire 32 different states from Eq.(8) or

Eq.(9) according to different keys. The possible states
in Step 4 are non-orthogonal, which makes the states
undistinguishable for the eavesdropper. For n qubits,

the ciphertext can be written as

W) = [W5) = [¥5,) © - J¥5) © .. Jvi) ® [¥g) (10)

After executing the four steps of operations, the
encryption process is finished. It can be seen in Sec-
tion 3 that the security would be intimidated without

performing the H transformation.
2.2. Decryption process

Note that the set of operations that Alice per-
forms are reversible and, hence, unitary. The sequence
of decryption process is right inverse of the sequence of
encryption process. Because the above quantum op-
erations are unitary, the decryption operations can be
executed easily under the guidance of the pre-shared
keys. The decryption process is as follows.

Firstly, Bob decrypts the state |¢$) upon receiv-
ing it under the control of the key k4. If k4; is equal
to 1, Bob applies H gate to |1$}), or else Bob keeps it
alone. Thus Bob obtains the state |¢S).

Secondly, Bob unlocks the state |4$) according
to the key ks. If k3; is 00, Bob lets [1S;) alone, or if
ks; is 01, he applies X gate to [¢S.), or if ks; is 10, he
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applies Z gate to [S}), or else if ks; is 11, he applies
Y gate to |¢$,). After this process, Bob obtains the
state [¢S).

Thirdly, Bob continues to swap the qubits in |$).
When the key element ks; is equal to 1, Bob swaps the
qubits in [S;), otherwise, he leaves it alone. After
the above operations, Bob obtains the tensor product
state as follows

C\ _ rrkai 001,kg; 7010,k3; VO11,ks; FTO01,ky;
|¢1i> =U X 3i /] 3y 3i [ °1:ka

swap wgz>
(11)
Finally, Bob separates the tensor product state

and then obtains the anticipated qubits. Thus, Bob

achieves the anticipated quantum state sent from Al-

ice.
Without the guidance of the keys, Bob’s oper-
ations will necessarily modify the ciphertext and he

acquires no useful results.
2.3. Physical implementation

So far, we have provided a quantum encryption
algorithm based on bit-wise quantum computation.
Now we show the physical realization of the proposed
algorithm. The physical implementation of the pro-
posed algorithm is shown in Fig.2. In the figure, S is
a quantum switch under the control of k5. When the
key ko; is 0, S7 switches onto 1, otherwise S; switches
onto 2. For Alice, i.e. the encryption procedure, time
runs from left to right, while for Bob, i.e. the decryp-
tion procedure, time runs right to left. X, Z, Y and
H are applied to the quantum state if their respective
classical control bits are 01, 10, 11 and 1.

o) —Fo TN
l (31 2 j
\ 10—L

[4) AN F7L

k3
ky

Fig.2. Schematic of physical implementation for the

quantum encryption algorithm.

From Fig.2, one can see that the quantum en-
cryption algorithm only involves simple quantum logic
gates, which can be realized physically, for example,
modulation and demodulation between two dim laser-
pulses. Furthermore, the keys adopted while encrypt-
ing are all classical. The ciphertext states are directly
sent to Bob through an optical fibre channel or via

air after the encryption process is finished by Alice.

Upon receiving the ciphertext state, Bob decrypts it
in time and it is not necessary to store the quantum
states. Most important of all, the algorithm can be
realized with current technology and may have wide
use with the quantum error-correcting technology to

enhance its performance.
3. Security analyses

To analyse the security of the proposed algorithm,
we firstly introduce Theorem 1, on which Theorem 2
is based. Then we discuss the ciphertext-only attack,
known-plaintext attack and chosen-plaintext attack in
Theorem 3. Finally we analyse the aspect of the Tro-
jan horse attack strategy.!1°!

Theorem 1 Unitary operation cannot alter the
density matrix of quantum states.

Proof Assume U and [¢)) to be a unitary opera-
tion and a quantum state, if |1) ()| = I, then

Ulp)(|UT =UTU =1. (12)

Theorem 2 Ciphertext state shows no plaintext
information.

Let |¢1;) be the linear combinations of all the
possible quantum states with equal probability in
the ciphertext set C; (¢t=1, 2, 3, 4), which cor-

responds to the ith qubit. For example, |¢1;) =

1
§(ai|00q> + 6i|014) + a;|104) + Bi|114)).  Omne can
calculate the density matrix

|¢1z><¢1z| =1 (13)

Since all encryption operations are unitary, it follows
from Theorem 1 that the ciphertext is homogeneous

and the proposed algorithm is perfect privacy. Due to

(W4i|thai) Zi[(G +2v2) + (1 + V2)a; 6
+ (4 +2v2)(af - 8)], (14)

different ciphertext states are undistinguishable ac-
cording to the no-cloning theorem.!”l The no-cloning
theorem is the basic idea from which one can prove
that the transmission of information encoded by non-
orthogonal quantum states is secure against an eaves-
dropper (Eve). The impossibility of reproduction pre-
vents Eve from having access to any quantum state
without disturbing or modifying it. Such a distur-
bance or modification makes her results random and
meaningless. Finally, if we do not reuse the used keys,
the ciphertext states are random and independent of

qubits when the key is random and unknown.
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Theorem 3 The ciphertext-only attack, known-
plaintext attack and chosen-plaintext attack are im-
possible.

In classical cryptography, Eve can duplicate the
ciphertext without modifying it through intercepting
the channel or illegitimately accessing to the cipher-
text bank, thus she can attempt to decrypt it time
after time. While in quantum encryption algorithm,
the information is encoded by non-orthogonal quan-
tum states, so Eve can perform one set of operations
on each enciphered state just one time. Since she does
not know the key, her measured results must be ran-
dom. From this point of view, one can see that the
Like-

wise, from the encryption process of our algorithm, the

ciphertext-only attack strategy is impossible.

known-plaintext and chosen-plaintext attack strate-
gies are unfeasible because Eve could not know with-
out the key what the ciphertext corresponding to the
known-plaintext is. This property results from the
uncertainty principle in quantum mechanics.

Theorem 4 The Trojan horse attack strategy
can not obtain useful information.

The Trojan horse attack strategy (THAS) may
be generated from the drawback of construction of
the system (e.g. device, program, algorithm or proto-
col). When a Trojan horse can be lurked in a system
without easy detection, attackers can make use of this
kind of strategy to obtain useful information and then
break the system. This attack strategy is not only
popular in classical cryptography but also available in
the recently proposed quantum cryptography.[6-18:19]

From Refs.[11,12], due to the non-orthogonality of
different ciphertext states, the Trojan horse will feed-
back no meaningful information even if the attacker
has pre-lurked a Trojan horse in the encryption or de-
cryption apparatus, therefore our algorithm can coun-
teract the Trojan horse attack strategy. For example,
the Trojan horse will feedback available information 0
and 1 when the ciphertext is in state |0) or |1). How-
ever when the ciphertext is in states |+) or |—), there
is no determined feedback information.

The security is intrinsic to the non-orthogonal
quantum cipher-text, rather than due to using clas-
sical bits or something else (qubits or entanglements)

as the key. Here we choose classical bits as the key in

order to make our algorithm implemented with cur-
rent technology. To lessen the burden of key manage-
ment, we can recycle the first three groups of keys.
As long as the fourth group of key is secure, the above
security analyses are still valid. If there is an eaves-
dropper, Bob’s result must be obscure. Therefore, the
presence of an attacker can be detected. If there is
no eavesdropper, Alice and Bob can reuse the shared
key, therefore the proposed algorithm takes the form
of block encryption.

4. Discussion and conclusion

The proposed algorithm can be applied to en-
crypting binary classical bits with minor modifica-
tion. We denote binary classical bits 0 and 1 by single
qubits |0) and |1), respectively. Recalling the equa-
tions |¢) = «|0) + B]1) and |a|? +|8]? = 1, one knows
that classical bit 0 corresponds to the quantum state
where |a|? = 1, and that classical bit 1 corresponds
to the quantum state where |32 = 1. Thus, the en-
cryption of binary classical bits can be treated as a
particular case of the quantum context, however, its
physical implementation will be simpler, and the num-
ber of key bits used during encryption and decryption
cuts down greatly.

Entanglement, an important resource for quan-
tum information processing, is one of the most promi-
nent nonclassical properties in quantum theory. En-
tanglement can exhibit a nonlocal correlation between
quantum systems that have no classical interpreta-
tion. For an arbitrary entanglement state [¢) =
«|00) + 3]11), one can encrypt it in the same way with
minor modification to its physical implementation.

In summary, we have proposed a quantum en-
cryption algorithm in order to protect qubits by in-
troducing quantum computation into quantum cryp-
tography. The security of the algorithm is discussed
at length and a schematic implementation diagram
is given. It is shown that the algorithm, which can
prevent quantum attack strategy as well as classical
attack strategy, is effective to protect qubits, and can
be extended to encrypt binary classical bits and en-
tanglement states. Therefore our quantum encryption
algorithm has a good extension and potential applica-

tions.
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