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A new distribution scheme of decryption keys used in optical verification systems is proposed. The encryption

procedure is digitally implemented with the use of an iteration algorithm in computer. Three target images corresponding

to three wavelengths are encoded into three sets of phase-only masks (POMs) by a special distributing method. These

three sets of POMs are assigned to three authorized users as the personal identification. A lensless optical system

is used as the verification system. In the verification procedure, every two of the three authorized users can pass

the verification procedure cooperatively, but only one user cannot do. Numerical simulation shows that the proposed

distribution scheme of decryption keys not only can improve the security level of verification system, but also can bring

convenience and flexibility for authorized users.
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1. Introduction

Recently, optical technology has been widely em-
ployed in encryption and verification systems(!=8! be-
cause optical information processing technique pos-
sesses many advantages, for instance, the capability of
parallel processing and fast computing speed. More-
over, optical wave carries not only the amplitude and
phase information, but also contains other character-
istic parameters, for instance, the polarization and
wavelength.[?1% These parameters may support more
degrees of freedom and higher level of information se-
curity. Security level is an important factor for an en-
cryption and verification system, which guarantees the
validity and practicability of the system. One of the
methods for obtaining high security level is to increase
the capacity of key space. Refregier and Javidi [l have
proposed a double-random-phase encoding technique
that encodes an original image into a stationary white
noise. The two random-phase masks placed in the in-
put and the Fourier plane of a 4-f correlator serve as
the keys of the system. Information encryption tech-

niques in the fractional-Fourier domain have also been
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presented.[2~6 It is well proved that higher security
can be acquired in the fractional-Fourier domain be-
cause the scale factors and the fraction orders of the
fractional-Fourier transform provide additional keys.
Moreover, Matoba and Javidi [ have experimentally
demonstrated that the position of the phase masks in
the Fresnel domain can also be used as the decrypting
keys. More recently, Situ and Zhang!® reported that
the wavelength can play a role of a key in the Fresnel
domain and the application of this key can increase
the security level of the encryption system. Moreover,
multiple wavelengths of the incident light can also be
used as the additional decrypting keys. The increase
of the number of the available wavelengths in infor-
mation encryption can further improve the security

level.

In all of the above mentioned methods, the de-
cryption keys are distributed to different individual
persons, and only when all the authorized persons
meet together can the verification system be passed.
This is not convenient for users. In this paper, we
present a new distribution scheme of the decryption

keys for a verification system in the Fresnel domain.
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Three target images are digitally encoded into three
sets of phase-only masks (POMs), which are served as
the decryption keys by a special distributing method.
A lensless optical system is used as the verification
system, in which a set of POMs are located at the de-
termined positions along the direction of propagation
to decrypt the target image. Three sets of encrypted
POMs are distributed to three users.

can reconstruct all the three target images in the op-

Any two users

tical verification system by using their POMs, thus,
they can pass the verification procedure cooperatively.
However, any one of the three users can only produce
two target images with the use of his own POMs and
cannot pass the verification procedure. The distribu-
tion scheme of the decryption keys can not only in-
crease the security level, but also increase flexibility
of the verification procedure.

This paper is organized as follows. The descrip-
tion of the optical verification system, the relevant
encryption algorithm, and the verification procedure
are described in Section 2. Numerical simulations for
demonstrating the advantage of the proposed distri-
bution scheme are presented in Section 3 with some
discussions. Finally, a brief conclusion is given in Sec-

tion 4.
2.Encryption and verification

procedure

We now describe in detail the optical verification
system, the relevant encryption algorithm, and the

verification procedure used in this work.

2.1. Distribution scheme of decryption keys

and optical verification system

In the encryption and verification system consid-
ered here, three sets of image information associated
with three different wavelengths (e.g. Ao, & =1,2,3)
are encrypted into three sets of POMs by a special
distribution method. The first set of POMs includes
the information of images corresponding to A\; and As.
The second set of POMs includes the information to
A2 and Asz, and the last set of POMs includes the in-
formation to A3 and A;. Every set of POMs comprises
two POMs (POM; and POM,). Three sets of POMs
are distributed to three users (called U,, U, and U.,)
and serve as the decryption keys of the system. In the
verification stage, two POMs held by one of the three
users should be placed on the predesigned locations in
the optical system shown in Fig.1 to reconstruct the

target images.
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Fig.1. Schematic diagram of the optical verification
system. POM; represents the first phase mask and
POM; denotes the second one.

In Fig.1, the plane P; represents the plane imme-
diately behind POM;. The planes P and P, are the
planes before and behind POM,, respectively. The
output plane is denoted as P3. The distance between
P; and Py is z1 and that between P, and Pj is z2. The
optical field distribution on the adjacent planes, e.g.
P; and Py, are related by a Fresnel transform with the
specified parameters of the distance between them and
the incident wavelength A\,. We denote the coordinate
systems on the planes P;, Py(P,), and P; to be (z1,
y1), (2, y2), and (x3, ys3), respectively. When a uni-
form plane wave with wavelength A, illuminates the
optical system, the wave function u;(z1,y1,\s) after

POM; can be expressed as

ur (21,91, Aa) = exp{ii—i[nl()\a) — 1]h1(x1,y1)},
(1)

where hy(z1,y1) denotes the surface-relief depth dis-
tribution of the POM; and nj(\,) is the refractive
index of POM; at the incident wavelength A,.
Under the Fresnel approximation, the complex
amplitude ub(x2,y2,A\s) on the plane Py for the in-

cident wavelength A, is expressed as

u2 x27y27
//u1 (1,1, Aa)g(T2, Y23 1, Y15 21, Ao )dz1dy; .
(2)

The kernel function g(z2,y2; 21, y1; 21, Aa) is given by

9(2,Y2; 1, Y1521, Aa)
_exp(i27z1/))
B i/\azl

i
X exp 1.
a~l

(a2 — 1)’ + (32— ym]}. (3)

Equation (2) is essentially the Fresnel transform
of the wave function wui(z1,y1, ) and it can be

rewritten in a compact form

uy(z2, Y2, Aa) = Friia{ui(z1,y1, a); 21}, (4)
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where F'rT)_ represents the Fresnel transform associ-
ated with A,.

The selected distance between Pj and P; is quite
short, therefore, the diffraction effect can be ne-
glected and the optical field suffers only a phase-
modulation caused by POMs. Then, the wavefunction

us (22, Y2, Ao ) on the plane P, can be expressed as

u2(m27 Y2, )‘a)

=uy(22,72, Aa)

X exp{ii—:[nz()\a) - 1]h2(x2,y2)}, (5)
where ha (2, y2) denotes the depth distribution of the
POM; and na(A,) is the refractive index of POMs at
the wavelength A.

Similarly, the wavefunction us(z3,y2,A\s) on the
plane P, and the wavefunction us(zs3,ys,\,) on the
plane P3; can be expressed in the following compact

form:

u3(w3,Y3, \o) = FrTa, {ua(w2,y2, A\a); 22}, (6)

or

Uz(mz,yz,)\a) :IFTTAQ{U3(x37y33)‘a);Z2}a (7)

where IFrT)y_ denotes the inverse Fresnel transform

with the wavelength parameter .
2.2. The encryption procedure

Two target images associated with two different
wavelengths (e.g. A; and A3) are encrypted into two
POMs of one user via a computer. This procedure
corresponds to an optimization problem for determin-
ing two depth distributions of two POMs. That is,
if we have already known the amplitude distributions
of the incident light field and output light field, how
can we search for the optimal depth distributions of
hi(z1,y1) and ho(x2,ys2) to satisfy the predefined con-
vergent criterion?

An iterative algorithm with the aid of the
conjugate-gradient method (CGM)!*! is employed to
solve this optimization problem. Initially, the depth
distribution hq(z1,y1) of POM; is generated from a
random number generator. Thus, the wavefunction
on the plane P; at the wavelength A, can be obtained
according to Eq.(1). After performing a Fresnel trans-
form, the wavefunction u)(z3,y2, Ao) on the plane P
at A, can be obtained by Eq.(4).

We denote pa(z2,y2, ) as the amplitude distri-
bution of uh(z2,y2, Ao) and fo(z3,ys) as the ampli-

tude distribution of the target image at the wave-
length A,.
p2(z2,y2,Ay) and the corresponding f.(zs3,y3), we

By the known amplitude distribution

can optimize the depth distribution hg(z2,y2) of
POM; with the use of the CGM algorithm. For sim-
plicity, we only give a brief description here.

We introduce the following error function to eval-
uate the performance of the designed depth distribu-
tion of the POM,:

E:;{ )3 {fa@s,yg)

T3,Y3

> g(ws, ys; 22, v2; 22, Aa)

T2,Y2

X pa(z2, Y2, Aa)

X exp{iil[ng(Aa) — l]hz(mzayz)}

«

[} o

The problem of designing the depth distribution of the

POM, is attributed to minimize the error function F
with respect to the unknown argument h,, i.e., the
distribution of hy(z2,y2). In the CGM, the solution of
the depth distribution hs can be iteratively obtained
from Ref.[11]:

@anh9+7mmﬁ for 1=0,1,2,3,... (9)

where hgl),T(l), and d*) denote the depth distribution,
the step size, and the search direction, respectively, in
the Ith iteration. The search direction d¥) reads

for [=1,2,3,...
(10)
where VE (hgl)) is the gradient of the error function

and 80~1) is a factor defined by

db — —VE(hél)) + ﬂ(lfl)d(l—1)7

l
-1y _ |VE(RY)?

W’ for l:1,2,3,... (11)

To ensure the convergence of the iteration pro-
cess, the step size 7() should be selected to be small

enough to satisfy the following relationship:
VE(hy )| < [VE(hy))].

The iteration process in the CGM can be started
)

with a random initial depth distribution hgo and
this process is continued until one of the following
conditions is satisfied: (a) the modulus of the gra-
dient of E(hél)) reaches a small value less than ¢,
ie. |VE(hgl))| < g, where € is a given small quantity
for the control of the calculation accuracy of the gra-
dient, or (b) the number of iteration exceeds a given

integer L.
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Note that the above iteration process only in-
volves an inner loop in the whole encryption proce-
dure. Finally, the desired depth hs(z2, y2) is obtained.
Then, we can acquire the wavefunction on the output
plane P according to Eqs.(5) and (6).

Let the phase distribution of us(zs,ys, o) un-
changed and adopt the expected normal distribution
fal(zs,ys) to replace the calculated amplitude distri-

bution and compose a new field distribution

us(3,Y3, Aa) = fa(Ts, y3)expligs(zs, y3, Aa)], (12)

we then obtain a wavefunction wus(z2,¥y2,Ao) on the
plane P, from an inverse Fresnel transform of the
uy (23,93, Aa) (see, Eq.(7)). The wavefunction on the
plane Pj is

uy (22,92, Aa)

:u2(x23y27Aa)

x exp{ - ii—:[nQ()\a) - 1]h2(m2,y2)}. (13)

The corresponding wavefunction on the plane P; at

Ao can be obtained:

uy (21, Y1, Aa) = TFrTx, {uy (22,42, Aa); 21} (14)

The depth distribution of POM; in the first iteration

can be determined as

:% Z mang{ul (1,91, Aa)}, (15)

where ang{-} denotes the phase-portion of the relevant
function.

So far, a whole iterative encryption procedure is
completed. The same procedure is repeated until the
iteration times is larger than a predesigned number K.
Finally, the optimal depth distributions of hq(xy,y1)
and hs(z2,y2) of the POM; and POM; are deter-
mined. Two images corresponding to two different
wavelengths are encoded into POMs held by one of
three users. The POMs of the two other users can be

obtained by using the same iteration algorithm.

2.3. Description of the verification procedure

Three sets of POMs are assigned to three users,
every user holds two POMs which serve as his own
decryption keys in the verification procedure. Mean-
while, every user uses four parameters, i.e., two wave-
lengths and two position parameters z; and zs, as his
personal identification numbers (PINs). In the verifi-
cation stage, one user places his own two POMs in the
optical verification system shown in Fig.1. Then, this
user inputs his own four PINs into the system. Firstly,
the verification system will adjust the correctness of
the locations of the two POMs according to the two
position parameters included in the input PINs. Af-
ter this step, a plane wave with a given wavelength
in the input PINs is used to illuminate the verifica-
tion system, thus an image which denotes the verifi-
cation information of the user is displayed on the Ps
plane. Similarly, a plane wave with the other given
wavelength, in the input PINs will produce another
Note that there are three

target images which should be verified in the system,

image on the P; plane.

therefore, even two produced images of the verification
user identify two target images, the user still cannot
pass through the verification procedure. In this case,
one of the other two authorized users can help him to
open the lock in the verification system with the use
of his own POMs and PINs because his POMs include
the information of the third target image. That is to
say, every two of the three authorized users can pass
the verification procedure cooperatively. This distri-
bution scheme of the decryption keys would definitely
upgrade the security level of the verification system

and it is convenient and flexible for users.

3. Numerical simulations of en-
cryption and verification pro-
cedure
Suppose that three target images contain three

different numeric-information, respectively, as shown

in Fig.2.
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(a) Ar=0.5378um

(b) A2=0.6328um

(c¢) A3=0.6943um

Fig.2. Three target images corresponding to three different wavelengths.

Three images correspond to three different wave-
lengths, e.g., A\; = 0.5378um for the first picture, Ay =
0.6328uum for the second picture, and A3 = 0.6943um
for the third picture. We encrypt two of these images
into the POMs of one user by using the encryption
algorithm described in section 2.2. We suppose that
every target picture possesses 200 x 200 pixels with 64

grey scale and the size of the image is 8 mmx8 mm.
The spacing between planes P; and P in Fig.1 is cho-
sen to be z; = 1000mm, and the distance between
planes P and Ps is zo = 1000 mm. K5 glass is adopted
as the material for fabricating these POMs. The re-
fractive index of the K5 glass at room temperature is

evaluated by!1?

n(A) =2.2850299 — 8.6010725 x 10 >A% + 1.1806783 x 102\~ 4 2.0765657 x 10~ *\~*
—2.1314913 x 107°A7% 4-3.2131234 x 107"\ 75, (16)

where A is the incident wavelength and the unit of A is
pm. After passing 15 iteration loops, the depth distri-
butions of two POMs for one user are determined. The
depth distributions of the POMs for other two users
can also be obtained by similar operation. So, three
sets of POMs are produced for three users. The de-
tailed distribution scheme is described as follows: The
user U, holds a set of POMs which comprise the infor-
mation of two images associated with Ay = 0.5378 um
and Ay = 0.6328 um, the POMs of user U, contain
the image information associated with Ay = 0.6328 um
and A3 = 0.6943 pum; the user U, holds the information
associated with A3 = 0.6943 ym and A; = 0.5378 pum.
The obtained depth distributions of all the POMs are
displayed in Fig.3.

The depth distributions in Figs.3(a;) and (ag)
correspond to POM; and POM; of user U,, respec-

tively. Figures 3(b1) and (bs) represent the depth dis-
tributions of POM; and POM; of user U,. Figures
3(c1) and (c2) display the depth distributions of POM;
and POMj;, of user U... The grey level is proportional to
the surface-relief depth in pixel. It is clearly seen that
all these POMs are noise-like distributions and one
cannot observe any information about the target im-
ages. Only when two POMs of one user are placed at
the correct positions in the optical verification system
and illuminated by the plane wave with the correct
wavelength, a target image can then be displayed on
the plane P3. First, let us place two designed POMs
of user U, [i.e., the POMs as shown in Figs.3(a;) and
(a2)] in the correct locations, which are illuminated by
a plane wave with the wavelength A = 0.5378 um in
the optical verification system. The image in Fig.4(a)
is displayed on the plane Ps.
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Fig.3. Depth distributions of three sets of designed POMs: (ai) and (agz) correspond to the first
mask POM; and the second mask POM> of user Ug; (b1) and (b2) correspond to POM; and POM;
of user Up; (c1) and (c2) to POM; and POM; of user U.. Note that the depth variations are [-1.8 pm,

1.8 pm] for POM; and [-1.5 pm, 1.5 um] for POMs.

(a) A=0.5378um

(b) A=0.6328um

Fig.4. Reconstructed images by using the designed

POMs and inputting all the correct PINs of user Ug:

(a) The illumination wavelength is A1 = 0.5378 um;

(b) the illumination wavelength is A2 = 0.6328 um.

For the incident plane wave with the wavelength
A = 0.6328 um, the expected image in Fig.4(b) can
be displayed on the plane Ps;. It can be found from
Figs.2 and 4 that the generated images coincide with
the expected target images quite well. According to
the normal verification scheme, the user U, can pass
through the verification procedure, however, there is
the third target image, as shown in Fig.2(c), should
be verified in our proposed verification scheme, conse-
quently, the user U, is not allowed to pass the verifi-
cation procedure. We put the two POMs of user U,
in the correct location of verification system, and use

a plane wave with wavelength A = 0.6943 yum to illu-

minate the system, then an image appears, shown as
in Fig.5(b).

(8) A=0.6328um (b) A=0.6943pm

Fig.5. Reconstructed images by using the designed

POMs and taking all the correct PINs of user Up: (a)

The illumination wavelength is Ay = 0.6328 um; (b)

the illumination wavelength is Ay = 0.6943 pm.

Up till now, all the three target images are recon-
structed in the verification system correctly. So, the
verification procedure is over and the users U, and U,
can pass through together. That is, two users U, and
Uy, can open the lock of the system and pass the veri-
fication system cooperatively, but one of them cannot
do. There exists another scheme that can make user
U, open the lock, for instance, the third target image
can also be generated by using the two POMs of user
U., as shown in Fig.6(b).



2002 Niu Chun-Hui et al

Vol. 14

(a) A=0.5378um

(b) A=0.6943um

Fig.6. Reconstructed images by using the designed
POMs and chosen all the correct PINs of user U.: (a)
The illumination wavelength is Ay = 0.5378 um; (b)
the illumination wavelength is Ag = 0.6943 pm.

Similarly, the users U, and U, can also pass the
verification procedure cooperatively. Three target im-
ages can be generated with the use of the POMs of
U, and U,, e.g., the reconstructed images shown in
Figs.5(a), 6(a), and 6(b), or, those shown in Figs.5(a),
5(b), and 6(a). Every two of the three users can pass
through the verification procedure, which makes the
verification system more convenient and flexible for

users.

To describe the closeness of the reconstructed im-
age to the target image quantitatively, we introduce a

mean square error (MSE) defined as

M N
1 2
MSE = +— N;;wm,n) —o(m,n)]>, (17)

where M x N is the number of the pixels. r(m,n) and
o(m,n) denote the intensities of the reconstructed im-
age and the target image on pixel (m,n), respectively.
We analyse the influence of the wavelength deviation
on the verification system, the obtained results are

shown in Fig.7.

The results in Figs.7(a) and 7(b) are obtained by
using the POMs of user U, with the predesigned wave-
lengths A = 0.5378 um and A = 0.6328 um, respec-
tively. It is evident from Fig.7(a) that the MSE is in-
creased with the increase of the deviation of the illumi-
nation wavelength from the predesigned wavelength.
The MSE reaches the smallest value of 0.01 when the
illumination wavelength is just identical to the pre-
designed wavelength. The deviation of wavelength will
lead to the worse qualities of the reconstructed images.
The reconstructed image for A = 0.5478 pym is shown

in Fig.8.

0.05
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0.03

MSE

0.021

0.01
-40 -20 0 20 40

0.06

(®)
0.05

0.04

MSE

0.03

0.021
—40 -20 0 20 40

A)X/nm

Fig.7. Variation of the MSEs versus AX: (a) Corre-
sponding to a centre wavelength of A\ = 0.5378 pum;
(b) corresponding to a centre wavelength of A =
0.6328 pm.

A=0.5478pum, AA=10nm

Fig.8. Incorrectly reconstructed images with the cor-
rect POMs of user U, by using the incorrect illumina-
tion wavelength A = 0.5478 um with AX = 10nm.

Although the deviation is only AA = 10nm, it
is clearly seen that useful information now no longer
appears in this reconstructed image. The similar re-
sults can be seen in Fig.7(b) although the change of
MSE is smaller than that in Fig.7(a). Therefore, the
wavelength information is very important for the ver-
ification procedure. Moreover, it is well-known that
the correct position parameters are also important for
passing the verification system.!”®! The target image
cannot be reconstructed correctly if the user does not
hold the correct wavelength and position parameter
information.

Moreover, we can extend the presented scheme to
more users for further security of system. Suppose
that there are five target images (denoted by I}, k=1,
2, 3, 4, 5) associated with five different wavelengths.
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Two of the five target images are encrypted into a set
of POMs, and each set of POMs is distributed to one
of the five authorized users (denoted by U,, Uy, U,
U4, and U.). The distribution scheme of information
is chosen as follows: the user U, holds the image in-
formation of Iy and Is; U, carries that of I3 and I3;
U, retains that of I3 and I; Ug has that of I, and I5;
and U, possesses that of Is and I;. Then, the following
combinations of users can successfully reconstruct all
the five target image information by using their own
POMs co-operatively: 1) group of U,, U.., and Uy; 2)
group of Uy, Uy, and U,; 3) group of U,, U,, and Uy;
4) group of Uy, U,, and Uy; 5) group of U., Uy, and
U.. This means that no less than three of the five au-
thorized users can open the lock co-operatively. The

security level of the verification system is improved.

The proposed distribution scheme can be used for
authenticity verification of some banks, security de-
partments, network, etc. The POMs can be embed-
ded into the personal identification (ID) cards and as-
signed to all legal users that can be a group or some
of the staff of a company. Every authorized user holds
several PINs, which are equivalent to a set of pass-
words and should be the input into the system in the
verification stage. None of these users can pass the

verification procedure alone; only when several of the

authorized users work together can they open the lock
of system and pass the verification procedure. The
proposed distribution scheme is convenient and flex-
ible for all the authorized users. It is expected that
this distribution scheme may be useful for further im-

proving information and data security.

4. Conclusion

In summary, we have proposed a new distribu-
tion scheme of decryption keys for multi-wavelength
information encryption technique in the Fresnel do-
main. The encryption procedure is digitally imple-
mented with the use of an iteration algorithm in the
computer. Three images are encoded into three sets
of POMs, serving as the decryption keys by a special
distribution method. Three sets of POMs are assigned
to three authorized users. The verification procedure
is performed in a lensless optical system. Every two
of the three authorized users can pass the verification
procedure cooperatively, but one user alone cannot
do. The extended distribution scheme is also suited
to a group of up to five users. Numerical simulations
indicate that the proposed distribution scheme of de-
crypting keys can improve the security level of the ver-
ification system and it is more convenient and flexible

for all the authorized users.
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