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In this paper we propose and investigate the synchronization of a new chaotic model with time-varying parameters

and apply it to improve the security of chaotic communication. In this model, the chaotic system is modulated by both

the message and the varying parameters. The varying parameters distort the phase space so heavily that they prevent

the carrier from being broken by nonlinear dynamic forecasting method. Theory and simulation experiments with

speech signal communication indicate that the receiver can gain a perfect synchronization with the transmitter, and

the intruder cannot break down this communication system. We also discuss the robustness of the new communication

system.
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1. Introduction

Since Pecora and Carrolll reported in 1990
that certain chaotic systems can possess a self-
synchronization property, synchronization in chaotic
systems and its applications, particularly in commu-
nication, have been extensively investigated and con-

e.2711] Because a

siderable progress has been mad
chaotic signal is wide-band and noise-like, it is con-
sidered that the use of chaotic carriers can provide a
high secure communication. Therefore, many works
have been done to mask messages by using chaotic
systems.?=612=17] But, before a scheme can be used,
it must undergo different attacks. In fact, most inves-
tigations of secure communication that focus on low-
dimensional chaotic systems did not make the best

19-21] has applied the

use of antideciphering.[*®! Short!
nonlinear dynamic (NLD) forecasting to extract the
hidden signal in the chaotic transmitting signal from
the reconstructed phase space. Zhou and Lai??! have
proved that the communication scheme using a sim-
ple time-delay chaotic system is also ineffective. More-
over, recent work[23! shows that even the hyperchaotic
carrier is probably not secure enough. Accordingly,
many schemes!'3~17] have been proposed to improve
the security of chaotic communication. Even some

very complicated combined chaotic systems have been

proposed for chaotic communication, such as the cas-

caded heterogeneous chaotic system.2]

Reviewing the NLD forecasting method, we can
see that it is based on the local geometry of the phase
space reconstructed from the intercepted carrier. It
predicts the actual chaotic carrier behaviour. Then
the hidden message can be detected once the NLD-
predicted carrier behaviour is subtracted from the ac-
tual chaotic carrier. Thus, if the local geometry of
phase space can be disturbed, the NLD forecasting
method may not be applied successfully. Based on
this idea, we propose a new model to improve the se-
curity of chaotic communication. The message is used
to modulate the parameter of a chaotic dynamical sys-
tem at regular intervals. The transmitted chaotic car-
rier contains both the hidden message and the varying-
parameter message. The receiver will obtain the vary-
ing parameter and then have synchronization with the
transmitter by active passive dynamic (APD) synchro-
nization. The behaviour of a chaotic carrier becomes
so complex that the phase space is disturbed seriously
and hard to predict. Therefore, it increases the se-
curity of the chaotic communication. In this paper
we investigate the synchronization principle of time-
varying parameter (TVP) chaotic systems and derive

the robustness of synchronization to parameter mis-
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match. We perform a speech communication experi- The transmitter is described as:

ment by the APD technique. The experimental results

confirm our analysis. &1 = F1(z1,9, By, H2), (2a)

2.General theory of a new &y = Fa(z1,®2, 1, Bo), (2b)
chaotic communication model g=fv)+1, (2¢)

In the following, we give a general chaotic model

to prove our idea. The system is described as:

& = F(a,p). (1)

It can be divided into two subsystems.

{ p(@(t) 0 6(t — (nto — 7))
Ko =

where @1, @ are state vectors, py and p, are parame-
ter vectors, v is a variable of @5 and g is the transmit-
ted signal carrying a hidden message I. The amplitude
of I is much smaller than that of f(v). The parameter

vector u, is time varying,

te [nt07(n+ 1)t0)7n = 172737"' T € (07t0)7

(3)

122%) te [O,tg)

Here t is the time variable, ty is the time interval of
parameter variation and gy is the initial parameter
The receiver is de-

vector. o denotes convolution.

scribed as:

531 :Fl(&zlagap‘laﬁQ)a (4&)

Ko =

_ { p(@1(t) - 6(t = (nto — 7))

i2 = F2(£17i27“17ﬂ2)7 (4b)
I=g—f(v). (4c)

The parameter vector varies according to that of the

transmitter:

t € [ntg,(n+ 1)tp),n=1,2,3,---,7 € (0,tp),

(5)

K2 t €[0,t0).

Set the state error vectors as:
e, =2 —x1,
€y =Ty — T2,
Apy = g — py. (6)
The error equations can be obtained:
€, =Dz Fi-e,+ Dy, F1-Apy, (7a)

€,=Dgz Fs-e;+ Dz, Fy-e;+ Dy, Fo- Ap,y, (7b)

where Dz Fy and D;, F; are the Jacobians of the
a1 subsystem vector field with respect to x; and p,.
D3 Fa, Dz, Fy and Dg, F> are the Jacobians of the
x5 subsystem vector field with respect to @1, @3 and
po. When Egs.(2a) and (4a) do not have parameter

vector p,, that is to say

d’l = Fl(wlygap‘l)

. ~ and Dg,Fi =0,
L1 = Fl(wlygaul)

Equations (7a) can be simplified to &, = Dz F-e;y. If
we choose an equation properly to make Dz F; <0,

we are going to obtain ¢ — oo, e; — 0. So when

t — oo, we have &; — x;. Because vector p, is deter-
mined only by state vector 1, when ¢t — oo, we have
fto — o, Apy — 0. Then the error equations can be
written as follows:

e, =0, (8a)
Al‘l‘2 = 07 (Sb)
e, =Dz, Fy-e,. (8¢)

From the above equations we can see that the error
equations do not relate to parameter vector p,. In
fact, it is just the same as error equations from nor-
mal chaotic systems (the chaotic systems with con-
stant parameters). Because it has been proved that
if the Lyapunov function (L) for the error dynamics
of the normal chaotic systems has L < 0, the systems
will synchronize, the time-varying parameter chaotic
systems can also satisfy this rule and achieve synchro-
nization.

Since the perturbation of parameter mismatch on
chaos synchronization inevitably exists in any realistic
environment, the investigation of perturbation is im-
portant to synchronization. To discuss the robustness
of our TVP chaotic communication model, we add the

perturbation terms Dy, F1 - Ap, and Dy, Fa - Apy to
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the right-hand sides of Eqgs.(7a) and (7b) respectively.

Then the perturbed error equations can be written as

e, =Dz Fi-e,+ Dy Fr1-Apy, (9a)
€, =Dz F3 e, + Dz, Fs e,

+Dﬁ1F2'A“’1+Dﬁ2F2'A“2' (9b)

We can solve Eq.(9),

t
e, (0) + /el’flmt—ﬂl)ﬁllr1 - Ap,dr,
0

=

(10a)
t
62 :eDa‘czFTtez(O)_|_/eD5g‘2F2(t7T)
0

X (D/lez A[,Ll +Dﬁ2F2 . A[,L2 +D51F2 . el)dT.

(10b)

The root mean-square values of e; and e, are

Vien)?) =

t

2
<{/6D51F1(t—‘r)Dﬁ,lFldT] > “Apy,

’ (11a)

((e2)?)

¢ 2
— <|:/eD52F2(tT)(A . AN]_ +Dﬁ2F2 . AIJ‘Z)dT:| >7
0
(11b)

where
t

A=Dy Fy+ Dz Fo - /eDﬁﬁl(t*ﬂDﬁlFldr,
0

Aty =g (t) o 6(t — (nto — 7))
— (1 (t) 0 6(t — (nto — 7)),
Apy =p'eq(t) 0 6(t — (nto — 7)),

(12)

with p' being the derivative of u. Using Eq.(10a) to
replace Eq.(12), we obtain

t

0

x Dg, F1dr - 6(t — (ntg — 7')> ~Apy. (13)

Setting

t

B=Dy,F, (LL'/eDvn B(t=m)p Fydrod(t—(nty —T)> :

0

we can simplify Eq.(11b) as

t

((e2)?) = <[/e”fzﬁ2(“>(A+B)dTr> Apy.

0 (14)

2
(t=r DHIFldT:| >

2
J(A+ B)d’r} > are nearly un-

t
As average values, <{ f
0

aa [{ [

changed with time, thus y/((e;)?) and /((e5)?) are

approximately linear with Ap,;. When Ap, = 0,
Apy # 0 we can still obtain: ¢ — co, e; — 0. There-

fore, when ¢t — oo, we have &1 — «1. Because vector
W, is determined only by state vector @1, when t — oo,
we have fi, = po, Ap, — 0. Thus the state errors
caused by Ap, can be reduced by the TVP chaotic
system. This means that the TVP chaotic communi-

cation systems are not sensitive to the mismatch of

K-

3.Simulation experiments

We use a Lorenz system as an example to illus-

trate our idea. The transmitter equations are

d

L —o(-a) o), L =pr -y,
d
£ =ay — bz, g(t) = s(t) +oy;

The receiver equations are

dz dy

d—”; = o(—%) + g(t), d—gt/ = [iF — § — 7%,
dz

dt
where z,y, z represent the transmitter variables and
Z,9y, 2z are the receiver variables. The parameters are
py = (0,b)', 0=10, b=2.666. In fact, u is not sensi-
tive to the initial value. Because the typical value of
parameter p of the Lorenz system is 28, we set the
initial parameter values of our system: pu=28, p=28.
The parameter variation function can be chosen freely.
Here we choose a sine function.

For the transmitter equations, we set



384 Mu Jing et al

Vol. 12

{10xgma@o&t—@1k—o%»y+%
o=

28

For the receiver equations we have

) {10x$n@@)mﬂﬁ—@lk—00@»+38
I‘L:

28

It must be mentioned that the varying range of u is
[28,48]. In this range, the Lorenz system maintains
chaotic.

Setting e; =& — z,ey = § — y,e5 = Z — z, we obtain

the error equations

e, = — 10e,,
é, = —e, —ze, + u(z)e, + rAp(z),

e, =ze, — 2.666e,.

When t — oo, e, — 0 we can obtain u(z)e, — 0.

T
Since p is determined only by x, then for e, — 0,
Ap — 0, we have zAp — 0. The error equations can

be simplified as follows:

e, = — 10e,,
e, =—e, —ze,,
e, =ve, — 2.666e¢,.
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Fig.1. the state synchronization error versus time.

The Lyapunov function for the error dynamics is

given by L = ef] + €. It is easy to prove that

t€[0.1k,0.1(k + 1)),k =1,2,3,---
t €0,0.1).

te[0.1k,0.1(k+1)),k=1,2,3,--
t € 0,0.1).

L = —2(632! + 2.666e2) < 0. Once synchronization
is achieved, the parameters of the receiver change
identically with the transmitter. The origin (0,0,0)
is a globally asymptotically stable fixed point, which
simply means that the error between the transmitter
and the receiver becomes to zero. Figure 1 presents
the curve of the synchronization error versus time:
é(t) = g(t) — 0. Figure 2 gives the parameter syn-
chronization curve Ay = i — p. The two curves in-
dicate that the receiver is synchronized fast with the

transmitter.

6x10™3
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0x10—3
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Error of parameter

-4%x1073

-6x1073
0

Fig.2. the synchronization error of u.

In the following, we simulate the above system
with numerical calculation. The Lorenz system is gen-
erated by the fourth-order Runge—Kutta method with
a step-size of 0.01. A sine signal [s(t) = sin(207 X t)]
is masked by the above system [Fig.3(a)] and the
driving signal g(t) is transmitted through the channel
[Fig.3(b)]. Finally, the hidden sine message is recov-
ered by 5(t) = g(t) — o7 [Fig.3 (c)].

that the system can synchronize and recover the signal

Figure 3 shows

precisely.
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(a) the original sine message; (b) the transmit-

ted signal with a sine message; (c) the resumed sine

signal

by the receiver.
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The most important for a secure communication
system is that it must pass through different attacks.
Therefore, we use the NLD forecasting method to test
the security of the TVP chaotic system.[2%:21] For the
convenience of comparison, we also illustrate the un-
masking result of the Lorenz system with constant pa-

rameters.

The NLD forecasting method is based on the
phase space reconstruction with time-delay method.
The phase spaces of a constant-parameter chaotic sys-
tem and TVP chaotic system are illustrated in Fig.4,
respectively. Comparing Fig.4(a) with Fig.4(b), we
can see that there is an obvious geometric structure
in the phase space of the constant-parameter system.
However, this structure is destroyed heavily even in
any local phase space of the TVP chaotic system.
These prevent the hidden message from being ex-
tracted by NLD forecasting.

Figure 5 shows the NLD forecasting results of
the TVP chaotic carrier. We still use the sine wave
s(t) = sin(207 x t) in Fig.3(a) as the hidden message.
Figure 5 (a) is the message extracted by the NLD fore-
casting method and Fig.5 (b) is the frequency spec-
trum of the waveform shown in Fig.5(a). Clearly, the
sine message cannot be recognized from the message
extracted by NLD forecasting, either in time-domain
or in frequency-domain. This proves that the TVP
chaotic system is secure enough to prevent from being
broken down by the NLD forecasting method.

0-.

0-

O-

0 T T ] T T
—-40 -30 =20 -10 0 10 20 30 40

Fig.4. (a) the phase space of Lorenz system with constant parameter; (b) the phase space

of Lorenz system with time-varying parameter.
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Fig.5. (a) the result using NLD prediction; (b) the frequency spectrum.

We also give the NLD forecasting results of the  Fig.6(a). The sine wave is revealed in the frequency-
Lorenz system with constant parameters. Figure 6(a) domain obviously. The maximal amplitude in Fig.6(b)
shows the message extracted by NLD forecasting. Fig- occurs at about f=10Hz, indicating the presence of

ure 6(b) is the frequency spectrum of the waveform in  the sine message.
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Fig.6. (a)the result of NLD forecasting; (b)the frequency spectrum.

The largest Lyapunov exponent[2$25 of this  with increasing the mismatch of parameters o and
varying-parameter chaotic system and the constant- b. And the state flow is not sensitive to parameter
parameter Lorenz system are also computed. The  p. As a whole, when the parameter mismatch is not
largest Lyapunov exponent of our system is 2.94. very large (Ao < 1,Ab < 1), the state error of TVP
And the largest Lyapunov exponent of the constant- chaotic system will be small, so the system tends to be
parameter system is 1.42. This means that the chaotic ~ robust. Figures 7(b) and 7(c) show /(g — y|?) and

system with varying parameter is much more sensitive \/ ([Z — 2]?) respectively. The numerical computation

to initial values than the one with constant parame- confirms our analysis.
ters.

According to the above analysis, we give the nu- Finally, a speech communication experiment is
merical computation result of the TVP system. Fig-  given. The speech message [‘yes’] is used in this exper-
ure 7(a) shows the relation between the slight pertur-  iment. Figure 8 (a) is the waveform of the speech mes-
bation of the parameters o,b and 1/([Z — x]?), where = sage masked and transmitted by transmitter. Figure
the lines L1 and L2 correspond to the parameter mis- 8 (b) is the speech message resumed by the receiver.

matches Ao and Ab respectively. We find that the  This result shows the hidden speech message can be

sensitivity to parameter mismatch increases linearly  recovered successfully.
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Fig.8. (a) the signal message “yes”; (b) the resumed message “yes”.

4. Conclusion

We have proposed a new chaotic communication
model with time-varying parameters instead of con-
stant parameters. We present the synchronous prin-
ciple and robustness of synchronization to parame-
ter mismatch. Speech communication experiment has

been carried out. Simulation results show that the

phase space structure of the chaotic systems is broken
successfully. This prevents the hidden message from
being extracted from an intercepted carrier. More-
over, we find that the function that describes the vari-
ation of parameters needs to not be very complicated.
Even a simple parameter variation function such as a
sine function can prevent the communication system
from being broken down by NLD forecasting. Chaotic
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systems which accord to our model can realize per-

fect synchronization and secure communication. Our

simulation experiments prove that the time-varying-

parameter chaotic communications are much more se-
cure than the chaotic communication with constant

parameters.
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